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ABSTRACT

DETECTION OF DETECTION OF DDOS ATTACKS BASED ON
ENTROPY-PCA IN SDN

AlMomin, Hasen Hadi Sadiq,
M.Sc., Information Technologies, Altinbas University,
Supervisor: Abdullahi Abdu Ibrahim
Date: December/2020

Pages: 70

Software Defined-Network (SDN) is still lately attracting much new research of interest. This
research is a natural result of many significant companies’ tendency to manufacture devices for
the SDN network and turn their infrastructure into this network type. SDN networks introduce a
new design that works on splitting the control plane from the data plane to allow a broader field
to smoothly and efficiently program the network to gain much simplicity compared to the
conventional networks. Any change in conventional networks required a re-configuration of a set
of resources for the network. Whereas in new SDN network needs one person with knowledge
on the control layer (controller) to control all network resources and update rules with lease time.
However, there are still security concerns surrounding the new network architecture because it is
one failure shot that is attracting many cyber-attacks. One of the most critical attacks that
increased lately is the Distributed Denial of Service (DDoS), which works to make the service
unavailable for an unknown period. This thesis will suggest a method to detect a DDoS attack
that targets one or multiple victims concurrently by combining two algorithms of Machine
Learning (ML), which is Entropy and Principal Component Analysis (PCA). Also, we examined
the efficiency of our schema through a Mininet emulator and a pox controller and using OVS

switches as a switch. We have obtained high detection accuracy to detect DDoS attacks. In
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addition, we found that our method achieved the best results compared to other methods of attack

detection.

Keywords: SDN, DDoS Attack, Controller, PCA, Entropy, Machine Learning
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1. INTRODUCTION

1.1 INTRODUCTION

SDNs are a new networking concept that has received much attention as a practical technology
concept that works on flexibility in the network. SDN Network is usually divided into two layers
instead of three on a conventional network (CN), where the first layer is called the control plane
layer, which controls and makes all significant decisions in the network and checks the
destination address. In contrast, the second layer is the data plane layer, representing the
distributed device that connects the control plane with the end-user and implements the

controller's rules in the control plane.

The decouples provide many new services, for instance, traffic selection, applying new policies,

access control, bandwidth management, and QoS [1].
1.2 PROBLEM STATEMENT

Many security concerns and problematic issues are showed up on SDN because of the
centralization design of SDN. One of the most critical security threats to SDN networks is DDoS
(Distributed Denial of Service). DDoS attacks jeopardize data and resources integrity and
availability; it performs the attacks by multiple compromised devices called botnets or zombies
that use spoofed source IP addresses targeting one or multiple end-users or servers the resources
by making them unavailable to legitimate users for some time. The SDN controller is considered
a focal point for the attack, so it is an ideal point of attack to knock down the entire network.

These type of attacks has a substantial impact on SDN switches and controllers [2].

Each attack packets came on the switch; if the flow table does not match the rule, a new rule is
created. The packet header is transferred to the controller after the packet has been stored in its
memory. Send many randomly spoofed packets that drain the switch's storage and install

numerous new flow entries in the flow table.

Once SDN switches receive a new packet, it will search for a matching rule in the flow table; if
there are no exciting rule founds, then the header of that packet will transfer to the controller to

decide what to do with this new packet [3]. When the controller replay, a new rule will be
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created on the flow table of OpenFlow switches. In a DDoS attack, a large amount of random
spoofed IP address that reached the switch with no matching rule that exhaust the switch storage

because of these many new requests being processed and stored in the flow table.

Eventually, the combination of spoofed IP addresses from DDoS attacks and legitimate users
packet causes the controller to drop down and not handle any more requests. This means that any
new legitimate user cannot reach the controller. Since the controller is at the core of the SDN
architecture, the whole network will crash as the same security problem will arise, whether or not

there is a backup controller [4].

Distributed Denial of Service (DDoS) significantly influences SDN compared to Conventional
Network. Hence, a method of detecting these attacks is necessary and adequate mitigation will be

taken after this early detection.

Since recently, large companies have started using software-defined networks in their
infrastructure, so it is critical to find a lightweight method to detect attacks that do not add
additional load to the network. Also, our method will reduce further action for the required time

to carry out a mitigation measure [5].
1.3 RESEARCH OBJECTIVE AND CONTRIBUTION

This thesis identified a detection method and analyzed the results of a DDoS attack on SDN
environments. A way of protecting SDN switches and controllers against DDoS security threats
is proposed by inserting the controller with a lightweight detection code. The significant

contributions to this research are:

e We present and implement an efficient method of detecting DDoS attacks by combining
two powerful ML algorithms, which are (PCA) Principal Component Analysis and
Entropy. This method is a lightweight code that detects a DDoS attack aimed at a single

target or multiple network victims.

e Demonstrate how a DDoS attack will completely blind the controller over the SDN

network.
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e Successfully deployed the combined algorithm with OpenFlow switches via Mininet and

POX controllers.

e The effectiveness of the algorithm is evaluated and demonstrated in the Mininet test

scenario.
1.4 SCOPE
The organization of this thesis is in the following order:

e Chapter 2 includes a background of SDN, OpenFlow protocol, and DDoS attacks

followed by samples of literature review of previous methods and results for detection.

e Chapter 3 gives insights into our two algorithms and presents our Entropy-PCA method

by step by step description and equations.
e Chapter 4 discuss the results of our simulation work, along with their detailed analysis.

e Chapter 5 concludes the thesis's conclusion and the further work that needs to be done in

our work.
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2. BACKGROUND AND LITERATURE WORK
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Figure 2.1: Altinbag University 10 year banner.

2.1 SOFTWARE-DEFINED NETWORK

SDN offers a unique method of a network that simplifies some networking features such as
design and management. Every change in the network in the CN required a change in the
configuration of several network resources, which often resulted in high costs[6]. As shown in
figure (2.2) below, SDN splits the data plane from the control plane, which is demonstrated in
figure (b), while these two-layer usually combine in one layer on the CN that is shown in figure

(a) [7]. The application layer is standard between the two different networks.

~
os 0s SDN stack
( Applications j [ Applications J
Application
programmin APl
Control plane interface (API Control plane

Network topology ACLs,
forwarding and routing
Qos, link management

1 api

Data plane

Link, switching,
forwardlng routing

Network node

T e

Data plane

Link, switching,
forwardmg routing

Network node

(a)

Network topology ACLs,
forwarding and routing
QaoS, link management

(b)

Figure 2.2: Comparing Conventional Network and SDN.
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We can consider the conventional network as a hardware-based network, so it depends on the
hardware components to make a decision for routing and path selection, such as switches and
routers. In contrast, an SDN network is a software-based network that depends on the
programming controller to make the decision and install rules on other parts of the network, such
as Vswitch. SDN produces a novel way to control the entire network from a single node called a
controller on the control plane layer[8]. The controller communicates with other network nodes
to install new rules on the data plane's devices through the southbound in OpenFlow protocol [9].
OpenFlow Protocol has two ways of communication one from the controller to the network parts
called southbound and the network application to the controller called northbound, as shown in
figure (2.3). Control plane applications such as load balancing interact with data planes via
application programming interfaces (APIs) at the SDN architecture application layer. The
centralization of SDN gives the network the ability to extend the network with new hosts with a

minimum effort of configuration and programming and gives the ability to control traffic.

| |
’_ Network Applications ‘

Application Layer
I Northbound Interface
]
Network Services
‘ Control plane
t Southbound interface
e ) [E)
[Eos a oo ] (== )
|| soo | coe | L[\ o I
Data Plane = ==

Figure 2.3: SDN functional Architecture.
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2.2 ADVANTAGES AND DISADVANTAGES OF SDN

SDN separation layers bring many advantages, such as simplicity and control management using
programming. Such features boost network efficiency and strengthen the capacity to create
policy-driven network oversight and automated configuration [10]. We summarized the features

of SDN in contrast with TN in table 2.1 below:

Table 2.1: Advantages of SDN

SDN TN
Features - Data and control -Complex control
plane isolated management
-Programmability
Configuration - Automated -Manual configuration

configuration from | for almost every new device
centralization point

Performance -Globalized -Limited info
information control

Innovation - Easy implementation -Hardware
of software at lower cost implementation with extra
cost
- Adequate .
4 -Restricted

environment for test isolation )
test environment

-A quick process

implementation - A long process

through standardization

SDN function with a global vision to the entire network SDN to strengthen decision making and
enhance network behavior performance by adaptation programmatically. Furthermore, this
centralization gives us the ability to collect the traffic status on the network in real-time.
Improving configuration can be considered as an essential feature of SDN through the
centralization point. Due to a variation of equipment manufacture of network devices, therefore,
TN required a lengthy manual process of configuration procedure, which also needs more effort
and is more likely to has error-prone and in order to address these errors, it must take sufficient

time to handle and tackle these network troubleshooting. While in SDN, we can make
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configuration for all devices automatically by one central point, which is located in the control
layer, specifically from the controller device, which works programmatically so the SDN
controller can control many TN features such as routing, switching, firewall, load balance,

SNMP ... et cetera.

SDN will provide a way to maximize network efficiency globally due to unified control
throughout the global network. It operates by exchanging information from different network
layers architecture. These SDN features lead to well-designed centralized solutions to several
difficult performance optimization challenges. For example, application problems like traffic
scheduling, mobility management from one end to the other energy-efficient operation, load-
balanced packets also support the quality of service (QoS) that can now quickly be addressed to

check their performance in the network.

SDN innovation is also used to reduce the time needed to install and expand the network and
ease installation with a significant reduction in cost through automated programming for the
central control unit. On the other hand, SDN offers a programmable network architecture to
promote creativity. The SDN network's role can be used to implement, develop, and deliver new
ideas and applications [11]. Experiments on a real system are possible due to the high
configurability of SDN since this provides a reasonable separation between layers. The
transformation from an experimental to an operational phase of the implementation of

technologies can be carried out smoothly.
2.3 OPENFLOW PROTOCOL

OpenFlow is an open-source protocol that SDN architecture uses as a standard protocol to
communicate. Open Networking Foundation (ONF) is capable of managing the OpenFlow
standards and has defined it as the first open standard protocol dealing with SDN and the
transmission between its layers. The controller uses OpenFlow to configure the devices on the
data plane layer. OpenFlow version 1.5.1 is the current version, while 1.6 is currently available

but only accessible for members of ONF since September 2016 [12].

21



OpenFlow permits the controller to manages the switches at the data plane layer [13]. Transport
Layer Security (TLS) manages transmission between switches and controllers. Each SDN switch

should have one or more flow tables to keep the controller's flow entries.

An OpenFlow device is implemented packet forwarding, which identifies by the controller as

appeared in figure (2.4) below:

OpenFlow
B SWitch . Controller
OpenFIow
Secure Protocol :
Channel -lnnugsil—---ll

Flow
Table

B B

Figure 2.4: Basic architecture of an OpenFlow device.

There is a range of matching actions available in OpenFlow, such as drop-out, packet
forwarding, additional queries on other flow tables, counter field rewriting, and so on [14]. The

flow table is shown in Figure (2.5).

In addition, the OpenFlow device provides a two-way communications channel for the
controller, a first-way connection to the controller which is used to request a controller action
and to report the network status. In contrast, a second-way connection route from the controller

to the OpenFlow device is used for sending messages to update OpenFlow table [15].
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l Packet + byte counters

. Forward packet to port(s)

. Encapsulate and forward to controller
. Drop packet

4. Send to normal processing pipeline

wWN =

nn-uuuu.n-nnnaunuun-uol

Figure 2.5: A Flow Table on OpenFlow device.

The four available statistical scopes in the flow table are kept by a table, flow, port, and py queue

counter [16].

Scope Values Size (bits)
Active Entries 32
Per Table Padket Lodkaps 64
Packet Matches 64
Received Packets 64
Per Flow Received Bytes 64
Duration (seconds) 32
Duration (nanoseconds) 32
Received Packets 64
Transmitted Packets 64
Received Bytes 64
Transmitted Bytes 64
Per Port Receive Drops 64
Transmit Drops fid
Receive Errors 64
Transmit Errors 64
Receive Frame 64
Alignment Errors 64
Receive Overrun Errors 64
Receive CRC Errors 64
Collisions 64
Transmit Packets 64
Per Quene Transmit Bytes 64
Transmit Overrun Errors 64

Figure 2.6: Supported Counter Fields [6].
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2.4 OPENFLOW PROCEDURE

The details of the steps to route the path flow among two switches across two hosts within SDN
networks are explained by Jad Naous et al. [13]. During the first initial phases, the switch flow
tables are blank, as shown in Figure (2.7), consisting of 8 steps. If a packet comes in step 1, the
controller is forwarded to step 2 directly and because the switch flow table does not match. The
received packet is checked by the controller and determines the actions to be followed, such as
drop or forward it, and then the controller produces new flow input back towards the switches.
The switches now receive the flow entry in the path the packet is going through in step 3, and
then the packet is sent to the host receiver in step 4 and step 5 sequentially. On the other three
steps, every new packet with the exact flow is pathed directly because of the matching rule in

flow entry[14].

OpenFlow
Controllier

Flow table

FlowA FlowA

Figure 2.7: OpenFlow Flow Processing Procedure [7].
2.5 SDN SECURITY

Indeed, the process of separating the data layer from the control layer led to a qualitative leap in
the world of networks. However, this step led to the emergence of new gaps that did not exist in
conventional networks, but interest began to grow during the previous period, and there was a

real tendency to address security and reliability issues within SDN networks. Therefore, many
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researchers began to address these dangers, weaknesses, and threats that resulted from this new
technology, and these researches offer some solutions that should be taken into consideration
since the first step in building the network, which may contribute to avoiding and confronting

these threats and reducing their risks [17].

Conventional networks have natural immunity against common attacks due to the nature of their
closed devices, durable design, software homogeneity, and decentralized control. For example,
suppose an attacker takes advantage of a weakness of devices manufactured by a company. In
that case, the network will only be affected in the part that contains devices belonging to the
same company, as for the rest of the devices, it will not be affected since it belongs to other
manufacturers. As for the SDN, the existence of the standard OpenFlow protocol among all
companies will increase the risk of threats and spread common failures among all companies
[18]. SDN networks produced an excellent idea in the world of networks. However, they
simultaneously increased the risks and threats, which necessitated more research and discussions

of security issues, reliability, and solutions that must be considered in these networks' design.

The controller considers a favorable spot to monitor the traffics and detect abnormal traffic
because all network packets are pathed over the controller [9]. Besides, the programmability
feature makes the mitigation process deployed much faster and efficiently. To diminish the
impact of the attacks, the controller can install or update flow rules. As mentioned in the abstract,
the controller is a preferred attack spot for an attacker. Multiple network controllers could use to

avoid the collapse of the network.

DDoS is one of the highest threat security concerns [19]. As previously stated, the data plane
device includes a flow table within the OpenFlow procedure. The switch communicates with the
controller through a secure transport layer protocol and asks about new packets that do not exist
on the switch's flow table to decide what action should be taken. Each flow entry has a matching
procedure that guides the data plane. Once the packet reaches the switch, the action defined in
the flow entry will be performed, and the header checks if a matching rule exists on the flow
table. If not, the packet header would be sent to the controller. In the controller, the inbound

header is processed to set a new rule on the flow table switch [20].
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2.6 DDOS ATTACKS

DDoS is known to be one of the most critical security risks to many researchers and technology
undertakings. Attacks of DDoS threaten data integrity and access to services, rendering
legitimate users unavailable resources via multiple compromise systems (zombies or botnet)
typically infected by a Trojan virus that aims to overload systems with flood packets one or
multiple device victims. The SDN controller will be a proper spot for the entire network to such
attacks. A spoofed IP addresses used by this type of intrusion attacks. The DDoS attack also has

a critical impact on the controls and switches [15][21].

Each packet attack arrived at the switch; if no rule matched in the flow table, a new regulation
would be created. The packet header is transferred to the controller after the packet is stored in
the memory[22][23]. The switch memory will drain up because of the limitation of flow entries

required to install when the attackers send a large amount of flood packet towards their victims.

Eventually, the server sinks to the point of the controller's inability to manage packages that
arrived from a mixture of spoofed DDoS packets and legitimate user packets [24]. Consequently,
any new legitimate user cannot access the controller. The whole network will also collapse
because the controller works as an SDN architecture core since the same security problem will

arise, whether or not there is a backup controller.
2.6.1 DDoS Attack Types

DDoS attacks take various forms; in this section, we will briefly discuss the three highest

reported types of these widely used attacks.
e User Datagram Protocol (UDP) Flood

It considers as the most commonly used attack, in which botnets or zombies transmit a large
number of packets with a random or specific application port. However, the ping will return to
the spoofed source IP address since no waiting time exists [25]. The process overwhelmed the
victim with more requests than the device victim can handle until the device become unreachable

for all legitimate users.
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In this study case, we will simulate this type of attack due to its importance and considered it one

of the most challenging types to detect.
e Transmission Control Protocol (TCP) SYN Flood

TCP SYN is based on manipulation and understanding of the TCP three-way handshake
connection initialization process. The attack works via directing the victim's device with TCP
SYN flood requests until the victim cannot handle it as usual [26]. In typical operation, the TCP
SYN has to dedicate a port and a CPU process to listen for SYN-ACK. Nevertheless, the SYN-

ACK is never sent when it comes to this type of attack.
e ICMP (Ping) Flood

Ping is another basic DDoS attack form that floods the victim with a vast amount of ICMP echo
request packets. The receiving server accepts requests from the source IP address and sends an
ICMP echo replay back to the same source IP address [27]. ICMP flood usually targeting a
bandwidth of the network instead of the server's capacity. When the threshold capacity is hit, the

server is unable to respond because of network congestion.
2.7 RELATED WORKS ON DDOS ATTACK DETECTION OVER SDN

Lots of research has been conducted into the SDN environment focused on DDoS attacks. In
[28], The suggested: JESS Joint Entropy as a detection method depends on entropy and protocol
experiments. The target IP address, packet size, TCP flags, and the randomness of the attacker
Network are measured for accurate access to the attacker information, such as the source IP
address. The attack is observed, and where entropy data vary in normal and attacked transport, a
mitigation module begins execution. Random traffic is generated to determine the normal attack.

The packet then starts to drop when the ratio of entropy value is higher than the threshold set.

In [4], entropy often used traffic to identify, which may become a false alert if many destination
IP traffic was targeted and regarded as normal traffic. This article demonstrates how DDoS
attacks could exhaust controller resources by providing a solution for the detection of those
attacks based on an entropy variation of the IP address. This approach will track DDoS in the
first five hundred attack traffic packets. A lightweight and efficacious solution for detecting
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DDoS attacks was presented. Through using the core role performed by the controller in the
SDN, the destination IP address was used to detect attacks in the first 250 packets of malicious

packets. Therefore, the threshold chosen for attack traffic is the minimum possible.

Nevertheless, this threshold detection rate was 96%. Besides the early detection of the attack, the
approach is straightforward in terms of both resources and features. This gives both the

controller and the targeted host the detection.

The authors in [29] present a comprehensive framework to detect and mitigate DDoS attacks.
The architecture is therefore not suitable for small networks. They propose a new DDoS attack
detection and mitigation architecture for a wide-range network that includes a clever SDN-built
community. Their proposed architecture meets the application-specific criteria of DDoS attack
detection and mitigation. This paper provides two major contributions. They first include a
detailed analysis and debate on DDoS-based SDN attacks' detection and prevention mechanisms
and identify the attacks regarding detection techniques. Second, they suggest a constructive SDN
Protection System (ProDefense) exploit SDN features for network security. They explain how

such an architecture could be used to protect smart city applications.

Two issues have been discussed through the concept of an effective prevention and mitigation
method for DDoS attacks. ProDefence provides device-specific network traffic threshold
requirements for their proposed framework. This allows flexible standards for identifying DDoS
attacks to be introduced. ProDefense also uses a distributed controller framework, which enables
load balancing and eliminates system failure possibilities. ProDefense is intended to be used in a
large spectrum of applications, including smart grid, e-governance, and physical networks. The
tolerance for network attacks varies across all these applications. In order to ensure the rapid
implementation of network rules, ProDefense will require continuity between all controllers. In
all programs or scripting languages compatible with the SDN controller used can be

implemented a ProDefense code.

Nevertheless, users use node.js to implement key ProDefense modules such as threshold sensors
and adaptive filters. They picked node.js since it is an async IO model that enables simultaneous

interactions with distributed controllers and monitoring systems without blocking the SDN
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application. The document still restricts the conduct of comprehensive experiments using the

ProDefense framework to study Smart City applications' efficiency.

The approach used in [30], throughout this document, they have introduced a method to detect
and prevent DDOS attacks from SDN using the switch to collect the flow statistics and port stats
periodically. If the measured rate of a packet is higher than the defined threshold, the source
cannot send additional packets by modifying the forwarding logic from the flow table established
by the switch. They have taken the method in which traffic statistics are being obtained from
different switches. Upon selection, they measured the rate and bandwidth of the packets, which
shot high values when the attack occurs. The sudden rise would detect the attack that is then
avoided by modifying the host node's forwarding logic to drop the packets rather than
forwarding them. Following that, no more packets are sent, and then the transmission rule in the
flow table is disabled. They are finding out about improvements in packet rate and bandwidth for

intrusion detection and attack prevention.

Therefore, they figure out the increase in the packet rate and bandwidth thread to detect the
attack. In order not to forward the packets coming from malicious hosts, they adjust the

forwarding logic of the switch flow table.

Reference [31] used 12 features to select the trained database and test ML detection algorithms
individually. DDoS attacks in SDN have been detected with machine-based learning models in
this study. First, in normal and DDoS attack traffic, spectacular SDN features for the data set
were obtained. A new dataset was then generated with the current dataset using a function
selection methodology. Feature selection algorithms have been chosen to optimize the systems,
make the analysis simpler, and require shorter training times. All datasets were trained and
evaluated with Vector Machine Support Models (SVM), Naive Bayes (NB), Artificial Neural
Network (ANN), and K-Nearest Neighbors (KNNs) classifications, which had been generated
with and without feature selection methods. The test results demonstrated that use the KNN
classificatory wrapper selection achieved the highest accuracy rate in the DDoS attachment
detection (98.3%). That research shows that machine learning and functional selection methods
can give high correctness for detecting DDoS attacks in SDN with good load and time reduction.

However, these tests lacked the types of DDoS attacks on subnet IP addresses.
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FADM presents [32], an active featherweight scheme in order to discover and reduce DDoS
flood attacks in the SDN environment. FADM is a simple and effective SDN DDoS attack
detection and mitigation mechanism. Initially, the information on network traffic is obtained
from the SDN controller and sFlow agencies. Network functionality is then calculated using an
entropy-based approach, and a network abnormality is defined using the SVM classificatory. The
timeliness and accuracy of attack detection are effectively improved through the use of these
methods together. We propose an effective attack mitigation strategy based on white lists and
traffic transfer to maintain the main network functionality. They have used the CT-based
approach and the sFlow-based method in a specific network scenario to increase data collection
quality. They have then used the entropy approach to quantify network changes and use the SVM
classification to classify the network status as normal or anomalous. They offer an effective
mitigation function based on the white list and the dynamic changing of the forwarding rules to

secure the network for providing normal service in the event of DDoS attacks.

Conclusions from this study suggest that FADM can reliably determine multiple DDoS flood
attacks that allow the network to recover quickly. Furthermore, the results show that FADM's
overhead is low. It is unable to analyze DDoS attacks and botnets on application layers by using

SDN and ML attributes.

This paper [33] shows SAFETY, a new early detection and mitigation solution for TCP SYN
floods. Security uses SDN with the entropy method for random flow data to evaluate
programming and a wide-visibility approach. Entropy information includes the target address
and few TCP flag attributes. To demonstrate the effectiveness and efficiency of SAFETY, they
install it in the Floodlight controller as an extension module and test it under various conditions.
The experimental results indicate that SAFETY substantially increases the processing time up to
(13%) compared to other methods. Other parameters are tested and enhanced in different
situations, such as CPU Usage on the controller and the attack detection time. They reveal that
the entropy can efficiently measure the degree of the randomness of the received packets on the
SDN controller, based on traffic features such as the clubbing of destination IP addresses and the

TCP flags and after a time-dependent window sequence.

The paper emphasizes the fact that it must not only be assumed to be a single victim target but

must start operating on a comprehensives defense system that detects all types of DDoS attacks.

30



At the same time, reference [8] highlights the several vulnerabilities deliberately attempting to
disrupt legit users' connections to TCP / IP application and transport layer services. The purpose
of this paper is to propose a technique for the detection and analysis of synchronous and non-
synchronous traffic flows by observing network in time. In addition, this technique uses
legitimate and malicious traffic authentication from traffic sources using CAPTCHA in different
ways. The proposal job will detect any unusual or faked IP addresses by using both synchronous
and non-synchronous traffic flow reported information overtime slots. Besides, it marked address
pairs authenticated using the CAPTCHA challenge-response mechanism while other packets are

being dropped.

Reference [34] demonstrates the use of Attack Detection of various ML algorithms in SDN.
Three classification algorithms (Neural Network, SVM, and Bayesian) have been tested. The
controller maintains an Access Control List (ACL), which divides data flood into normal traffic
or attacks it using the ML classification devices. Also, they found that SVM algorithms were
better than other ML algorithms, as shown in figure (2.8) below. One such approach is to use
algorithms for machine learning to identify relations as legitimate and illegitimate. In order to
detect suspicious and harmful connections, we have two machine learning algorithms: the SVM

and Neural Network (NN) classificatory.

1.2

0.8 -
06 4 | Accuracy

m Precision

Recall

0.2 +

Parameter values
(=]
o

Nafve Bayes SVM Neural Network

Machine Learning Algorithms

Figure 2.8: Comparison of all the parameters of the three ML algorithms.
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3. METHODOLOGY AND PROPOSAL METHOD

This detection method is based on two ML algorithms, which are Entropy and PCA.
3.1 ENTROPY

Entropy or Shannon-Wiener ML is an algorithm technique with an essential concept as one of
the ML-algorithms for computer science and information theory. Entropy is used to determine a
random variable's randomness, the destination IP address for this scenario [32]. Entropy has a
direct relationship with randomness. Whenever that is randomization, the value of entropy also
increases. The entropy value is (1) when the traffic is equally spread among every destination in

the network and (0) when the traffic requests the same destination. So, the value of entropy range

(0,1).

Entropy detection is similar to the detection method in [35]. Later, entropy and PCA algorithms

are combined to detect several types of DDoS attacks.

A fixed-size window is used to collect traffic packets and analyze entropy. The entropy
computation is simplified with a fixed-size window. Because entropy accuracy may decrease in a
fixed-time window via the low traffic loading period. Instead, the algorithm uses a window,
which is measured by using (n) packet numbers and (n) by the window size. The packets are
grouped into each window in accordance with their IP address. In each group, all packets have
the same destination address, but several sources addresses may exist. The destination's IP
address is used as the feature metrics, whereas the randomness is measured by the frequency of
each specific destination address. Let n be the total number of packets in a window and the

Entropy formula calculated as follow:

n (3.1)
H= —Z p; logp;
i=1

Where P the probability of each element in the window (W).

32



W = {(z1,y1), (22,¥2), (2, ¥3)...} (3.2)

Where W shows the window, and z; Denotes the IP address of the destination, and y refers to the

number of times. The study proposes a window size of 50 packets for gathering statistics.

To calculate the probability, we use:

S| N

(3.3)

Where Zi represents the total address requested over a specific time, we expect to be spread out
the traffic all over a possible destination in normal traffic. Whereas in DDoS attacks, the traffic
will focus on a specific destination IP address, or sometimes several destination IP addresses,
which reduces the entropy value accordingly. When the entropy value drops, this indicates that a

network attack may occur.

A fast detection method is essential in the SDN networks, and the attacks are detected in their
first steps. SDN networks are more exposed than conventional networks to DDoS attacks. The
window should not be too large to detect at early detection. In addition, a small window will add
additional computation. A fifty-window size in our proposed method is used, as suggested by [4]

in this thesis.
3.1.1 Entropy Destination IP Address Variance Implementation

The following algorithm flow chart highlights the measures related to the application of Entropy

Variation of Destination I[P address.
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Figure 3.1: Entropy flow chart.
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In the first step, the controller collects a window of 50 packages. These packets represent a 50-
flow initiation request window that has been sent via switches to the controller. A timer
calculates the time it takes to collect fifty packets from that window. This temporary timer is

applied based on the flow rate in the next detection phase.

The controller calculates the shortest path for each flow, as indicated earlier, and installs the rule
for the path flows. The controller does not maintain measured paths by default. A module to
detect calculated paths (path-to-Stat) is inserted to identify the path for an attack in the next steps
of the detection algorithm. Once a window of 50 collected packets is reached, the IP of the
destination for a single packet is checked to see how often this IP that collected has been
duplicated. A repeated destination IP address is validated as (max IP), and the following

processing paths are stored as (max-path) [36].

The entropy function is then requested to calculate entropy. To calculate the entropy the function
takings IP of destination addresses, how often repeats the frequently used source IP addresses,
and calculates each destination's frequency. Current Entropy (Ec) is derived from the calculated
Frequencies with eq (3.2). Whenever an attacker aims for a network host, there is a dramatic
increase in the number of new flows for specific addresses. Thus, entropy will start declining
[37][38]. The initial entropy threshold (Eth) in normal to low network traffic conditions is
calculated at the beginning of the algorithm as the default entropy. The entropy calculated (Ec) is
used in comparison with this threshold. If the calculated entropy is five consecutive times below

the threshold, an attack is suspected.

The entropy threshold will be updated to the calculated entropy when no attack is detected to
avoid further false alarm detections. This approach makes it possible to change the detection
algorithm dynamically depends on the current traffic pattern. Furthermore, The Entropy
threshold is restored to its default value if an attack is happened to increase detection sensitivity
and consciousness. Since simple traffic patterns may shift entropy quickly, the detection
algorithm is suspected of attacking only if the entropy is computed in five windows lower than

the threshold.

Although entropy is a successful method of detection, it is not capable of detecting many

scenarios. When the demand for a certain network destination such as the webserver or e-mail
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server suddenly increases for legitimate traffic, the Entropy detection method continually reports
false alarms of an ongoing attack. In addition, entropy may not show a significant decrease in the
attacker distributed between many victims and result in a false negative report. The proposed
detection method includes other detection algorithms combined in this project to overcome the

above limitations of entropy detection.
3.2 PRINCIPAL COMPONENT ANALYSIS (PCA)

As mentioned in the previous chapter, entropy can detect a single victim of a DDoS attack.
However, because of entropy limitations, particularly in multiple victims, It cannot be considered
an effective independent DDoS Attack detection scheme [39][40]. Multiple DDoS attacks target
various destinations simultaneously, which could lead to insignificant entropy changes, and we
need another solution to detect this type of attack. Therefore, a combination of Entropy and PCA
suggested producing a comprehensive detection method to detect the two types of DDoS attacks

over SDN.

PCA is an ML algorithm method of coordination transformation that maps the measured data to
a new axis for data reduction, which reduces data size. It is used for many computer science
applications, such as image processing. It is also used to detect anomalies traffic in [21] as an
effective way to separate network traffic into disjoint spaces corresponding to normal and
anomalous network conditions, while [22] used PCA algorithm standalone method for detecting

multiple DDoS attacks.

Since PCA records approximately 99 percent of all variability of the nominal traffic data; thus,
by calculating the attribute value, the legal user traffic level must be similar to the principal
component. For instance, suppose we have normal traffic coming from a source IP 128.238 with
TTL value 56 want to reach a website such as Google.com. When this type of normal traffic
rises, then the traffic rate at the google edge router increases simultaneously with the source IP
prefix 128.238 and TTL value 56 and vice-versa. Thus, the IP prefix of the value attributes
128.238 and TTL value 56 are intrinsically dependent. The normal traffic measurement points in

figure (3.2) are usually close to the extracted PC without a DDoS attack [39].

As DDoS attacking traffic with (130.30) prefix spoofing source IP with random TTL does not

follow normal traffic correlation since DDoS generally sends low TTL traffic, existing traffic
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metering points will differ from these main components just like illustrated in figure (3.2) with

dark points. The greater the difference, the more aggressive the traffic.
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Figure 3.2: Correlation between multiple attributes values.

Since DDoS attackers try to start as much traffic as possible, the value of attributes shared with
traffic attacks has increased significantly. In addition, the attacker usually does not know the
normal traffic target profile to imitate the legitimacy of traffic that breaks normal traffic attribute
values. Based on the above explanation, we used the PCA algorithm to isolate traffic from

abnormal traffic [41].

We followed [19], a highly efficient method for detecting multiple DDoS attacks by using PCA.
Detecting abnormalities can be found in decouples X to normal and anomalous components,

which denote it as modeled (X) and residual parts (¥) of X as:
X=X+X (3.4)

The X PC is the linear combination of original variables and orthogonal to (X -1)" PC and has
X" maximum variance. Origin-Destination pair (OD Pair) represents a packet's origin node and
destination node. (OD Flow p.) contains all traffic features for the OD pair. The numeral of

sequential time intervals of interest t.
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Let matrix (X) be the t X p where shows the times of all OD-flows, which denotes the time
series of all the OD flows. Each column i denotes the time-series of (i — th) OD flow, and each

row j represents an instance of all the OD flows at the time period j.

For matrix XTX, which also calculates the covariance between flows as:
xtx,, = ALy, (3.5)

Where {4;,i = 1,---,p} are the eigenvalues corresponding to eigenvectors v;. Since X'X is
symmetrically positive definite, its orthogonal vectors, and the corresponding eigenvalues are not
negative. As a result, the eigenvectors and the eigenvalues are set in order from large to small, as

A=Ay > A5 > Ap.

It can be shown to use the Rayleigh Quotient of X7 X that corresponds to the maximum energy of

the residual. We can write k - th principal components vk as:

k-1
vk = arg fmax ||x — Z(XviviT)v (3.6)
vl||=
i=1

Thus, Calculation of all PC {v;}{_, is equivalent to eigenvectors of X7 X. For the examination of
transformed data, the PC space can be used. The contribution of the principal axis i as a function
of time is given by x,,, and can be normalized to unit length by dividing by 0; = \/Z . Thus, we

have each principal axis i,

i O_i: ) )

(3.7)

They u; are vectors of size t and orthogonal by construction. The equation above shows that all
the OD pairs when weighed by v;Produce one dimension of the transformed data. u; captures the
i — th strongest temporal trend common the all OD pairs, and the set of {u;}}_; captures the time-
varying trends common to the OD pairs, refer to them as the Eigen-flow of X. The set of
principal components {v;}/_; can be arranged in order as columns of a principal matrix V, which
has size P X P. Likewise, we can form the t X p matrix U in which column i is u;, that V, U and

o; can be arranged to write each OD flow X; as:
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YS_ ™. i=1 ..
a- uwvh);, i=1,-,p (3.8)

l

To select a subspace that finds only r singular values are nonnegligible implies that X effectively

resides on a dimensional subspace. Here, the original matrix is approximated as:

r

X' =~ Z oiuv! (3.9)

i=1
We can then write X and X as:
£=PPI'=Cxand ¥ = (I — PPT)x = Cx (3.9)
where the matrix C = PPT represents the linear operator that performs projection

onto the normal subspace S, and € likewise projects onto the anomaly subspace S,

A useful statistic for detecting abnormal changes in X is the squared prediction error (SPE):
SPE = ||x|| (3.10)

We may consider network traffic to be normal if SPE < 62 o where 82 o denotes the threshold

for the SPE at the 1 — a confidence level.
3.3 OUR PROPOSED METHOD (ENTROPY-PCA)

While entropy is powerful to detect single-victim attacks, and multi-victim attacks are detective
by PCA. In order to detect different types of DDoS attack services, we found it necessary to mix

between two algorithms.

According to [4], a small false alarm DDoS attack detection threshold is best detected (1), while
[42] 1s also detected on a PCA DeltaY subspace threshold (1) with five occurrences. The network
normally operates when the Entropy-PCA operation is above its limits. Any changes below any
of these rates would shift the network service's status into a malicious attack detected by DDoS

[40].
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We combined the two algorithms to present a simple one technique to detect either type of DDoS

attacks, as shown in the flow chart below:
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Figure 3.3: Entropy-PCA flow chart.
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SDN switch sends a packet in message to the controller when received a requested destination
IP address that does not match any rule in the OpenFlow table and asks the controller for
matching action. The controller looks up for the destination IP requested and determined. If the
destination IP exists, it will add occurrence to this specific IP, while if there is no existing IP

address, it will add to the hash index to address further requested to this IP.

A small, lightweight code adds to the controller, as previously mentioned, to calculate Entropy-
PCA values and compared it with the pre-set threshold for both Entropy and PCA separately.
While the Entropy-PCA value is above the threshold, the normal operation status is flagged, and
the controller will send a packet out message back to the switch with the path to the requested IP
address. The SDN switch will receive this packet out from the controller with instructed
information to reach a specific IP address and save it on the OpenFlow table to deal with any
repeated information. Nevertheless, a module is added to record the measured paths to detect the

repeated IP destination and detect the attack's possibility on the controller.

So, if the Entropy-PCA value is lower than the threshold for one of them, an attack will be
detected by which threshold is lower. If the entropy threshold is the lowest, this means that there
is an attack on the network with one victim, but if the PCA threshold that has been violated
means that the attack is multiple and involves more than one victim on the network, and

mitigation measures should be taken in both cases.
3.4 ATTACK MITIGATION

Attack mitigation mechanisms are outside the scope of this thesis research, but we will briefly
explain the most important methods. Many mechanisms are settling and mitigating attacks on the
network after discovering the possibility of attacks. These techniques are used to mitigate
attacks, including drop packet or block source IP address that appears to us in the attack

detection report and for a specified period of time [43][44].

All of the techniques used to mitigate attacks are temporary techniques to buy more time to allow
the network administrator to analyze the network in detail. However, these techniques may also
sometimes affect the network's legitimate users, but they remain useful instead of forcing the

controllers.
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4. SIMULATION AND RESULTS
4.1 ENVIRONMENT

Simulation and test scenarios for the proposed Entropy-PCA approach described in this thesis to
detect DDoS attacks were implemented on a personal computer Sony Vaio with ubuntu 18.04.4

LTS OS with a quad-core Intel Core 17-2.00 GHz processor and 8 G of memory.

The Suggestion method is implemented in the Mininet virtualized network environment using
Python language over the pox controller and OpenFlow Switches. During the simulation, the
Scapy scripts [45] tools generate legitimate traffics and attack network hosts. In contrast,

Wireshark software was used to analyze the data traffic.
4.2 MININET

Mininet is a well-known Open Source license simulation tool for SDN. Mininet can
communicate easily with the SDN network using the Mininet CLI, configure it, deploy it on real
hardware, and build a customize prototype SDN topologies[46]. Mininet allows a set of
configuration commands that could apply to any virtual link as a real world. It uses the POX
controller as a default controller, OpenFlow switches, and Xterm as a terminal emulator to run
commands. Mininet has several advantages, including the speed of operating a complete network
within a few seconds, the ability to work with a wide range of topologies, supporting OpenFlow
protocol [47]. The program can be run on a virtual machine for Windows or a real Linux
environment, easy to deal with, and a mini edit tool that builds topologies with a graphical user

interface and so on.
4.3 TRAFFIC DATA GENERATION

Scapy is a Python interpreter that allows for creating, forging, or decrypting network packets,
collecting and analyzing packets, and dissecting packets [48]. Also, it permits to inject packets
into the network. A wide variety of network protocols supports Scapy, and packets are managed
and manipulated through Scapy. Scapy is also capable of sending, receiving, and sniffing

packets.
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In this thesis, Scapy programmed python over the PyCharm emulator to generate dummy traffic

to train the data set first [49].

By default, Mininet assigned IP addresses automatically starting from (10.0.0.1) to host one and
increasing for each new host. For instance, host 64 has assigned IP (10.0.0.64). The random
function script (Randrange (1,256)) is used to generate random source IP addresses in the normal

attack pattern.

The topology contains 64 hosts, and the random function source will generate normal traffic
towards those 64 hosts (10.0.0.1) to (10.0.0.64). UDP packet is chosen as a packet type to

perform the normal traffic with normal payload parameters with interval time set to (0.1) second.

All packets are forwarded to the target address, either carry out a single DDoS attack or multiple
DDoS attacks, and the set script to call the script attack (for example, python attack.py x.x.x.x).
We used the same mechanism for normal traffic to create the source IP address for attack traffic.
The test environment's attack scenario has no payload and set up interval time for (0.025)

second.
4.4 WIRESHARK

Wireshark is a widely used analyzer tool for a network protocol that can work with SDN and
inspect to the microscopic level [50]. Wireshark brings many advantages such as Deep
inspection, running on many platforms, real-time captured data traffic, analyzing packets, and

exporting the output analyzed data to XML, CVS, plaint text ... etc.
4.5 PERFORMANCE METRICS AND RESULTS

Our suggested detection method performance with Entropy-PCA ML is evaluated using the
parameters, precision, error, and accuracy. To calculate these performance measurements, we use

a confusion matrix.
4.5.1 Confusion Matrix

A confusion matrix is often used to describe the performance of a classification model with N x

N, where N is the number of classes. We split the traffic into two classified groups for normal
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and attack. The predicted class instances are represented in each raw line of the matrix, while

each column represents the instances of an actual class, as shown in table (4.1).

Table 4.1: Confusion Matrix

Predicated Class
Attack Normal
Actual Class Attack TP FN
Normal FP TN

where,

TP = True Positive is the number of times the attack traffic was correctly classified.

FN = False Negative is the number of times attack traffic was classified as normal traffic.

TN = True Negative is the number of predictions that were correctly classified.

FP = False Positive is the number of times the normal traffic was classified as attack traffic.
The following performance measurements can be defined from the confusion matrix:

Number of correct Predications 4.1)

A Rate =
ccuracy fate Total Number of predications

That is,

TP + TN (4.2)
TP + FN + FP + TN

Accuracy Rate =

To calculate the error prediction rate, we will follow the following formula:

Number of Wrong Predications (4.3)

Error Rate =
Total number of Predications

That is,
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FP + FN (4.4)
TP + FN + FP + TN

Error Rate =

Now, we could calculate the Precision, which is the number of relevant items selected by:

TP (4.5)

P . . -
recision TP + FP

The results of our proposed method based on the FP, FN, and precision rate will be

presented in the following sections.
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4.6 SIMULATION SCENARIO AND RESULTS OF OUR PROPOSED METHOD

The experiment was done on a Sony laptop with the specifications that stated earlier. Using
Mininet and two depth tree topology has 1 Pox controller, 9 OVS switches, and 64 hosts. All

OVS switches operate as OpenFlow switches, as shown in figure (4.1) of our network topology.

Two modules are being added to calculate the Entropy and PCA values, while the Pox controller

is modified by adding the two modules for both traffic dummy and attack types.

Normal traffic should be generated before the DDoS attack scenario is shown in order to obtain
normal values for entropy and PCA. Normal traffic is generated from 2 hosts with a spoofed

source IP address and a Scapy over python script with all specifications mentioned earlier in the

traffic data generation section.
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Figure 4.1: Network Topology.
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4.6.1 Single DDoS Attack

As we mentioned earlier, DDoS could have two types of attacks. In this section, we start a single
victim attack. The same network topology is used with 1 Pox controller, 9 OVS switches, and 64
hosts. We proposed hosts 10 and 20 generate the attack traffic towards host 64 using packet
generation tools. Generate UDP traffic as a most common DDoS attack that does not need

acknowledgment with no payload to generate packet as fast as 0.025 seconds for interval time.
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Figure 4.2: Single DDoS Attack Topology.

A simulation is repeated 50 times, each time for more than five minutes, with the two types of

attacks are tested, and the details are noted.

First, normal traffic is generated to determine the thresholds of Entropy and PCA; then, after a
while, attack traffic is generated from hosts 10 and 20 towards host 64, and the Entropy value is
decreased less than the entropy threshold. An alarm of a possible incoming attack is flagged on

the screen, and to prevent more damages, The Pox controller was suspended.

Legitimate traffic is defined as traffic with a normal interval time between each packet, a large

number of packets. While attack traffic has a shorter time interval through a few bytes and

without a payload.
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Figure 4.3: Wireshark Output: Attack Traffic on single DDoS Attack host.

As shown above in figure (4.3) from Wireshark that inspect specifically host 64. the normal
traffic is generated from 0 to 158 seconds, and hosts 10 and 20 generate attack traffic towards
host 64 at 158, and the system flags a possible detection of a single attack at 162.5 seconds and
then a further suspend to shut down the controller. The delay in detection time is about 4.5

seconds, which is our 25 experiments' average time.
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4.6.2 Multiple DDoS Attack

Multiple DDoS attacks are considering a hard type of attack that targets more than one victim. It
is more complicated to distinguish them from normal network traffic because of the variety of
targeting victims. PCA algorithm determined the DeltaY subspace threshold, and if this value

has become lower than DeltaY, then a suspect of possible multiple attacks is undergoing.
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Figure 4.4: Multiple DDoS Attack Topology.

A simulation is started with normal traffic from hosts one and two to generate spoofed traffic to
begin collecting and determining the two threshold values for about three minutes. Multiple
DDoS attacks that start from hosts (10, 20, 30) and (40) generates towards host (50) and (64)

simultaneously, as shown below in Figure (4.5) that inspect by Wireshark on the two hosts
victim 64 and 50.
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Figure 4.5: Wireshark Output: Attack Traffic on multiple DDoS Attack hosts.

The attacks start at 266 seconds towards the two hosts, and the system flags a possible detection
of a single attack at 273 seconds after a violation of the DeltaY threshold. Further action of
suspending, such as shutting down the controller, is taken to protect the network and save more

time to analyze the traffic.

The delay of detecting multiple DDoS is reasonable longer than a single victim due to these
attacks' nature. Multiple DDoS attacks try to hide behind the normal traffic, so in our simulation,

the delay of multiple DDoS attacks is about (7) seconds.

4.6.3 Accuracy Rate of Entropy-PCA Method

In our total of fifty experiments, we are collecting all the packets from the Wireshark application.
The data set consists of two subsets that are normal and DDoS data. The data are divided into the
normal traffic dataset and the test traffic dataset, and the data sets are described in detail in the

table (4.2)

As earlier demonstrated in section (4.2.1) of the confusion matrix that (TP) refers to our

experiments to attacks traffic categorized as attack whereas legitimate traffic that we generated
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on the equation represented as (TN). To get an Error rate or Accuracy rate, we should calculate
(FP), which refers to legitimate traffic classified as attack traffic, while (FN) denotes as attack

traffic deals as normal legitimate traffic.

We gathered a total of (1.414.671) packets through Wireshark through all our experiments. We

analyzed and split them into legitimate and attack traffic.

Table 4.2: Total Dataset of our simulations

Type The number of
TP 231.950
FP 3.181
FN 19.786
TN 1.159.754

Applying the Eq. (4.2) to the table above gives accuracy rate detection, and the result is 98.4%
for a total of our experiment simulations for both types of attacks. Accordingly, applying
equation (4.4) of Error detection Rate is 0.016, which is highly good results considering
possibilities to detect both types of attack. It is important to refer here that our method detects as
a single attack in some simulation of multiple attacks because the threshold of entropy was

violated first before the PCA threshold (DeltaY).

Finally, we find that our dataset's Precision value is 0.97 when applying equation (4.5) on our

dataset gathered from the Wireshark.
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Table 4.3: Performance Metrics

Performance Metrics

Accuracy 98.4%
Error Rate 1.6%
Precision 97%

4.7 COMPARISON WITH A RELATED PREVIOUS WORK

This section will compare the performance of our proposed machine learning-based DDoS
Detection algorithm previous work such as that presented in [31], and [51]. Figure (4.6) shows a
comparison of the Accuracy Rates percentage achieved by the Entropy-PCA method and other
methods with a note to be taken into consideration, which in our proposed method, the DDoS
attacks include two types of DDoS attacks, while the rest of the methods include attacks on one

victim.

Accuracy Rate Percentage

120
100
80
60
40
20
0
EPCA NB with ~ SVM with SVM KNN with Neural  Naive Bayes
Feature Feature Featue Network
Selection  Selection Selction

Figure 4.6: Comparison of the accuracy rate of detection methods.

In our Entropy-PCA method, we have achieved a precision rate (98.4%) while NB with a Feature
Selection that has six selected features with an embedded filter wrapped (95.7%), SVM has ten
selected features (92.28)% whereas the only SVM has (80%) whereas KNN with a Feature
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Selection that has six selected features (98.3%) which is slightly lower by 0.1 than our method.
The Neural Network and the Naive Bayes have achieved (80%) and (70%), respectively.
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5. CONCLUSION AND FUTURE WORK

5.1 CONCLUSION

A novel, lightweight approach to detect DDoS attacks on SDN architecture is proposed in this
thesis. To reveal and detect the DDoS single attack and Multiple attacks, we combined two ML
algorithms and attacked them to the Pox controller. We experimented with our solution with two
kinds of attacks. The experiment results indicate that our approach is extraordinarily successful

with a high degree of precision and a lower error rate.
5.2 FUTURE WORK

As a single threshold may increase FP and FN reports, we need to develop a system to use a
dynamic threshold with a range of thresholds that change dynamically depending on the traffic
flow's matching role. As a part of detection, we need to move to stage two and find a mitigation
technique. Although our work is done through a simple virtual environment, we need to test our

work on real equipment and networks.
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APPENDIX A

[CODES]

We will paste here the most relevant codes that we used in our simulation.

A.1 NORMAL TRAFFIC

UDP, Ether, TCP

f genera

not_valid = [

.join([str(first), str(randrange( )), strlrandrange( )), str(randrange(

ip

Figure A.1: Generate Source IP.

stinationIP(start

Figure A.2: Generate Random Destination IP.

62



interface

/ UDP(

iface = interface. p(), inter

Figure A.3: Generate Normal Traffic.
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A.2 ATTACK TRAFFIC

destinatic

inationIP

iface = interface.rstrip(), inter =

mainl()

Figure A.4: Lunch an Attack Towards a Specific Host.
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A.3 ENTROPY VALUE

tFrequency = A

tIP

Figure A.S: Calculate Entropy Value.
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A4 PCA VALUE

Figure A.6: Calculate initial PCA Value.
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Figure A.7: Calculate PCA Value.
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A.5 POX CONTROLLER MODIFICATION

It is a POX controller with a modification script to detect DDoS attacks through our

method Entropy-PCA. First, we call some important functions and reset values as an initial code.

ngEntropy Entropy

Figure A.8: Import Function and Reset Values.
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Figure A.9: Import Calculated Entropy Value.
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print tr(d

datetime.

print
print

Figure A.10: Detect Single DDoS attack.
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connection.dpid][event.port])
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Figure A.11: Detect Multiple DDoS attacks.
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