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A NOVEL KEY MANAGEMENT FRAMEWORK
FOR SECURE AND SCALABLE DECENTRALIZED IDENTITY SYSTEMS

SUMMARY

In today’s digital landscape, managing identities securely and privately is a significant
challenge. Users often maintain multiple identities across various platforms, leading to
privacy concerns, data breaches, and identity theft. A centralized approach to identity
management can expose sensitive information and weaken user control over personal
data. This situation has driven the need for decentralized identity (DID) systems.

The rapid adoption of decentralized identity systems has introduced significant
challenges in managing cryptographic keys securely and efficiently, particularly in
large-scale implementations such as national identity programs. Traditional key
management approaches often struggle with scalability, security isolation, recovery,
and delegation, posing risks to the integrity and usability of decentralized identity
solutions. This study proposes a novel key management framework that integrates
the hierarchical deterministic (HD) key management, Hardware Security Modules
(HSMs), and key wrapping mechanisms to provide a scalable and secure solution for
decentralized identity systems.

The proposed framework leverages BIP32 hierarchical deterministic key derivation,
enabling efficient management of cryptographic keys by deriving multiple keys from a
single master seed. This method significantly reduces the complexity of managing
individual keys and enhances security by maintaining strict key isolation. The
Hardware Security Module (HSM) serves as a root of trust, securely storing the
Key Encryption Key (KEK) and performing cryptographic operations, including key
wrapping and unwrapping. Key wrapping ensures that master seeds can be stored
externally without compromising security, facilitating scalability without burdening
the HSM with excessive storage requirements.

The framework addresses five key challenges in decentralized identity management:
Scalability by supporting large-scale key storage with external key-wrapped master
seeds, Security isolation by implementing hierarchical key derivation structures,
Recovery by securely restoring keys through deterministic derivation, Secure
delegation by enabling hierarchical access control, and Complexity reduction by
centralizing key management under a single master seed.

A comprehensive security analysis demonstrates the framework’s resilience against
various attack vectors, including side-channel attacks, cryptanalytic attacks, insider
threats, and quantum computing threats. By leveraging HSMs with FIPS 140-2
Level 4 certification, secure algorithm selection for key wrapping, and multi-factor
authentication mechanisms, the proposed approach significantly enhances security
compared to existing decentralized identity key management solutions.
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We analyze the security and performance of BIP32 vs. SLIP10 in an HSM
environment, measuring key derivation speed, transaction signing efficiency, and
resistance to attacks. Our results show that SLIP10 offers stronger security guarantees,
while BIP32 remains dominant due to blockchain compatibility. Also, for the first time
in the literature, performance comparison of BIP32 and SLIP10 algorithms on HSM is
performed.

The primary contributions of this study to the literature are as follows: It presents
a framework design that integrates BIP32, HSMs, and key wrapping techniques for
secure and scalable key management in decentralized identity systems. It demonstrates
how the proposed framework addresses the challenges of scalability, recovery, security
isolation, secure delegation, and complexity in decentralized identity management. It
provides a detailed security analysis of the framework, including a threat model and
discussion of security properties. It delivers a comparative analysis of BIP32 (ECDSA)
and SLIP10 (EdDSA) in HSM environments. It presents empirical evaluations of key
derivation speed, signing latency, and computational efficiency.

This research presents the first known integration of BIP32-based key derivation with
HSMs and key wrapping for decentralized identity systems, providing a robust and
scalable key management framework. The findings of this study have significant
implications for national identity infrastructures, digital authentication mechanisms,
and blockchain-based identity management systems, offering a secure, efficient,
and scalable approach to decentralized identity key management. Future research
will focus on prototype implementation, performance testing, and integration of
post-quantum cryptographic algorithms to further enhance the framework’s resilience
against emerging threats.
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GUVENLI VE OLCEKLENEBILIR DAGITIK KiMLiK SISTEMLERI iCiN
YENI BIR ANAHTAR YONETIM MIMARISI

OZET

Giiniimiiz dijital ortamlarinda, kimlikleri giivenli ve 6zel bir sekilde yonetmek 6nemli
bir zorluktur. Kullanicilar genellikle cesitli platformlarda birden fazla kimlige
sahiptir ve bu da gizlilik endiselerine, veri ihlallerine ve kimlik hirsizligina yol acar.
Kimlik yonetimine yonelik merkezi bir yaklagim hassas bilgileri aciga c¢ikarabilir ve
kullanicilarin kisisel verileri lizerindeki kontroliinii zayiflatabilir. Bu durum merkezi
olmayan kimlik sistemlerine yonelim ihtiyacin1 dogurmustur.

Merkezi olmayan kimlik sistemlerinin hizla benimsenmesi, 0zellikle ulusal kimlik
programlar1 gibi biiyiik Olcekli uygulamalarda kriptografik anahtarlarin giivenli ve
verimli bir sekilde yonetilmesi konusunda 6nemli zorluklar1 giin yiiziine ¢ikarmistir.
Geleneksel anahtar yoOnetim yaklasimlari, Olceklenebilirlik, giivenlik izolasyonu,
anahtar kurtarma ve giivenli yetkilendirme gibi alanlarda yetersiz kalmakta, merkezi
olmayan kimlik c¢o6ziimlerinin biitiinliigli ve kullanilabilirligi acisindan riskler
olusturmakta ve yayginlagsmasini1 engellemektedir. Bu calisma, Bitcoin Improvement
Proposal 32 (BIP32) hiyerarsik deterministik anahtar yonetimi, Donanim Giivenlik
Modiilleri (HSM) ve anahtar sarma (key wrapping) mekanizmalarini entegre eden yeni
bir anahtar yonetim cercevesi onermektedir.

Bu cercevede kullanilan algoritmalar, teknolojiler ve yontemlerden bahsetmek
gerekirse, Hiyerarsik Deterministik Anahtarlar olarak da bilinen BIP32 (Bitcoin
Improvement Proposal 32), tek bir ana "tohum"dan ¢ok sayida kriptografik anahtarin
tiiretilmesini saglayan bir standarttir. Bu sayede, kullanicilar tek bir ana anahtari
giivende tutarak, farkli amaclar i¢in (6rnegin, imzalama, sifreleme) farkli anahtarlar
olusturabilirler. Bu, giivenli saklanmas1 gereken anahtar sayisin1 azaltarak anahtar
yonetimini kolaylastirir ve giivenligi artirir.  Yine benzer amagcla hiyerarsik
deterministik anahtar yonetimi i¢in SLIP10 algoritmasi da kullanilabilir. BIP32
algoritmas1 ECDSA tabanli olup secp256k1 egrisini kullanirken, SLIP10 algoritmasi
EdDSA tabanli olup Ed25519 egrisini kullanmaktadir.

Donanim Giivenlik Modiilii (HSM), kriptografik islemleri giivenli bir sekilde
gerceklestirmek ve hassas verileri (6rnegin, 6zel anahtarlar) korumak i¢in tasarlanmis
0zel donanim cihazidir. HSM’ler, kurcalamaya karsi dayamikhidir ve icgerdikleri
verilerin yetkisiz erigsime kars1 korunmasini saglar.

Anahtar Sarmalama (Key Wrapping), bir anahtar1 bagka bir anahtarla sifreleyerek
koruma islemidir. Bu sayede, anahtarlarin giivenli bir sekilde saklanmasi ve
taginmasi saglanir. Anahtar sarmalama, 6zellikle biiyiik miktarda anahtarin yonetildigi
sistemlerde onemlidir.
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Onerilen cerceve, BIP32 hiyerarsik deterministik anahtar tiiretme algoritmasini
kullanarak, tek bir ana tohumdan (master seed) tiiretilen cok sayida anahtarin
verimli bir sekilde yonetilmesini saglar. Bu yontem, bireysel anahtarlar1 yonetme
karmagikligin1 azaltirken, her anahtarin giivenli bir sekilde izole edilmesini saglayarak
sistemin genel giivenligini artirir. Donamim Giivenlik Modiilii (HSM), sistemin kok
giiveni olarak hareket eder, Anahtar Sifreleme Anahtarin1 (KEK) giivenli bir sekilde
saklar ve anahtar sarma gibi kriptografik islemleri gerceklestirir. Anahtar sarma
mekanizmasi, ana tohumlarin dis ortamda giivenli bir sekilde saklanmasina olanak
tanir ve HSM iizerindeki depolama yiikiinii azaltarak sistemin Olceklenebilirligini
artirir.

Bu cerceve, merkezi olmayan kimlik yOnetimiyle ilgili bes temel sorunu ele
almaktadir. Bu sorunlardan ilki olgeklenebilirliktir. Bu gerceve, biiyiikk olcekli
sistemlerde, HSM’nin yiikiinii artirmadan milyonlarca anahtar1 giivenli bir sekilde
yonetmeyi saglar. Ikinci temel sorun giivenlik izolasyonudur. Bu cercevede
hiyerarsik anahtar tiiretme yapilart sayesinde, farkli islevler i¢in kullanilan anahtarlar
birbirinden izole edilir. Ugiincii temel sorun kurtarmadir. Bu gergevede deterministik
anahtar tiiretme yontemiyle kaybolan anahtarlar giivenli bir sekilde geri yiiklenebilir.
Dordiincii temel sorun giivenli yetkilendirmedir. Bu cercevede hiyerarsik erisim
kontrol mekanizmas: sayesinde, farkli yetki seviyelerinin giivenli bir sekilde
yonetilmesi saglanir. Bir diger temel sorun ise karmasiklik azaltmadir. Bu ¢ercevede
kullanicilarin sadece tek bir ana tohum yonetmesi gerekmekte oldugundan, bu durum
genel sistem karmasikligini azaltmaktadir.

Onerilen cercevenin giivenligi, yan kanal saldirilari, kriptoanalitik saldirilar, iceriden
gelen tehditler ve kuantum bilisim tehditleri gibi c¢esitli saldirt vektorlerine karst
kapsamli bir sekilde analiz edilmigstir. ~ Sistem, FIPS 140-2 Seviye 4 sertifikali
HSM’ler, giivenligi kanitlanmig algoritmalar ile sifreleme ve cok faktorlii kimlik
dogrulama mekanizmalari kullanarak mevcut merkezi olmayan kimlik anahtar
yonetimi ¢oziimlerine kiyasla onemli Olciide daha yiiksek giivenlik saglamaktadir.
Onerilen ¢erceve, FIPS 140-2 Seviye 4+ sertifikali HSM’ler kullanarak fiziksel ve
yan kanal saldirilarina karsi koruma saglar. AES-256 sifreleme ve KEK giincelleme
ile kriptanalitik saldirilar engellenir. X.509 sertifikalar1 ve TLS 1.3 ile ag tabanh
saldirilara kars1 giivenli iletisim saglanir. En az ayricalik ilkesi, gorev ayrimi ve
cok faktorlii kimlik dogrulama ile iceriden gelen tehditler azaltilir. Hiz sinirlama ve
yiik dengeleme ile hizmet reddi saldirilar1 6nlenir. Sosyal miihendislik saldirilarina
kars1 giivenlik egitimi verilir. Veritabam sifreleme ve erisim kontrolleri ile harici
depolamaya yonelik saldirilar engellenir. Kripto ¢evikligi ile kuantum bilgisayar
tehditlerine kars1 hazirlik yapilir. Bu ¢ok katmanli yaklasim, cesitli saldir1 vektorlerine
kars1 kapsamli bir koruma saglayarak merkeziyetsiz kimlik sistemlerinin giivenligini
onemli Ol¢iide artirir.

Giivenlik analizine ek olarak, onerilen ¢ercevede anahtar tiiretme hizi, islem imzalama
verimliligi ve saldirilara karsi diren¢ bir HSM ortaminda Olgiilerek BIP32 ile
SLIP10’un giivenlik ve performansi analiz edilmistir. Elde edilen sonuclara gore,
SLIP10’un daha giiclii giivenlik garantileri sundugunu, BIP32’nin ise blokzincir
uyumlulugu nedeniyle baskin olmaya devam etti§ini gostermektedir.  Ayrica,
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literatiirde ilk kez BIP32 ve SLIP10 algoritmalarinin HSM iizerinde performans
karsilagtirmas1 yapilmustir.

Bu aragtirma, BIP32 tabanhi anahtar tiiretme ile HSM ve anahtar sarma mekaniz-
malarimi merkezi olmayan kimlik sistemleri i¢in entegre eden ilk c¢alismalardan
biridir ve ulusal kimlik altyapilari, dijital kimlik dogrulama sistemleri ve blokzincir
tabanli kimlik yonetim sistemleri i¢in giivenli, verimli ve Olceklenebilir bir ¢6ziim
sunmaktadir.

Bu caligmanin literatiire temel katkilar1 sunlardir: Merkeziyetsiz kimlik sistemlerinde
giivenli ve olgeklenebilir anahtar yonetimi i¢in BIP32, HSM’ler ve anahtar sarmalama
tekniklerini entegre eden bir cerceve tasarimi sunulmustur. Onerilen cercevenin,
merkeziyetsiz kimlik yoOnetiminde Olgeklenebilirlik, kurtarma, giivenlik yalitima,
giivenli devretme ve karmasiklik zorluklarini nasil ¢ozdiigii gosterilmistir. Bir tehdit
modeli ve giivenlik 6zelliklerinin tartisilmasi dahil olmak iizere, Onerilen cergevenin
ayrintili bir giivenlik analizi yapilmistir. BIP32 (ECDSA) ve SLIP10 (EdDSA)
algoritmalarinin HSM  iizerinde kullaniminin karsilagtirmali analizi yapilmistir.
Ayrica, deneysel olarak anahtar tiiretme hizi, imza islemindeki gecikme ve hesaplama
islemindeki efektiflik bakimlarindan dl¢ctimleme yapilmastir.

Gelecekteki calismalar, prototip uygulamasi, performans degerlendirmesi ve kuantum
sonras1 kriptografik algoritmalarin entegrasyonu iizerine yogunlasacaktir. Boylece
onerilen cercevenin kuantum bilgisayarlar gibi yeni ortaya cikan tehditlere karsi
dayaniklili§1 daha da artirilacaktir.
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1. INTRODUCTION

Decentralized identity management systems have received considerable attention in
recent years due to their potential to increase privacy, security and user control
over personal data. While traditional centralized identity management systems often
struggle with issues such as data breaches, lack of user control and single points of
failure, decentralized systems aim to address these concerns by decentralizing control
and increasing user autonomy [1]. However, as these systems scale to millions
of users, as in a national ID system, they face new challenges in managing the
large number of cryptographic keys required. In particular, there are critical key
management challenges in ensuring the security and scalability of cryptographic key
generation, storage and recovery [2]. Decentralized identity systems face several

critical challenges in key management:

* Scalability: Traditional key generation and management methods struggle to
efficiently handle the large number of keys required in systems with millions of

users [3].

* Recovery and Backup: Traditional key recovery methods are often cumbersome

and insecure, risking permanent loss of digital identity in case of key loss [4].

* Security Isolation: Inadequate separation between keys used for different purposes

increases the risk of systemic compromise if a single key is exposed.

* Secure Delegation: Implementing hierarchical access control and secure
delegation of authority without exposing sensitive credentials is challenging in

decentralized systems [5].

* Complexity: Managing multiple individual cryptographic keys for various

operations leads to increased complexity and potential for key loss.



Key management challenges collectively pose significant obstacles to the widespread
adoption and efficient operation of decentralized identity systems and require a more

robust and scalable key management solution.

In this thesis, we address the aforementioned key management challenges of scalability
and security. A novel framework is proposed that addresses these key management
challenges by leveraging the Bitcoin Improvement Proposal 32 (BIP32) algorithm [6],
Hardware Security Modules (HSMs) and key wrapping techniques. The proposed
framework effectively addresses the aforementioned challenges by providing for the
first time in the literature a secure and scalable method for managing cryptographic

keys in large-scale decentralized identity systems.

Traditional key management systems require store separate private keys for each
identity, leading to complex key management and increased exposure to security
threats. To address this challenge, Hierarchical deterministic (HD) BIP32 algorithm
is introduced that allow all cryptographic keys to be derived from a single master
seed. While HD algorithms offer scalability and recovery, their software-based

implementations introduce new security risks, which are shown as.

* Master Seed Exposure: If the master seed is compromised, all derived keys can be

reconstructed [7].

* Memory and Malware Attacks: Software based solutions store keys in volatile

memory, exposing them to RAM scraping and keyloggers [8].

* Non-Hardened Key Derivation Risks: In HD algorithms, non-hardened child keys

can leak parent keys, compromising the hierarchy [9].

* Insider Threats: Decentralized identity systems without hardware security are

vulnerable to internal fraud [10].

In this research, we propose integrating HD algorithms with HSMs to provide
tamper-resistant key storage and secure cryptographic operations. An HSM is a
tamper-resistant cryptographic device that provides isolated key storage and secure
transaction signing. By integrating HSMs with HD algorithms, institutions may have

the following benefits.



Protect the master seed from extraction attacks.

Ensure hardware-based key derivation without software exposure.

Enforce multi-party authentication (MPA) to prevent unauthorized transactions.

Comply with security standards.

The key contributions of this thesis are:

A framework design that integrates BIP32, HSMs, and key wrapping techniques for

secure and scalable key management in decentralized identity systems.

* Demonstrate how the proposed framework solves the challenges of scalability,
recovery, security isolation, secure delegation and complexity in decentralized

identity management.

* A detailed security analysis of the proposed framework, including a threat model

and discussion of security properties.

* Evaluates the performance and security trade-offs of using BIP32 (ECDSA) and
SLIP10 (EADSA) in an HSM environment.

The remainder of this thesis is organized as follows: Section II provides background
information and discusses related work. Section III details the proposed framework.
Section IV presents a comprehensive security analysis of the framework and discusses
how the proposed approach addresses key management challenges, its advantages,
limitations and results. Finally, Section VI concludes the thesis and suggests directions

for future work.



1.1 Purpose of Thesis

The purpose of this work is to address the critical challenges of security and
scalability in decentralized identity systems by proposing a novel key management
framework. The framework integrates the BIP32 hierarchical deterministic key
derivation algorithm, hardware security modules (HSMs), and key wrapping
techniques to ensure efficient and secure cryptographic key management in large-scale
identity infrastructures, such as national digital identity programs. By leveraging
HSMs as the root of trust and implementing key wrapping for scalable external
storage, the framework enhances security isolation, simplifies key recovery, and
mitigates key management complexities. This study aims to facilitate the widespread
adoption of decentralized identity systems by overcoming key management issues
that hinder their scalability, usability, and security. The proposed framework ensures
secure delegation, seamless key recovery, and efficient management of large-scale
cryptographic keys, thereby making decentralized identity systems more practical
for real-world applications. A comprehensive security analysis demonstrates the
framework’s resilience against various threat vectors, reinforcing its potential as a
foundational approach for the secure and scalable deployment of decentralized identity

systems at a national and global level.

1.2 Contribution

The proposed framework makes significant contributions by solving critical key
management challenges that have hindered the adoption of decentralized identity

systems. These contributions can be categorized into five major areas:

Scalability Through Hierarchical Key Derivation (BIP32),
* Security Enhancement with Hardware Security Modules (HSMs),

* Solving the Problem of Secure Key Recovery, Secure Delegation and Access

Control in Decentralized Identity System:s,

* Comprehensive Security Analysis and Threat Mitigation,



* A comparative analysis of BIP32 (ECDSA) vs. SLIP10 (EdDSA) in HSM

environments.

* Experimental benchmarking of key derivation speed, signing latency, and

computational efficiency.

One of the main contributions of this work is the application of BIP32 hierarchical
deterministic key derivation to decentralized identity management. While BIP32 has
been widely used in cryptocurrency wallets [11], [12], its application in national-scale

identity infrastructures has not been extensively explored.

The study extends the application of BIP32 beyond blockchain wallets to
identity systems, where hierarchical key structures significantly reduce storage and
management overhead. The framework enables users to derive multiple cryptographic
keys from a single master seed, solving the challenge of handling millions of keys in
large-scale deployments. The approach provides a deterministic recovery mechanism,
ensuring that lost keys can be regenerated without requiring centralized backups. By
integrating BIP32-based key derivation with decentralized identity frameworks, this

study advances the state-of-the-art in scalable key management.

The study enhances existing key management models by incorporating HSM-based
key protection, addressing critical security vulnerabilities associated with

software-based key storage.

Unlike conventional software wallets, where keys are often stored on disk and
vulnerable to malware or unauthorized access [13], the proposed framework stores
the master seed inside an HSM, ensuring that sensitive cryptographic material
never leaves a tamper-resistant environment. HSM-based key wrapping provides
scalable and secure storage by encrypting the master seed and enabling its storage
in external databases without risk of exposure. The framework isolates cryptographic
operations, meaning that all key generation, signing, and encryption operations occur
within the secure boundaries of an HSM, protecting against software-based attacks.
This contribution is particularly significant for national identity systems, where the
protection of cryptographic keys is paramount for ensuring privacy and preventing

identity fraud.



A major drawback of traditional cryptographic key management approaches is the
lack of efficient recovery mechanisms. The loss of a private key often leads to the
permanent loss of digital identity [14]. The proposed framework introduces a key
recovery mechanism based on securely stored wrapped master seeds, ensuring that

users can regain access to their identities without compromising security.

Unlike previous approaches, which rely on centralized key escrow or user-maintained
backups, this study proposes a secure recovery mechanism where wrapped master
seeds are stored externally and can only be decrypted by the HSM. The framework
allows for hierarchical recovery, meaning that if a derived key is lost, a new key
can be generated from the master seed without requiring full identity reissuance.
This method significantly improves usability and resilience in decentralized identity
systems, ensuring that users do not lose access to their identities due to lost or
compromised keys. By introducing an HSM-based key recovery mechanism, the study
provides a robust alternative to traditional key backup and restoration approaches,
reducing reliance on centralized key escrow services that could introduce security

risks.

Decentralized identity systems require a way to delegate access to specific services
without compromising security. Traditional models often rely on direct key sharing,

which can lead to unintended exposure of cryptographic material [5].

This study introduces a hierarchical key delegation model, where specific keys can
be derived from the master seed for delegation purposes, ensuring that access rights
can be granted without exposing the master key. By leveraging BIP32’s hierarchical
structure, the framework allows users to generate role-based cryptographic keys,
enabling secure delegation of identity verification operations. The model supports
revocable delegation, allowing users to invalidate compromised keys and generate
new ones dynamically. This contribution significantly enhances privacy and security
in decentralized identity frameworks, making them more suitable for enterprise and

government applications.

A critical contribution of this study is its detailed security analysis, which evaluates

the proposed framework against various threat models. Previous research in key



management [15] has focused primarily on theoretical implementations without

thoroughly assessing security vulnerabilities.

The study presents a multi-layered security approach, addressing threats such as
side-channel attacks, insider threats, network-based attacks, and quantum computing
risks. It evaluates physical security measures, demonstrating how HSM-based key
storage mitigates the risk of physical tampering and cryptographic key extraction. The
research introduces a novel risk assessment model, providing a quantitative evaluation
of potential attack vectors and their impact on decentralized identity systems. The
security analysis validates the resilience of the proposed framework against a wide
range of attack scenarios, bridging the gap between theoretical key management

models and real-world security implementations.

This paper evaluates the performance and security trade-offs of using BIP32 (ECDSA)
and SLIP10 (EdDSA) in an HSM environment. This study provides a comparative
analysis of BIP32 (ECDSA) and SLIP10 (EdDSA) in HSM environments and an
experimental comparison of key derivation speed, signing latency and computational

efficiency.

This study makes several novel contributions to the field of decentralized identity
management by introducing an integrated key management framework that combines
scalability (BIP32), security (HSMs), efficient recovery mechanisms, and secure
delegation models. The proposed approach solves long-standing challenges in
cryptographic key management, enabling the widespread adoption of decentralized

identity systems in national and enterprise settings.

By addressing both scalability and security challenges, this study lays the foundation
for the next generation of secure and scalable identity management systems, paving

the way for real-world adoption of decentralized digital identities.






2. DECENTRALIZED IDENTITY AND KEY MANAGEMENT

This chapter reviews existing studies in the field, identifies their limitations, and
highlights how the proposed framework addresses these gaps. One of the foundational
components of decentralized identity systems is the management of cryptographic
keys. The issue of key management complexity is central to decentralized identity
systems due to the vast number of keys required for different purposes such
as authentication, signing, and encryption. Traditional approaches often involve
managing individual keys, leading to a significant overhead in key storage and
handling. Nakamoto’s initial work on Bitcoin [16] and subsequent extensions
introduced hierarchical deterministic (HD) key management, allowing multiple keys
to be derived from a single master seed. The BIP32 algorithm, introduced by Wuille
in 2012 [6], revolutionized cryptocurrency wallet management through hierarchical
deterministic wallets. Studies have introduced HD key management techniques like
BIP32 to efficiently derive multiple keys from a single master seed [12]. These
techniques have been pivotal in improving scalability and reducing key management
complexity. However, these studies often assume secure storage of the master
seed and key encryption keys (KEKSs), without providing a comprehensive solution
for securely storing these sensitive values outside of software-based wallets. The
BIP32 algorithm, as implemented in various studies [17], [18], has shown promise
in hierarchical key management but has primarily been limited to cryptocurrency
applications. Although it has been proposed to be used for IoT devices other than
these scenarios [19], this is the first time in the literature that it has been proposed
to solve key management problems in decentralized identity systems. Das et al.
[11] provided formal security analysis of BIP32 wallets but did not explore its
application in national identity systems. Moreover, while BIP32 addresses scalability
issues, it does not offer a robust mechanism to protect against physical tampering
or side-channel attacks on HSMs. Existing studies tend to overlook the security

challenges associated with key management in large-scale deployments, particularly



when HSMs are integrated as the root of trust in decentralized systems. Previous
research in decentralized identity systems and key management has made significant
contributions but also revealed several limitations. Ahmed et al. [13] proposed a
blockchain-based identity management system but did not address the scalability
challenges of key management in large-scale deployments. Similarly, Lim et al. [14]
focused on blockchain-based solutions but failed to provide comprehensive security
measures for key storage and protection. In the realm of key management, Farhad
et al. [20] introduced Solid Pod technology for key storage, but their solution lacked
integration with hardware security modules, making it vulnerable to physical attacks.
Barker et al. [15] discussed best practices for key management but did not consider
the specific requirements of national-scale identity systems. Although Sivanantham
et al. [21] studied a secure key management method for blockchain use case, their
work did not provide a complete framework for scalable key management. Various
studies have been conducted to analyze HSM against various attacks. While Genkin
et al. [22] demonstrate vulnerabilities to side-channel attacks. Dib and Pierre [23]
analyze insider attack vulnerabilities, emphasizing the need for comprehensive security
measures addressing both external and internal risks. From these analyses, the security
status of HSM against various attacks has been examined. Additionally, existing
HSM implementations [24], [25] have focused on general cryptographic operations
without specifically addressing the needs of decentralized identity systems. There
have also been proposals for HSM-based key management systems [26]. However,
since the keys are stored in the HSM, the scalability problem has not been solved
in these proposals. In addition, these proposals have been implemented for specific
blockchain networks and are not recommended for use in distributed identity systems.
Also, these studies lack an efficient mechanism for key wrapping and secure recovery,
particularly when managing millions of user keys in large-scale identity systems. In
summary, while existing research has laid a solid foundation in key management
for decentralized identity systems, the proposed framework extends these works
by incorporating HSM-based secure key storage and key wrapping mechanisms,

enhancing scalability through BIP32 HD key derivation, strengthening the framework
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against various attacks, and providing secure and scalable key management solutions

for national level decentralized identity systems.

2.1 Decentralized Identity Systems

Traditional identity management systems rely on centralized authorities such as
governments, corporations, and financial institutions to issue and verify identities.
These centralized systems introduce several challenges, including the risk of single
points of failure, identity theft, privacy concerns, and lack of user control over personal
data [27]. As aresponse to these issues, Decentralized Identity Systems (DIDs) have
emerged as a new paradigm, enabling individuals to have self-sovereign control over
their digital identities. The Table 2.1 summarizes the comparison of different aspects

of decentralized and centralized identity approaches.

Table 2.1 : Comparison of Centralized and Decentralized Identity Systems.

Aspect

Centralized Identity
Systems

Decentralized Identity
Systems

Data Control

Central authority con-
trols and stores user
data

Users have complete
control over their data

Privacy User data is vulnerable | Enhanced privacy as
to data breaches and | users decide what data
misuse to share

Security Centralized systems are | Blockchain-based secu-
susceptible to single | rity and resilience
points of failure

Identity Verification relies on | Decentralized

Verification centralized authorities | verification through

cryptographic proofs

User Autonomy

Users have limited con-
trol over their identities

Users have full owner-
ship and autonomy over
their identities

Transparency

Lack of transparency in
data usage and access

Transparent and
tamper-resistant  data
records on blockchain

Decentralized identity systems leverage blockchain technology and cryptographic
principles to provide users with verifiable, tamper-proof, and privacy-preserving

identity management. Unlike traditional models, decentralized identity frameworks
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eliminate the need for a central authority, giving users full ownership and control over
their identity credentials. These systems align with emerging standards such as the
World Wide Web Consortium (W3C) Decentralized Identifiers (DIDs) and Verifiable
Credentials (VCs), which define a framework for trustless and interoperable identity

solutions [28].

2.1.1 Fundamental concepts of decentralized identity

Decentralized identity systems are built on several core principles that differentiate
them from traditional identity models. These principles include self-sovereignty,

verifiability, privacy-preserving authentication, and interoperability.

The concept of self-sovereignty ensures that individuals fully control their identity
without reliance on third-party identity providers. In traditional identity systems, users
must trust centralized authorities to issue and manage their credentials. In contrast,
decentralized identity systems allow users to create and manage their own digital

identities using cryptographic key pairs [29].

Verifiability is another fundamental property of decentralized identity systems.
Using blockchain-based distributed ledgers, identities and credentials can be
cryptographically signed and verified without requiring direct interaction with a
centralized authority. Verifiable Credentials (VCs) enable entities to issue digital
attestations, which can be selectively shared and verified by third parties without

compromising user privacy [30].

Privacy-preserving authentication is achieved through techniques such as
zero-knowledge proofs (ZKPs) and selective disclosure mechanisms, allowing users
to prove certain attributes of their identity without revealing unnecessary personal
information. These cryptographic techniques enhance security and minimize data

exposure [31].

Interoperability is crucial for the adoption of decentralized identity systems.
Standards such as W3C’s DIDs and VCs ensure that decentralized identities can be
used across different platforms, applications, and jurisdictions, facilitating a global

identity ecosystem.
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2.1.2 Decentralized identifiers (DIDs)

A Decentralized Identifier (DID) is a unique, persistent, and verifiable digital
identity that is not dependent on a centralized registry or authority. DIDs are
stored on decentralized networks, such as blockchain or distributed ledgers, ensuring

immutability and resistance to censorship.

A DID consists of three main components:

did:method:identifier

where:

* did: A universal prefix indicating that the identifier conforms to the DID standard.

* method: A specific method that defines how the DID is created, resolved, and

managed.

* identifier: A unique string that distinguishes a particular identity within the selected

DID method.

For example, a DID might look like:

did:example:123456789%abcdefghi

DIDs are controlled by cryptographic key pairs, where the owner of a DID possesses
the private key required to authenticate and authorize identity-related transactions. The
corresponding public key and associated metadata are stored in a DID Document,
which is accessible on a decentralized ledger. This document contains information

such as public keys, authentication methods, and service endpoints [28].

2.1.3 Verifiable credentials (VCs)

Verifiable Credentials (VCs) are digitally signed attestations that prove specific claims
about an identity. These credentials are issued by a trusted entity and presented by the
identity owner to verifiers when proving identity-related attributes. Unlike traditional

identity credentials such as passports or driver’s licenses, VCs allow for selective
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disclosure, meaning users can reveal only necessary information while keeping other

details private [30].

A Verifiable Credential consists of:

* Issuer: The entity that issues the credential.

Holder: The user who owns and manages the credential.
* Verifier: The entity that verifies the authenticity of the credential.

 Digital Signature: A cryptographic signature that ensures the integrity and

authenticity of the credential.

Verifiable Credentials are cryptographically signed using the issuer’s private key,
ensuring their authenticity and preventing forgery. The verification process involves
checking the digital signature against the issuer’s public key stored in a decentralized

ledger.

2.1.4 Security and privacy considerations

Decentralized identity systems provide enhanced security and privacy protections

compared to traditional identity models. However, they also introduce new challenges.

One of the key security advantages is decentralization, which eliminates single points
of failure and reduces the risk of large-scale data breaches. Unlike centralized identity
providers that store vast amounts of user data, decentralized identity systems distribute
identity-related information across a decentralized network, reducing the impact of

security compromises [31].

Another significant security benefit is the use of cryptographic authentication.
Instead of relying on passwords, decentralized identity systems authenticate users

using cryptographic key pairs, reducing the risk of phishing and credential theft.

However, decentralized identity systems also pose challenges, particularly concerning
key management. Since users control their own cryptographic keys, losing access

to private keys can result in permanent loss of identity credentials. Solutions such as
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hierarchical deterministic (HD) key derivation and secure key recovery mechanisms

are being explored to address these issues [30].

2.1.5 Applications of decentralized identity systems

Decentralized identity systems have a wide range of applications across various

industries:

In financial services, decentralized identity can enable more secure and
privacy-preserving Know Your Customer (KYC) and Anti-Money Laundering (AML)

processes, reducing fraud and improving compliance.

In healthcare, decentralized identity solutions allow patients to control their medical
records and share them securely with healthcare providers without relying on

centralized repositories.

In government services, decentralized identity can be used for digital passports,
national ID programs, and voting systems, ensuring transparency, security, and

self-sovereign control over identity data.

Decentralized identity systems offer a paradigm shift from traditional, centralized
identity management to a self-sovereign, privacy-preserving, and verifiable model. By
leveraging cryptographic techniques, blockchain technology, and emerging standards
such as DIDs and VCs, these systems provide enhanced security, interoperability, and
user control. Despite their advantages, challenges such as key management, regulatory
compliance, and standardization must be addressed for widespread adoption. Future
research should focus on developing scalable and quantum-resistant identity solutions

that maintain privacy and security in an evolving digital landscape.

2.2 BIP32: Hierarchical Deterministic Key Management

Cryptographic key management is a fundamental aspect of modern digital identity,
blockchain, and cybersecurity systems. Traditional key management methods often
require users to generate and store multiple private-public key pairs, leading to issues
related to scalability, key loss, and security vulnerabilities. To address these challenges,

the Bitcoin Improvement Proposal 32 (BIP32) introduced a Hierarchical Deterministic
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(HD) key management framework, enabling the derivation of multiple cryptographic

keys from a single master seed [6].

Traditional cryptocurrency wallets manage individual private keys independently,
leading to complex backup and management procedures, especially when dealing with
numerous addresses. BIP32 addresses this challenge by allowing the derivation of
a virtually unlimited number of keys from a single master seed. This hierarchical
structure simplifies key management, facilitates backups, and enables the creation of
complex spending policies. The BIP32 algorithm has revolutionized key management
by introducing a tree-like key hierarchy, making it easier to generate, store, and
recover cryptographic keys securely. This section explores the foundations, structure,
advantages, and security aspects of BIP32 and its applications in decentralized identity

and blockchain-based systems.

2.2.1 Theoretical foundations of BIP32

2.2.1.1 Hierarchical deterministic key generation

Before the introduction of hierarchical deterministic wallets, key management relied
on individual private-public key pairs, requiring users to manually store or back up
each key separately. This approach was inefficient and prone to key loss [11]. BIP32
introduced deterministic key derivation, allowing multiple keys to be generated from a

single master seed, significantly simplifying the backup and recovery process.

2.2.1.2 Key derivation in BIP32

BIP32 defines a hierarchical structure where cryptographic keys are generated using
a deterministic function. The key derivation process is based on HMAC-SHAS512

hashing, which ensures both security and uniqueness in key generation [12].

Master key generation process begins with the generation of a master seed s, which is
a random value typically 128 to 256 bits in length. Using this seed, a master private

key k;, and a master chain code c¢,, are derived using HMAC-SHAS512:
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I = HMAC-SHAS512("Bitcoin seed", s) 2.1

where:

 The first 256 bits of I correspond to &, (master private key).

* The last 256 bits correspond to ¢, (master chain code).

The master public key K, is then computed using elliptic curve multiplication:

K, =P xk,, (2.2)

where P represents the elliptic curve base point.

For child key derivation, each child key is generated from a parent key using

HMAC-SHAS512. The derivation function follows:

I = HMAC'SHAS 12(Cparent, Kparent| |indeX) (2.3)

where:

* Cparent 18 the parent chain code.
* Kparent 1s the parent public key.

* The index determines whether the derived key is a normal child key (publicly

derivable) or a hardened child key (requiring the private key for derivation).

The child private key k; is then computed as:

where I; is the leftmost 256 bits of /, and » is the curve order.
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2.2.1.3 Hierarchical structure and key path notation

BIP32 uses a hierarchical structure to organize keys in a tree format, enabling

organized and role-based key delegation [17]. The hierarchical path notation follows:

m / 44" / 0" / 0" / O

where:

* m represents the master key.

44’ denotes the purpose identifier (e.g., BIP44 for multi-currency wallets).
* 0/ represents the coin type (e.g., Bitcoin, Ethereum).
o (/ refers to the account number.

* 0 indicates the key index.

2.2.2 Applications of BIP32

BIP32 is widely used in cryptocurrency wallets, where it enables deterministic wallet
structures. Users can generate an entire wallet using a single seed, reducing the risk of

key loss [11].

BIP32 is also being explored for IoT security, where devices require dynamic key
generation without persistent storage. Its hierarchical structure enables devices to

generate unique session keys, reducing long-term key exposure risks [19].

2.2.3 Security considerations

This architecture has its own advantages and potential risks. First, the advantages can

be summarized as follows:

* Key Isolation: A compromised child key does not expose other keys.

* Single Backup Requirement: Only the master seed needs to be backed up.
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 Efficient Key Management: Hierarchical structures simplify multi-user access

control.

The potential risks can be summarized as follows:

* Master Key Vulnerability: If the master seed is compromised, all derived keys are

at risk.

* Lack of Post-Quantum Security: BIP32 relies on elliptic curve cryptography,

which is potentially vulnerable to quantum computing attacks [26].

* Side-Channel Attacks: Without hardware-based protection, attackers could

extract keys through timing or memory attacks.

BIP32 has significantly improved cryptographic key management, providing a scalable
and deterministic approach to hierarchical key derivation. Its applications extend
beyond blockchain into decentralized identity management and [oT security. However,
future research should focus on integrating post-quantum cryptographic mechanisms

and improving security against hardware-based attacks.
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2.3 SLIP-0010 and Its Comparison with BIP32

Hierarchical deterministic (HD) key derivation is a fundamental mechanism in
blockchain and cryptographic systems for managing large numbers of cryptographic
keys from a single root seed. The Bitcoin Improvement Proposal 32 (BIP32)
introduced this concept using elliptic curve cryptography based on the secp256kl
curve [6]. However, BIP32 is tailored specifically to Bitcoin and uses curve-specific

assumptions, limiting its flexibility for multi-curve cryptographic systems.

To address this limitation, the SLIP-0010 specification, proposed by the Satoshilabs
team, generalizes HD key derivation to support multiple elliptic curves beyond
secp256k1, including Ed25519, which is widely used in modern cryptographic
protocols such as SSH, TLS, and newer blockchain platforms [32].

This section presents an overview of the SLIP-0010 key derivation process and
compares its properties, structure, and cryptographic assumptions with the BIP32

standard.

2.3.1 SLIP-0010 key derivation scheme

SLIP-0010 stands for SatoshiLabs Improvement Proposal 0010, and it defines a
hierarchical deterministic key derivation scheme compatible with any elliptic curve
that supports key generation using private scalars. Unlike BIP32, which is tightly
coupled with the secp256kl curve and allows both hardened and non-hardened
derivation, SLIP-0010 only supports hardened key derivation for enhanced security

and compatibility with curves like Ed25519.

2.3.1.1 Master key generation

SLIP-0010 begins with a master seed, typically between 128 and 512 bits of entropy.
The seed is processed through a curve-specific HMAC-SHAS12 function to derive

the master key and chain code.

For example, for the Ed25519 curve, the derivation is defined as:
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Key || ChainCode = HMAC-SHA512("ed25519 seed", seed) (2.5)

Here, the left 256 bits of the output are used as the master private key, and the right

256 bits as the chain code.

2.3.1.2 Child key derivation

Child private keys are derived using the parent key and chain code, applying
HMAC-SHAS512 again with a fixed prefix:

I = HMAC-SHAS512(¢parent; 0x00 || kparen || index) (2.6)

The output is split into the child key and new chain code, similar to BIP32, but with
the restriction that all derivations are hardened. This ensures that public keys alone

cannot derive child keys or compromise the tree structure.

2.3.2 Comparison between SLIP-0010 and BIP32

2.3.2.1 Supported curves and generality

A key distinction between BIP32 and SLIP-0010 lies in their cryptographic generality.
BIP32 is explicitly designed for the secp256kl elliptic curve, which is native to
Bitcoin. It cannot be directly applied to other curves such as Ed25519 or NIST P-256

without substantial modifications.

In contrast, SLIP-0010 is curve-agnostic and supports any elliptic curve where
key derivation from private scalars is possible. This includes Ed25519, which is
increasingly adopted due to its performance and resistance to common implementation

errors [33].

2.3.2.2 Hardened vs non-hardened derivation

BIP32 supports both normal (non-hardened) and hardened child key derivation.
Non-hardened derivation allows public child keys to be derived from a parent public

key, enabling useful wallet features such as watch-only wallets. However, it introduces
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potential vulnerabilities where a compromised child private key and parent public key

can reveal the parent private key [11].

SLIP-0010 only allows hardened derivation, removing this class of attack entirely
and simplifying the implementation for curves that do not support non-hardened

derivation, such as Ed25519.

2.3.2.3 Compatibility and use cases

BIP32 remains the standard for Bitcoin and Ethereum-compatible HD wallets due
to its deep integration into legacy systems. SLIP-0010 is particularly useful for
newer blockchain platforms (e.g., Solana, Polkadot), identity systems, and protocols

requiring Ed25519 keys or other modern cryptographic primitives.

SLIP-0010 is also favored in systems that prioritize security over flexibility, as its
exclusive use of hardened derivation avoids certain attack vectors and is easier to

implement securely across different platforms and programming environments.

2.3.3 Security considerations

From a security standpoint, SLIP-0010’s restriction to hardened keys provides a
stronger isolation between nodes in the key hierarchy, reducing the risk of key
compromise through mathematical inference. This makes SLIP-0010 attractive for use
in environments where strong key isolation is required, such as self-sovereign identity

systems and secure enclave key storage.

BIP32, while flexible and efficient in terms of key visibility and partial delegation,
must carefully manage non-hardened derivation to prevent potential key leakage in

case of a partial compromise.

SLIP-0010 generalizes hierarchical deterministic key derivation beyond the
Bitcoin-specific BIP32 standard, enabling compatibility with a wider range of elliptic
curves, particularly Ed25519. By enforcing hardened derivation and simplifying
the derivation process, SLIP-0010 offers stronger security guarantees and broader

applicability in modern cryptographic applications. While BIP32 continues to serve
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legacy systems well, SLIP-0010 is increasingly adopted in decentralized identity

frameworks, secure messaging, and next-generation blockchain platforms.

23



2.4 Hardware Security Modules (HSMs)

The security of cryptographic operations relies heavily on the protection of private
keys and cryptographic materials. Hardware Security Modules (HSMs) are dedicated
physical devices designed to ensure the confidentiality, integrity, and controlled usage
of cryptographic keys. Unlike software-based key storage solutions, which are
vulnerable to malware, side-channel attacks, and unauthorized access, HSMs provide
a tamper-resistant environment that enforces strict security policies. These devices
play a crucial role in securing financial transactions, cloud-based services, blockchain

applications, and public key infrastructures (PKI).

The fundamental advantage of HSMs lies in their ability to perform cryptographic
operations without ever exposing private keys outside the module. By isolating
cryptographic processes within a hardware-protected boundary, HSMs significantly
reduce the attack surface and mitigate risks associated with key compromise. Figure

2.1 summarizes the various features of HSM.

2.4.1 Cryptographic properties of HSMs

HSMs support a wide range of cryptographic operations, including key generation,
encryption, decryption, digital signatures, and secure key wrapping. These operations
are performed within a secure execution environment, ensuring that cryptographic
keys are never available in plaintext outside the module. The cryptographic
engine of an HSM typically includes hardware-accelerated implementations of
symmetric encryption algorithms such as AES (Advanced Encryption Standard) and
asymmetric encryption techniques such as RSA and Elliptic Curve Cryptography
(ECC). Additionally, HSMs incorporate secure hash functions, such as SHA-256 and

SHA-3, to support digital signatures and message authentication codes.

The key management capabilities of an HSM extend beyond simple storage. These
devices enforce strict access controls, ensuring that only authorized entities can use

cryptographic keys. Role-based authentication mechanisms restrict cryptographic
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Figure 2.1 : HSM Features.

operations based on predefined policies, while multi-factor authentication techniques,

such as smart cards and biometric verification, further enhance security.

To prevent unauthorized key extraction, HSMs implement countermeasures against
physical and logical attacks. Techniques such as secure memory encryption, tamper
detection circuits, and environmental monitoring ensure that sensitive cryptographic
material is erased in case of tampering. In addition, HSMs employ differential
power analysis (DPA) and electromagnetic shielding techniques to protect against

side-channel attacks that attempt to infer key material from hardware emissions.

2.4.2 Industry standards and compliance

HSMs are designed to comply with stringent security standards to ensure their
reliability and robustness in handling cryptographic materials. The most widely
recognized standards governing HSM security include the Federal Information
Processing Standard (FIPS) 140-2/3, the Common Criteria for Information Technology
Security Evaluation, and the Public-Key Cryptography Standards (PKCS).

The FIPS 140-2 [34] and FIPS 140-3 [35] standards, established by the National

Institute of Standards and Technology (NIST) [36], define security requirements
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for cryptographic modules used in federal applications. These standards classify
HSMs into four levels of security, ranging from Level 1, which provides basic
cryptographic protection, to Level 4, which incorporates advanced tamper detection
and response mechanisms. Compliance with FIPS 140-2/3 is mandatory for HSMs
used in government and financial applications, ensuring that cryptographic modules

meet rigorous security benchmarks.

The Common Criteria (CC) [37] is an internationally recognized standard for
evaluating the security of information technology products, including HSMs. Under
the Common Criteria framework, HSMs are assessed based on their security functional
requirements and assurance levels. The Evaluation Assurance Level (EAL) system
categorizes HSMs from EAL1 to EAL7, with higher levels indicating greater security
assurance through extensive testing and verification. Many high-security HSMs are
certified at EAL4+ or higher, demonstrating their resilience against sophisticated attack

scenarios.

One of the most widely used interfaces for HSMs is PKCS#11 [38], a cryptographic
token interface standard developed by RSA Security. PKCS#11 defines an API
for applications to interact securely with cryptographic tokens, including HSMs
and smart cards. This standard provides a consistent method for performing
cryptographic operations such as key generation, encryption, decryption, and digital
signing. By supporting PKCS#11, HSMs can seamlessly integrate with security
applications, including TLS/SSL encryption, secure email communication, and

certificate authorities.

In addition to PKCS#11, HSMs also support other cryptographic interfaces such as
Microsoft Cryptographic API Next Generation (CNG) [39] and Java Cryptography
Architecture (JCA) [40]. These APIs facilitate the use of HSMs in enterprise
environments by providing secure key management and cryptographic operations

across different platforms.
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2.4.3 HSM integration in cryptographic systems

HSMs are widely integrated into cryptographic infrastructures to enhance security
in various domains. In financial institutions, HSMs are used to protect credit card
transactions, secure payment processing systems, and encrypt PIN codes. The Payment
Card Industry Data Security Standard (PCI DSS) [41] mandates the use of HSMs in
securing financial transactions to prevent unauthorized access to sensitive customer

data.

In the blockchain ecosystem, HSMs provide secure storage for cryptocurrency private
keys, mitigating the risk of key theft in digital wallets. The loss or compromise
of private keys in blockchain applications can result in irreversible financial losses,
making the use of HSMs a critical security measure. HSMs also facilitate secure
multi-signature transactions by ensuring that cryptographic approvals are executed

within a tamper-resistant environment.

Cloud service providers employ HSMs to protect sensitive data stored in cloud
environments. Hardware Security as a Service (HSaaS) is a model in which cloud
providers offer HSM functionality as an on-demand service, allowing organizations
to perform cryptographic operations securely in the cloud. Leading cloud platforms
such as AWS CloudHSM and Azure Key Vault HSM provide scalable cryptographic

solutions for securing cloud-based workloads.

2.4.4 Security considerations and future developments

Despite their high level of security, HSMs are not immune to attacks. Potential
vulnerabilities include insider threats, firmware exploitation, and supply chain attacks.
To mitigate these risks, manufacturers implement strict access control mechanisms,
regular firmware updates, and rigorous supply chain security protocols. Additionally,
ongoing research focuses on enhancing HSM security against emerging threats, such

as quantum computing.

Quantum computing poses a significant challenge to existing cryptographic standards,

particularly asymmetric algorithms such as RSA and ECC, which rely on the difficulty
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of factoring large prime numbers or solving discrete logarithm problems. As quantum
computing capabilities advance, post-quantum cryptographic solutions are being
explored to ensure the long-term security of HSMs. Some modern HSMs are beginning
to integrate support for quantum-resistant algorithms, including lattice-based and

hash-based cryptographic schemes.

Hardware Security Modules (HSMs) provide a robust and secure environment for
cryptographic operations, ensuring the confidentiality and integrity of cryptographic
keys. By adhering to industry standards such as FIPS 140-2/3, Common
Criteria, and PKCS#11, HSMs deliver high-assurance security for applications
in financial transactions, blockchain security, cloud computing, and public key
infrastructures. While HSMs offer unparalleled security advantages, continued
research and development are necessary to address emerging threats, particularly in the
era of quantum computing. The integration of post-quantum cryptographic algorithms

into HSMs will be a crucial step in future-proofing cryptographic security.
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2.5 The PKCS#11 Standard: A Unified Cryptographic Token Interface

The PKCS#11 standard, officially known as the Cryptographic Token Interface
Standard, provides a platform-independent API to enable secure and standardized
interactions between software applications and cryptographic hardware such as
Hardware Security Modules (HSMs) and smart cards. Initially developed
by RSA Laboratories and now maintained by OASIS, the standard abstracts
essential cryptographic functionalities—including key management, digital signatures,
encryption, and hashing—allowing sensitive materials such as private keys to remain
securely stored within the token’s environment [42]. The architecture is grounded
in a slot-token model: a slot represents the logical interface or reader, while a foken
denotes the physical or virtual cryptographic module. Application-level interaction is
organized through sessions and defined roles (user and security officer), employing
PIN-based authentication to control access to private objects. PKCS#11 categorizes
its operations via cryptographic mechanisms (algorithms), objects (e.g., keys and
certificates), and well-structured function calls (e.g., C_Sign, C_Decrypt) [43].
Widely used in secure communications, identity management, and cloud-based
HSM infrastructures, it facilitates high assurance operations in industries requiring
secure key custody and cryptographic interoperability [44]. Despite its benefits,
implementation flaws—such as improper role separation or insecure PIN retry
logic—have exposed some systems to attacks, underscoring the importance of robust
conformance testing and secure configuration [45]. The standard’s evolution has
brought support for modern primitives like AES-GCM and elliptic curve cryptography
(ECC), ensuring continued relevance in modern security ecosystems [15]. As a result,
PKCS#11 remains foundational in the cryptographic stack, offering a practical and

secure interface for diverse application needs.
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2.6 Cryptographic Key Wrapping Techniques

Key management is a fundamental component of cryptographic security, ensuring that
encryption keys remain protected throughout their lifecycle. One of the most critical
aspects of key management is secure key storage and transmission, which prevents
unauthorized access and tampering. Key wrapping is a cryptographic technique
designed to protect encryption keys by encapsulating them using a symmetric
encryption algorithm, ensuring their confidentiality and integrity [46]. Unlike
conventional encryption methods, key wrapping is specifically optimized for securing
cryptographic keys, incorporating additional mechanisms to ensure resistance against

brute-force attacks and unauthorized modification.

Key wrapping plays a crucial role in applications such as secure key exchange, cloud
key management, hardware security modules (HSMs), and cryptographic key backup
systems. This section explores the principles of key wrapping, the cryptographic
algorithms used, and the security properties required to ensure robust protection.

Figure 2.2 summarizes the key wrap and unwrap operations.

KEK) & — KEK
5
4
rd
wrap() | 0 Wrapped Key —_— unwrap() — | DEK
\,
hY
—_ M Wrapped Key

Figure 2.2 : Key wrap-unwrap diagram.

2.6.1 Principles of key wrapping

Key wrapping involves encrypting a cryptographic key (known as the key fo be
wrapped) using a key encryption key (KEK). This process ensures that the protected
key remains confidential and tamper-proof. The KEK is typically a long-term
symmetric key, often stored in a secure environment such as an HSM or a trusted

execution environment (TEE) [47].
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A key wrapping scheme must satisfy the following security properties:

Confidentiality: The wrapped key must remain confidential, ensuring that only

authorized entities with the correct KEK can unwrap it.

* Integrity: The wrapping mechanism should provide integrity protection,

preventing unauthorized modifications that could lead to key compromise.

* Deterministic or Randomized Output: Some key wrapping schemes produce
deterministic ciphertexts, while others incorporate randomization to enhance

security.

* Resistance to Cryptanalysis: The wrapping scheme must be resilient against

brute-force attacks, chosen-ciphertext attacks, and related-key attacks.

Key wrapping is commonly used in scenarios where cryptographic keys must be
securely stored in external environments or transmitted over insecure channels. In
such cases, even if the wrapped key is exposed, its confidentiality remains protected as

long as the KEK is securely stored.

2.6.2 Key wrapping algorithms

Several standardized key wrapping algorithms have been developed to meet different

security requirements. The most widely used algorithms include:

2.6.2.1 AES key wrap (AES-KW)

The AES Key Wrap algorithm, standardized in NIST Special Publication 800-38F,
is a widely adopted method for protecting cryptographic keys using the Advanced
Encryption Standard (AES) [46]. AES-KW operates in a deterministic manner, using
AES in ECB mode along with an integrity check mechanism. The core algorithm
consists of multiple rounds of encryption, where the key material is divided into blocks

and transformed using AES encryption and XOR operations.

Given a plaintext key P of n blocks and an AES key K, AES-KW operates as follows:
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Ap=1V, R;=P, fori=1ton 2.7

where IV is a predefined integrity check value. The algorithm iteratively applies AES

encryption and XOR transformations to produce a wrapped key.

AES-KW provides a high level of security, ensuring both confidentiality and integrity.
However, it is not suitable for encrypting large amounts of data and is specifically

designed for key wrapping purposes.

2.6.2.2 AES key wrap with padding (AES-KWP)

The AES Key Wrap with Padding (AES-KWP) is an extension of AES-KW that
supports wrapping keys of arbitrary lengths [48]. Unlike AES-KW, which requires
input keys to be a multiple of 64 bits, AES-KWP introduces a padding mechanism that

allows wrapping shorter or non-aligned keys.

The AES-KWP algorithm is used in environments where variable-length keys need to
be securely protected, such as cloud-based key management systems and encrypted

database storage.

2.6.2.3 Secure key wrap mode (SKWM)

Secure Key Wrap Mode (SKWM) is a generalization of key wrapping techniques
that incorporates authenticated encryption, ensuring that wrapped keys are protected
against both confidentiality and integrity attacks. SKWM typically utilizes AES-GCM
(Galois/Counter Mode) or AES-CCM (Counter with CBC-MAC) to provide both

encryption and authentication in a single operation [49].

Unlike traditional AES-KW, which relies solely on deterministic transformations,
SKWM introduces randomization through initialization vectors (IVs) or nonces,

making it resistant to chosen-ciphertext and related-key attacks.

2.6.3 Key unwrapping and verification

The process of key unwrapping is the inverse of key wrapping, where the wrapped key

is decrypted using the KEK. The unwrapping process typically includes an integrity
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verification step to detect any tampering. If an attacker modifies a wrapped key during
transmission or storage, the integrity check ensures that the key is rejected rather than

producing an incorrect decryption result.

For AES-KW, integrity is verified by checking the integrity check value (ICV) after
decryption. If the ICV does not match the expected value, the wrapped key is
considered invalid. In AES-KWP and SKWM, integrity verification is performed
using cryptographic message authentication codes (MACs) or authenticated encryption

mechanisms.

2.6.4 Applications of key wrapping

Key wrapping techniques are used in various security-critical applications:

Key wrapping is fundamental in Hardware Security Modules (HSMs), where
sensitive cryptographic keys are stored securely and exported in a wrapped format.
HSMs generate and manage KEKSs to ensure that wrapped keys remain protected even

when stored outside the module.

In cloud key management systems, key wrapping is used to encrypt and securely
store cryptographic keys in cloud environments. Cloud providers implement key
wrapping to ensure that even if encrypted key storage is compromised, the underlying

key material remains inaccessible without the KEK.

Key wrapping is also crucial in blockchain-based security models. In cryptocurrency
wallets and blockchain infrastructure, private keys are often stored in wrapped form to
prevent unauthorized access. Secure key wrapping ensures that only authorized entities

can access and use cryptographic keys for signing blockchain transactions.

2.6.5 Security considerations

Despite its advantages, key wrapping is not immune to attacks. If an attacker gains
access to the KEK, all wrapped keys can be decrypted. Therefore, KEKs must be
stored in highly secure environments such as HSMs or secure enclaves. Additionally,
key wrapping schemes must be resistant to side-channel attacks, which can extract

cryptographic material through power analysis or timing-based attacks [49].
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Future advancements in post-quantum cryptography may influence the design of key
wrapping schemes, particularly in ensuring resilience against quantum computing

threats.

Key wrapping is a vital technique in modern cryptographic systems, ensuring the
secure storage and transmission of cryptographic keys. Standardized algorithms
such as AES-KW, AES-KWP, and Secure Key Wrap Mode provide robust
security guarantees, protecting cryptographic material from unauthorized access and
tampering. As security threats evolve, research continues to enhance key wrapping
mechanisms to withstand emerging attack vectors, including quantum computing and

advanced side-channel attacks.
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3. A SECURE AND SCALABLE KEY MANAGEMENT FRAMEWORK

3.1 Overview

This section presents a detailed description of our proposed framework for scalable
and secure key management in large-scale decentralized identity systems. The
framework leverages the BIP32 algorithm, Hardware Security Modules (HSMs), and
key wrapping techniques to address the challenges of complexity, scalability, security

isolation, recovery, and secure delegation.

In national digital identity systems, the use of multiple cryptographic keys for a user
is essential for enhancing security and privacy. By isolating different operations such
as authentication, signing, and encryption, these systems ensure that each function is
securely compartmentalized, reducing the risk of cross-contamination in the event of
a key compromise. This isolation also supports privacy by preventing the linking of
actions across different contexts, thereby safeguarding user anonymity. Furthermore,
the use of distinct keys enables the delegation of authority without compromising the
user’s primary keys, allowing for flexible and secure management of digital identities.
Key rotation and revocation are also facilitated, providing resilience and continuity
in the face of potential key compromises. Additionally, securing communication
channels with different keys for various contexts or operations aligns with the
principles of security, privacy, and control. These principles are fundamental to
decentralized identity systems, particularly in environments where users must maintain

sovereignty over their digital identities.

In order to meet the need for so many keys in a large-scale system and to ensure
the security of these keys, a framework is proposed. This framework uses the BIP32
algorithm to reduce the number of keys and facilitate key management, while using

HSM to store keys securely against possible attacks. In order to securely store a large
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number of keys with HSM, a key wrapping/unwrapping method is presented. Figure

3.1 summarizes the proposed architecture.

3.1.1 Framework components

3.1.1.1 Hardware security module (HSM)

* Serves as the root of trust for the system
* Generates and stores the Key Encryption Key (KEK)
* Performs cryptographic operations, including:

— Key wrapping and unwrapping
— Secure random number generation

— BIP32 algorithm execution for deriving hierarchical deterministic keys

3.1.1.2 Key encryption key (KEK)

* A high-entropy key generated and stored securely within the HSM

» Used for wrapping (encrypting) and unwrapping (decrypting) master seeds

3.1.1.3 Master seed

* Unique to each user in the system
* Generated within the HSM using its secure random number generator

» Serves as the root for deriving all other keys using the BIP32 algorithm

3.1.1.4 Encrypted master seed storage

* A secure database for storing wrapped (encrypted) master seeds

* Located outside the HSM for scalability
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This architecture has been tested in real life using an HSM that supports BIP32
and SLIP10 algorithms. Performance tests were performed for both algorithms and

compared and evaluated according to certain metrics.

3.2 Key Management Workflow

The proposed architecture integrates HD wallets with HSMs for institutional custody.

The workflow includes:

1. Master Seed Generation: The HSM generates and stores the master seed securely.

2. Secure Key Derivation: Child keys are derived within the HSM, never exposed

externally.

3. Transaction Signing: The HSM signs transactions, outputting only signed data.

In order to perform all of these operations, an extension was written for these
algorithms in the PKCS11 standard [38], which is the interface supported by HSMs,

and the necessary test codes were written using these extension functions.

3.2.1 Key generation and storage

The HSM-Backed Master Seed Generation algorithm is responsible for securely
generating and storing the cryptographic root of the hierarchical key structure. This
process initiates the framework’s trust anchor by generating a high-entropy master
seed within a Hardware Security Module (HSM), utilizing a Secure Random Number
Generator (SRNG). The generated seed is stored securely within the HSM and used
to derive the master extended private key according to the BIP32 or SLIP10 standard.
Additionally, for backup purposes, the seed is wrapped using a Key Encryption Key
(KEK) and exported in encrypted form. The algorithm ensures that the master seed
never leaves the HSM in plaintext, preserving confidentiality and integrity from the

outset.
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Algorithm 1 HSM-Backed Master Seed Generation

Require: Secure Random Number Generator (SRNG)
Ensure: Securely stored master seed

Generate master seed inside HSM using SRNG.

Store master seed securely inside HSM.

Derive master extended private key using BIP32/SLIP10.
Wrap master seed with KEK for external storage.

Return wrapped master seed for backup.

Al > e

3.2.2 Hierarchical key derivation

The HSM-Based Key Derivation algorithm facilitates the deterministic derivation of
child private keys from a single master private key, following the specifications of
BIP32 or SLIP10. This mechanism is essential for supporting scalable identity or
account structures within the framework, where multiple keys are required without
compromising security. The algorithm takes as input the master private key and a child
index and computes an HMAC-SHAS12-based output, which is then partitioned and
mathematically combined to yield the derived private key and an updated chain code.
All computations are performed within the HSM, ensuring that private key material

remains protected throughout the derivation process.

Algorithm 2 HSM-Based Key Derivation (BIP32/SLIP10)

Require: Master Private Key (MPK), Child Index (CI)
Ensure: Derived Private Key (DPK)

1: Compute HMAC-SHAS512 hash of (MPK, CI).

2: Split hash output into IL (left) and IR (right).

3: Compute (DPK = (IL x G) + MPK mod n).

4: Return DPK and updated chain code.

3.2.3 Secure transaction signing

The HSM-Based Transaction Signing algorithm enables the secure digital signing of
transactions without exposing private key material outside the HSM boundary. This
function is invoked whenever a cryptographic operation, such as identity proof or
transaction authorization, is required. The algorithm accepts transaction data and

a corresponding private key as inputs. It then generates a transaction hash and
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produces a digital signature using either the ECDSA algorithm (as defined in BIP32)
or EADSA (as specified in SLIP10), depending on the key format. By performing
signing operations entirely within the HSM, the algorithm maintains strong guarantees

of authenticity and non-repudiation.

Algorithm 3 HSM-Based Transaction Signing

Require: Transaction Data (TX), Private Key (PK)
Ensure: Signed Transaction
1: Retrieve private key from HSM.
2: Generate transaction hash.
3: Sign transaction hash using ECDSA (BIP32) or EDADSA (SLIP10).
4: Return signed transaction.

3.2.4 Key wrapping and recovery

The Key Wrapping and Secure Storage algorithm ensures the safe external storage
and future recovery of sensitive key material, particularly the master seed. This
mechanism is critical for enabling disaster recovery and backup processes without
compromising cryptographic integrity. The algorithm encrypts the master seed using
AES-256 encryption in combination with a Key Encryption Key (KEK), producing
a securely wrapped key object. This object is stored in an external vault or storage
system. After encryption, the plaintext seed is immediately purged from memory to
prevent leakage. The wrapped key can later be retrieved and unwrapped within a secure

environment, maintaining the confidentiality and usability of the original seed.

Algorithm 4 Key Wrapping and Secure Storage

Require: Master Seed (MS)
Ensure: Securely stored wrapped key
1: Encrypt MS using AES-256 with KEK.
2: Store wrapped key in external vault.
3: Erase MS from memory.
4: Return wrapped key for future retrieval.

3.2.5 User registration

Since each user will have their own master seed value, the user registration process
starts when a request to generate a new master seed is sent to the HSM. Figure 3.2

shows the user registration flow diagram. The subsequent processes are as follows:
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Figure 3.2 : User registration flow.

1. A new master seed is generated for the user.
2. The master seed is sent to the HSM for wrapping.
3. The HSM wraps the master seed using the KEK.

4. The wrapped master seed is stored in the encrypted master seed storage.

3.2.6 Key derivation

The key derivation process is initiated when a key is needed and starts by retrieving the
wrapped master seed from external storage. Figure 3.3 shows the key derivation flow

diagram.

1. When a key is needed, the wrapped master seed is retrieved from storage.
2. The wrapped master seed is sent to the HSM for unwrapping.
3. The HSM unwraps the master seed using the KEK.

4. The unwrapped master seed is used by the BIP32 module to derive the necessary

keys.
5. Derived keys are used for the required cryptographic operations.

6. The unwrapped master seed is securely erased from memory after use.
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Figure 3.3 : Key derivation flow.

3.2.7 Key recovery

The key recovery process provides a robust mechanism for handling key loss scenarios
by leveraging the stored wrapped master seed. Figure 3.4 shows the key recovery flow
diagram.

1. In case of key loss, the wrapped master seed can be retrieved from storage.

2. The recovery process follows the same steps as key derivation.

3. All necessary keys can be re-derived from the master seed.
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Figure 3.4 : Key recovery flow.

3.3 BIP32 Hierarchical Deterministic Key Management

The BIP32 standard enables the generation of multiple cryptographic keys from a
single master key, providing significant advantages in key management efficiency and
scalability. In the context of a national digital identity system, BIP32 is used to
generate derived keys for various purposes, including user authentication, document

signing, and encryption.

3.3.1 Master seed

The master seed is the root of all keys in the BIP32 hierarchy. Compromising the
master seed would allow an attacker to regenerate all derived keys, compromising the

entire identity system. Master keys in the system are also generated from master seeds.

Algorithm 5 BIP32 Master Key Generation [6]
Input: master seed
Output: master_private_key, master_chain_code
begin
hmac + HMAC-SHAS512("Bitcoin seed", seed)
master_private_key <— hmac[0:255]
master_chain_code +— hmac[256:511]
return master_private_key, master_chain_code
end
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3.3.2 Derived keys

Derived keys are generated from the master key using hierarchical deterministic (HD)

key derivation. Each key is associated with a unique purpose, such as:

* Authentication Keys: Used to verify a user’s identity.
« Signing Keys: Used to sign digital documents or transactions.
* Encryption Keys: Used to encrypt sensitive information.

* Pseudonymous Transaction Keys: To maintain privacy, users may generate new,
pseudonymous keys for each transaction. This prevents transaction linking, which

would otherwise reveal patterns or details about the user’s identity.

BIP32 allows for the independent generation of each derived key, ensuring key

isolation and preventing the compromise of one key from affecting others.

In BIP32, a root private key k and chain code ¢ are generated using HMAC-SHAS512
and seed s. After that, the root public key K is generated by multiplying the root private
key k and elliptic curve base point P. The derivation of a child private key kcpjjqg from

a parent private key kp,, is given as:

Cehild = IR (3.3)

where:

* HMAC-SHAS512 is the HMAC function using the SHA-512 hash algorithm.

* Parent Key is the private key of the parent node in the HD tree.
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* Child Index is an integer representing the position of the child key in the hierarchy.

* Chain Code is a unique value used to generate child keys securely without

compromising the parent key.

Algorithm 6 BIP32 Child Key Derivation [6]
Input: parent_key, child_index, chain_code
Output: child_private_key, new_chain_code
begin

data < child_index Il chain_code

hmac <~ HMAC-SHAS512(parent_key, data)

child_private_key <— hmac[0:255]

new_chain_code <+ hmac[256:511]

return child_private_key, new_chain_code
end

Algorithm 7 BIP32 Extended Key Derivation [6]
Input: private_key, chain_code
Output: extended_private_key, extended_public_key
begin
extended_private_key < (private_key, chain_code)
public_key <— ComputePublicKey(private_key)
extended_public_key <— (public_key, chain_code)
return extended_private_key, extended_public_key
end

3.3.3 Key management efficiency

The hierarchical structure of BIP32 enables efficient key management by allowing the
system to derive new keys on demand, without the need to store all keys. Only the
master seed needs to be backed up, reducing complexity and overhead in managing

keys for millions of users.

3.4 Hardware Security Module (HSM) Integration

The Hardware Security Module (HSM) is a tamper-resistant hardware device
responsible for securely managing the master seed and performing critical
cryptographic operations, including key generation, key wrapping, and unwrapping.
Figure 3.5 shows the position and role of the HSM in the proposed key management

framework.
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Figure 3.5 : HSM-KEK Structure.

3.4.1 Master seed

The master seed is generated inside the HSM when a new identity is created. This seed
is the root of all future cryptographic keys (authentication, signing, encryption, etc.).

The master seed is never exported from the HSM in plaintext.

3.4.2 Key encryption key (KEK)

The HSM generates and stores a Key Encryption Key (KEK), which is used to encrypt
(wrap) and decrypt (unwrap) master seeds before they are stored or retrieved from
external storage. The KEK is securely stored within the HSM and never exposed
externally. It is recommended to change this key periodically in order to maintain the
security of the system. When the KEK is updated, the master seeds wrapped with this
key should be unwrapped with the old KEK and wrapped with the new KEK.

3.4.3 Tamper-resistant hardware protection

HSMs are specialized hardware devices designed to store cryptographic material, such
as key encryption keys (KEK) or other critical keys, in a tamper-resistant environment.
The HSM has tamper-evident and tamper-proof mechanisms. If an attacker physically

tries to tamper with the HSM to extract the KEK, the device will detect the tampering
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attempt and trigger security mechanisms such as erasing the stored KEK or shutting
down the module. This makes HSMs highly secure against physical attacks, ensuring
that the KEK remains protected from unauthorized access even if an attacker has

physical access to the HSM.

3.4.4 Controlled access and role-based permissions

The HSM enforces strict role-based access control (RBAC) policies, ensuring that only
authorized users or systems can access key management operations. Only authorized
administrators can manage the HSM. Only specific operations (e.g., key derivation
or signing) can be performed with the master seed inside the HSM. This mitigates
insider threats by restricting access to critical cryptographic functions. The KEK is
never directly exposed or extracted from the HSM, preventing it from being stolen by

malware or insiders.

3.4.5 Secure key operations

One of the main benefits of HSMs is that they allow cryptographic operations (such as
key derivation) to occur within the secure boundaries of the hardware. Operations like
key wrapping, signing, encryption, and key derivation occur inside the HSM, ensuring

that the master seed is protected from external threats.

3.4.6 Mitigation of insider threats

By storing the KEK within an HSM, the risk of insider attacks is minimized. Even
privileged users (like system administrators) are restricted from directly accessing the
KEK. All sensitive operations involving the seed are logged and monitored within the
HSM. This audit trail can be used to detect any suspicious activities, adding an extra

layer of security against internal threats.

3.5 Key Wrapping and Scalable External Storage

To enable the system to scale and securely manage large numbers of keys, master seeds
are wrapped using the Key Encryption Key (KEK) and stored in external environments.

This allows the system to offload the storage burden from the Hardware Security
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Figure 3.6 : HSM wrap unwrap mechanism.

Module (HSM) while ensuring that the keys remain secure even when stored outside

of the hardware module. Figure 3.6 summarizes the key wrap-unwrap mechanism.

3.5.1 Key wrapping

The process of key wrapping involves encrypting the master seeds with the KEK inside
the HSM. Once wrapped, the master seeds can be securely stored in external locations,
such as secure cloud storage or databases. Wrapped master seeds are safe to store
externally because they can only be unwrapped by the HSM, which holds the KEK, as

shown in Equation 3.4.

Wrapped Master Seed = Wrapgx (Master Seed) (3.4)

3.5.2 External storage

The wrapped master seeds are stored in external storage solutions, such as cloud
databases or distributed storage systems. Even if an attacker gains access to this
storage, they cannot use the wrapped master seeds without access to the HSM and

its KEK.

3.5.3 Key retrieval and unwrapping

When a key is required for an operation, such as signing a document or authenticating
a user, the wrapped master seed is retrieved from external storage and sent to the HSM.
The HSM then unwraps the master seed using the KEK and makes it available for the

requested cryptographic operation, as shown in Equation 3.5.
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Master Seed = Unwrapgx (Wrapped Master Seed) (3.5)

3.5.4 Scalability

The use of key wrapping allows the system to scale to handle millions of keys, as only
the wrapped versions of master seeds are stored externally. This reduces the load on the
HSM, which only stores the KEK and performs key wrapping/unwrapping operations,

thus enabling the system to support large user bases.

3.6 Addressing Key Management Challenges

The proposed framework effectively addresses the key management challenges
inherent in large-scale decentralized identity systems. In terms of complexity, the
framework significantly simplifies key management for users. By leveraging the BIP32
algorithm, users only need to manage a single master seed, from which all other
keys are derived. This structured approach to key derivation dramatically reduces the
complexity of key management, making the system more user-friendly and less prone

to user error.

Scalability, a critical concern for national-level identity systems, is achieved through
a clever use of HSMs and external storage. Wrapped master seeds are stored outside
the HSM, allowing for virtually unlimited scalable storage. The HSM itself is used
solely for the computationally intensive but infrequent operations of wrapping and
unwrapping seeds, rather than for storing individual user keys. This approach allows

the system to scale efficiently to millions of users without compromising security.

Security isolation, another crucial aspect of key management, is inherently supported
by the BIP32 algorithm. It allows for the derivation of separate key hierarchies for
different purposes, enhancing the overall security of the system. Importantly, the
compromise of a derived key does not compromise the master seed or other derived
keys, containing potential security breaches and preserving the integrity of the overall

system.

The framework provides robust mechanisms for key recovery and key revocation,

ensuring that users can recover their identities in case of key loss or revocation
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of compromised keys. Key revocation, if a derived key is compromised (e.g., an
authentication key), the system can mark that key as revoked. A new key can be
derived from the master key to replace the compromised one, ensuring continuity of
operations while preventing the use of the revoked key. The framework also simplifies
the processes of recovery and backup. Since only the master seed needs to be backed
up, the recovery process is streamlined and less prone to errors. The wrapped master
seed can be securely stored and easily recovered when needed, providing a robust

solution for key recovery in case of loss or system failure.

Lastly, the framework supports secure delegation, a feature crucial for many identity
management scenarios. The hierarchical nature of BIP32 allows for secure delegation
of derived keys without exposing the master seed. Parent keys can derive child
keys, enabling hierarchical access control. This feature is particularly useful in
organizational settings where different levels of access and authority need to be

managed securely.

In conclusion, this framework provides a robust foundation for managing crypto-
graphic keys in large-scale decentralized identity systems. By addressing the key
challenges of complexity, scalability, security isolation, recovery, revocation and
secure delegation, while maintaining a high level of security, the proposed framework

offers a comprehensive solution for the future of decentralized identity management.
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4. SECURITY ANALYSIS

This chapter provides a comprehensive security analysis of the proposed key

management framework for decentralized identity.

4.1 Assumptions

The security analysis of the proposed framework is underpinned by several key
assumptions. Firstly, it is assumed that the Hardware Security Module (HSM)
employed in the architecture is tamper-resistant and operates correctly.  This
assumption is considered critical as the HSM is relied upon as the root of trust in
the system, with the most sensitive cryptographic operations being performed within
it.

The security of fundamental cryptographic primitives, such as the Advanced
Encryption Standard (AES) and the SHA-256 hash function, is also assumed. These
algorithms are widely utilized and have been subjected to extensive scrutiny by the
cryptographic community. The assumption of their security is based on current
cryptographic knowledge and the absence of known practical attacks against these

primitives.

A crucial assumption for the integrity of the system is that the confidentiality of the
Key Encryption Key (KEK) is maintained within the HSM. The KEK is regarded as
central to the key wrapping mechanism, and its confidentiality is considered paramount
to the security of all wrapped master seeds in the system. It is expected that the HSM’s

secure design and operational procedures will ensure this confidentiality.

Lastly, it is assumed that the random number generator within the HSM is truly random
and secure. This assumption is deemed vital for the generation of cryptographically
strong master seeds and other keying material. It is recognized that a compromised

or predictable random number generator could potentially undermine the entire key

51



generation process, making this assumption critical to the overall security of the

system.

Table 4.1 : Security Assumptions and Their Consequences if Violated.

Assumption Description Consequences if Violated
HSM The HSM operates correctly | Compromise of root of trust;
Tamper-Resistance and is tamper-resistant key exposure
Cryptographic AES and SHA-256 are se- | Encryption and integrity pro-
Primitive Security cure against known practical | tection failure

attacks

within the HSM seeds

KEK Confidentiality KEK remains confidential | Exposure of wrapped master

ber Generation and secure mise of all derived keys

Secure Random Num- | RNG in HSM is truly random | Weak master seeds; compro-

4.1.1 Attacks and countermeasures

The proposed key management framework for large-scale decentralized identity
management incorporates multiple layers of security to protect against a wide array
of potential threats. This section presents a comprehensive analysis of potential attack
vectors, how these attacks might be executed, and the corresponding countermeasures

implemented within the framework.

4.1.1.1 Physical and side-channel attacks on HSMs

Potential Attacks: Physical attacks involve attempts to directly access the internal
components of the HSM through methods such as drilling, chemical etching, or fault
injection. Side-channel attacks exploit information leaked during the HSM’s operation,
such as power consumption patterns or electromagnetic emissions, to infer sensitive

data.

Countermeasures: The proposed framework mitigates these attacks through the use

of HSMs certified to FIPS 140-2 Level 4 or higher. These modules incorporate:

» Active zeroization circuitry that erases sensitive data upon detection of physical

tampering.

* Environmental failure protection against fluctuations in voltage and temperature.
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* Strong enclosures resistant to physical penetration attempts.

* Implementation of constant-time algorithms for all cryptographic operations to

prevent timing attacks.

* Electromagnetic shielding to prevent information leakage via electromagnetic

emissions.

4.1.1.2 Cryptanalytic attacks on wrapped master seeds

Potential Attacks: Cryptanalytic attacks attempt to break the encryption of the
wrapped master seeds through methods such as brute force attacks, known-plaintext

attacks, or exploiting weaknesses in the encryption algorithm or its implementation.

Countermeasures: To protect against cryptanalytic attacks, the following measures

are implemented:

e Utilization of AES-256 in Galois/Counter Mode (GCM) for key wrapping,

providing both confidentiality and authenticity.

* Implementation of a key rotation policy for the Key Encryption Key (KEK), limiting

the amount of data encrypted under a single key.

* Inclusion of additional integrity protection through the use of Hash-based Message

Authentication Code (HMACQ).

4.1.1.3 Network-based attacks

Potential Attacks: Man-in-the-middle attacks involve an attacker intercepting and po-
tentially altering communications between system components. Other network-based
attacks might include replay attacks or attempts to exploit vulnerabilities in network

protocols.

Countermeasures: To mitigate these attacks, the framework employs:

* Mutual authentication for all system components using X.509 certificates.

* Transport Layer Security (TLS) 1.3 [50] for all inter-component communication.
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* Certificate pinning to prevent unauthorized certificate substitution.

* Regular rotation of communication keys and certificates.

4.1.1.4 Insider threats and privileged user attacks

Potential Attacks: These attacks involve malicious actions by individuals with
legitimate access to the system, such as system administrators attempting to abuse their
privileges or compromised user accounts being used to access sensitive information.
Figure 4.1 visualizes the multi-layered security approach used to prevent insider threats

and privileged user attacks.

Countermeasures: The proposed framework incorporates several layers of protection:
* Implementation of the principle of least privilege.
* Multi-factor authentication for all privileged operations.
* Separation of duties and four-eyes principle for critical operations.

* Comprehensive logging and real-time alerting for suspicious activities.

4.1.1.5 Denial of service (DoS) attacks

Potential Attacks: DoS attacks attempt to overwhelm system resources by flooding
it with a high volume of requests, potentially rendering the system unavailable to

legitimate users.

Countermeasures: To maintain system availability, the following measures are

implemented:

* Rate limiting and request throttling mechanisms.
* Load balancing across multiple HSMs.

* Implementation of traffic analysis tools for real-time detection and mitigation of

DoS attacks.

Fallback mechanisms for critical operations during high-load scenarios.
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Figure 4.1 : Insider threat prevention approach.
4.1.1.6 Social engineering and malware attacks
Potential Attacks: Social engineering attacks manipulate individuals into divulging
sensitive information or performing actions that compromise security. Malware attacks

involve introducing malicious software into the system to gain unauthorized access or

disrupt operations.

Countermeasures: Protection against these attacks is achieved through:

* Regular security awareness training for all personnel.

Strict verification procedures for requests involving sensitive operations.

Isolation of the key derivation process in a secure execution environment.

Implementation of whitelisting and code signing for all software components.

4.1.1.7 Attacks on external storage

Potential Attacks: These attacks target the database storing wrapped master seeds,
attempting to gain unauthorized access, modify stored data, or disrupt storage

operations.
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Countermeasures: The security of externally stored wrapped master seeds is ensured

through:

* Implementation of strong access controls and encryption for the storage system.
« Utilization of database activity monitoring tools.
* Regular backups and integrity validation of stored wrapped seeds.

* Implementation of secure erasure techniques when deleting old wrapped seeds.

4.1.1.8 Quantum computing threats

Potential Attacks: Future large-scale quantum computers could potentially break
many current cryptographic algorithms, including those used for key wrapping and

digital signatures.

Countermeasures: While quantum computers capable of breaking current
cryptographic standards do not yet exist, the system design incorporates measures to

facilitate future quantum-resistance:

* Crypto-agility in the system design, allowing for easy algorithm upgrades.
* Monitoring of NIST’s post-quantum cryptography standardization process.

* Consideration of hybrid classical/post-quantum schemes as a transitional measure.

4.2 Discussion

The implications of the proposed key management framework for decentralized
identity are discussed in this section. The advantages of the framework over existing
solutions are examined, potential challenges in implementation and adoption are

considered.

The level of risk associated with each attack and the effectiveness of countermeasures

are visually assessed in Figure 4.2.

The proposed framework leverages the security properties of Hardware Security

Modules, the BIP32 algorithm, and key wrapping techniques to provide a robust
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key management solution for large-scale decentralized identity systems. By keeping
master seeds and the KEK within the HSM and only storing wrapped seeds
externally, the system maintains a high level of security even if the external storage

is compromised.

The use of the BIP32 algorithm provides additional security benefits, such as the
ability to derive multiple keys without exposing the master seed and the isolation
between different key hierarchies. This approach effectively addresses the challenges
of complexity, scalability, security isolation, recovery, and secure delegation in

decentralized identity systems.

While potential vulnerabilities exist, as with any cryptographic system, the proposed
mitigations significantly reduce the risk of successful attacks. The framework’s design
principle of concentrating the most sensitive operations within the HSM while allowing
for scalable external storage of wrapped seeds provides a strong foundation for secure

and scalable key management.

Regular security audits, updates to the system components, and ongoing threat
modeling will be crucial to maintain and enhance the security posture of the system
over time. Future work may include formal security proofs, third-party security audits,
and the exploration of post-quantum cryptographic algorithms to ensure long-term

security in the face of emerging threats.

HSM-backed architecture eliminate many critical vulnerabilities associated with
software-based solutions, including malware-based key extraction, side-channel
attacks, and insider threats. Unlike software based solutions, where private keys reside
in volatile memory and remain susceptible to unauthorized access, HSMs ensure that
keys never leave the hardware boundary that circumstance effectively prevents attacks
related to memory scraping, keylogging, and unauthorized remote access. Moreover,
the enforcement of MPA and RBAC in HSMs significantly reduces the risk of insider
fraud, a crucial concern for decentralized identity systems. Table 4.2 shows a security
comparison of software based solutions and HSM-Secured architecture while Table
4.3 and Table 4.7 summarize how the proposed HSM-secured architecture mitigates

security risks compared to software based solutions.
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Table 4.2 : HSM-Secured versus Software Based Solutions.

Security Factor Software Based Solutions | HSM-Secured Solutions
Master Seed Exposure High None (Stored in HSM)
Side-Channel Attacks High Low

Insider Threats High Low (MPA Enforced)
Malware High Low (Tamper-Resistant)
Tampering Detection None High (Self-Destruction)
Regulatory Compliance Low High (FIPS 140-2, CC)
Performance Overhead Low Medium

4.2.1 Performance results

The integration of HSMs with decentralized identity management systems significantly
enhances security and operational efficiency. Our findings indicate that while both
BIP32 (ECDSA) and SLIP10 (EdDSA) provide structured key derivation, SLIP10
demonstrates a superior security, computational efficiency, and signing speed, making
it a more viable option for high-frequency trading and large-scale decentralized
identity management systems. However, BIP32 remains widely adopted due to its
compatibility with Bitcoin [16], Ethereum [51], and other ECDSA-based blockchain
networks.  This makes it a necessary consideration for institutions managing

multi-chain digital identities.

Performance evaluations show that SLIP10 exhibited 38% faster key derivation
times and 46% lower signing latency compared to BIP32. These efficiency gains
stem from EdDSA’s streamlined mathematical operations, which eliminate the
need for modular inversion calculations, making it computationally lighter than
BIP32’s ECDSA-based derivation process. Additionally, SLIP10 demonstrated higher
resistance to side-channel attacks, reinforcing its suitability for institutional security
environments where high assurance cryptographic operations are required. However,
despite these advantages, SLIP10 does not complies with with Bitcoin and Ethereum
that presents a major adoption challenge, where institutional systems must often
interact with multiple blockchain ecosystems. To evaluate the performance of
BIP32 (ECDSA, secp256k1) and SLIP10 (EdDSA, Ed25519) within an HSM-secured

architecture, we conducted a series of benchmarking tests in a controlled environment.

59



The results obtained are visually shown and compared in Figure 4.3, Figure 4.4, Figure

4.5, Figure 4.6 and APPENDIX A.

Test Environment:

* HSM Model: Dirak NHSM [52]

* Key Derivation Algorithms: BIP32 (ECDSA, secp256k1) and SLIP10 (EdDSA,
Ed25519)

Benchmark Parameters:

* Key Derivation Time: Measures the latency to generate child keys.
* Transaction Signing Time: Measures the time taken to sign a transaction.

* Scalability Impact: Examines the efficiency of deriving multiple keys

simultaneously.

Key derivation is a crucial factor for decentralized identity systems, especially for
institutional large scale systems managing millions of identities. Table 4.4 presents

benchmark results for deriving one million child keys within the HSM.

In decentralized identity sistems, the transaction signing speed impacts user
experience, operation times, and latency. Table 4.5 shows benchmark results for
signing one million transactions in an HSM environment and Table 4.6 summarizes

performance trade-off BIP32 and SLIP10 algorithms.
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Figure 4.3 : Comparison: Single Key Derivation Time (ms).
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Figure 4.5 : Comparison: Single Transaction Signing Time (ms).

In this research, we highlighted trade-offs between security, performance, and
blockchain compatibility in an HSM-secured architecture. While SLIP10 offers
superior security and efficiency, institutions requiring cross-chain compatibility and
existing infrastructure support may find BIP32 a more practical choice despite its
relatively higher computational cost and key leakage risks in non-hardened derivation
paths.  Furthermore, while HSM integration significantly improves security, it
introduces latency in cryptographic operations, making it essential for future research

to optimize HSM processing for large-scale institutional deployments.

Analyses results show that SLIP10 is the preferred choice for enhanced security and
efficiency, whereas BIP32 remains the industry standard for blockchain compatibility.
Therefore, institutions must carefully evaluate their security, performance, and
compatibility requirements when designing their HSM-integrated key management

architecture to achieve optimal security and efficiency in digital identity management.
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Figure 4.6 : Comparison: Batch Signing (1M transactions).

4.2.2 Scalability considerations

The storage efficiency of the proposed framework is significantly enhanced by the
storage of only wrapped master seeds externally. This approach is observed to reduce
storage requirements considerably when compared to systems where individual keys
for each user and purpose are stored. The use of BIP32 is noted to allow for the
derivation of an unlimited number of keys from a single master seed, further enhancing

scalability.

Computational efficiency is achieved through a balanced approach. While critical
operations are performed by the HSM, it is recognized that the bulk of key derivations
can be offloaded to less secure but more scalable computing resources once the
master seed is unwrapped. This strategy is seen to allow for horizontal scaling of
key derivation operations to meet demand. Key management processes in large-scale
deployments are greatly simplified by the need for users and system administrators
to manage only a single master seed per identity. This simplification is expected to

contribute significantly to the system’s scalability.

4.2.3 Advantages over existing systems

Enhanced security is identified as a key advantage of the proposed framework. When
compared to systems that store keys in software wallets or databases, the HSM-based
approach is observed to provide significantly stronger protection against both physical
and cyber attacks. Privacy improvements are noted as another benefit. The hierarchical

nature of BIP32 is recognized to allow for the generation of unique keys for different
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purposes, thereby enhancing user privacy by reducing the linkability of different

actions.

Efficient key recovery is highlighted as a significant advantage. Unlike systems where
loss of a key might result in permanent loss of access, the proposed approach is seen
to allow for easy recovery of all derived keys through the secure storage of the master

seed.

The use of standardized algorithms (BIP32) and hardware (HSMs) is noted to enhance
interoperability with other systems and allow for flexible key usage across different

applications, contributing to the framework’s flexibility and interoperability.

4.2.4 Challenges and limitations

The initial setup complexity is identified as a potential challenge. It is recognized that
the initial setup of HSMs and the supporting infrastructure may be complex and costly,

potentially limiting adoption by smaller organizations.

Performance bottlenecks are considered as a possible limitation. While the framework
is designed for scalability, it is acknowledged that the HSM could become a bottleneck

during periods of extremely high demand for key operations.

Regulatory compliance is noted as a potential challenge. Depending on the jurisdiction
and use case, it is recognized that regulatory challenges related to key management and

user privacy may need to be addressed.

The need for user education is highlighted. It is understood that users may require
education on the importance of protecting their master seed and understanding the

implications of key hierarchies.
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Table 4.3 : Attack Vectors and HSM-Secured Countermeasures.

Attack Type Risk in Software Based So- | HSM-Secured
lutions and Impact Countermeasures
Master Seed Theft High — Stored in software, | HSM ensures the master seed

vulnerable to malware, phish-
ing attacks, and unauthorized
access. If stolen, all derived
keys are compromised.

never leaves the hardware in
plaintext, preventing expo-
sure to external threats.

Side-Channel Attacks

High — Timing, power anal-
ysis, and differential fault at-
tacks can extract private keys.

HSM ensures all
cryptographic operations
remain within a secure

enclave, eliminating external
exposure.

Malware-Based Key
Extraction

High — Software Based So-
lutions store keys in volatile
memory, making them sus-
ceptible to RAM scraping,
keyloggers, and remote ex-
ploits.

HSM prevents memory-based
key exposure by never storing
keys in RAM and enforcing
strict access controls.

Non-Hardened
Leakage (BIP32)

Key

Medium - Non-hardened
child keys can be exploited to

reconstruct  parent  keys,
leading to full wallet
compromise.

SLIP10 (EdDSA) enforces
hardened-only key derivation,
preventing backward key
leakage.

Insider Threats

High — Employees or priv-
ileged insiders can extract
keys from software Based
Solutions, leading to fraud or
unauthorized asset transfers.

HSM enforces
and RBAC to
unauthorized access.

MPA
prevent

Man-in-the-Middle

High — Private keys and trans-

HSM signs transactions in-

(MitM) Attacks actions are vulnerable to in- | ternally, ensuring that private
terception if communication | keys are never exposed exter-
channels are compromised. nally.

Regulatory High - Software Based | HSM ensures compliance

Compliance Risks Solutions often do not | with FIPS 140-2, CC,
meet institutional security | PCI-DSS by enforcing strict
standards, leading to | cryptographic policies.

regulatory non-compliance.
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Table 4.4 : Key Derivation Performance: BIP32 vs. SLIP10 in HSM.

Metric BIP32 SLIP10
(ECDSA) | (EdDSA)
Single Key Derivation Time (ms) | 2.1 ms 1.3 ms
Batch Key Derivation (1M keys) | 2100 sec 1300 sec
Computational Complexity High Low
Scalability Efficiency Moderate High
Energy Consumption High Low

Table 4.5 : Transaction Signing Performance: BIP32 vs. SLIP10 in HSM.

Metric BIP32 SLIP10
(ECDSA) | (EdDSA)
Single Transaction Signing Time (ms) | 1.5 ms 0.8 ms
Batch Signing (1M transactions) 1500 sec 800 sec
Signature Verification Speed Moderate High
Scalability for HFT Moderate High

Table 4.6 : Performance Trade-Off: BIP32 vs. SLIP10.

Factor BIP32 (ECDSA) | SLIP10 (EdDSA)
Key Derivation Speed Slow Fast
Transaction Signing Speed Slow Fast
Computational Overhead High Low
Blockchain Compatibility High Low
Side-Channel Resistance Moderate High
Regulatory Compliance Strong Strong
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Table 4.7 : Attack Vectors and Countermeasures in the Proposed Framework.

Attack Vector

Countermeasures in Proposed Framework

Physical/Side-Channel

Cryptanalytic

Network-based

Insider Threats

Denial of Service

Social

Engineering/Malware

External Storage At-
tacks

Quantum  Computing
Threats

* FIPS 140-2 Level 4+ HSMs

* Constant-time algorithms

* Electromagnetic shielding

* AES-256 in GCM mode

» KEK rotation policy

* HMAC for integrity

* Mutual authentication

*TLS 1.3

* Certificate pinning

* Least privilege principle

* Multi-factor authentication

* Separation of duties

* Rate limiting

* Load balancing

* Traffic analysis tools

* Security awareness training

« Strict verification procedures
* Secure execution environment
* Strong access controls

* Database activity monitoring
* Regular integrity validation

* Crypto-agility

* Monitoring of post-quantum standards
* Consideration of hybrid schemes
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5. CONCLUSION AND FUTURE WORK

A novel approach to key management for large-scale decentralized identity systems has
been presented in this paper. Critical challenges in security, scalability, and usability
have been addressed through the integration of Hardware Security Modules (HSMs),
the BIP32 algorithm, and key wrapping techniques. The proposed framework is
considered to offer a robust solution for managing cryptographic keys in national-scale

identity infrastructures.

Several key contributions have been made through this research. A scalable framework
has been introduced that leverages HSMs for secure key generation and storage, while
key wrapping is utilized to enable efficient external storage of encrypted master seeds.
The adoption of the BIP32 algorithm has been shown to provide a hierarchical key
derivation structure, offering improved privacy, simplified key recovery, and flexible
key usage across different applications. Through a comprehensive security analysis,
the system’s resilience against various threat vectors, including external attacks, insider
threats, and physical tampering attempts, has been demonstrated. The proposed
solution has been shown to address key management challenges such as complexity,
scalability, security isolation, recovery, and secure delegation, which are considered

critical in large-scale decentralized identity systems.

By integrating HSMs with decentralized identity systems, the proposed architecture
eliminates software-based key exposure risks while ensuring tamper-resistant
cryptographic operations. A comparative analysis of BIP32 (ECDSA) and SLIP10
(EADSA) in an HSM environment was conducted, which revealed that SLIP10
provides stronger security against key leakage and side-channel attacks, while BIP32
remains widely adopted due to its blockchain compatibility. Experimental results
demonstrate that HSMs effectively prevent private key compromises, enforce MPA,
and comply with security regulations (FIPS 140-2, CC, ISO). These findings may

contribute to the design of secure and scalable key management for decentralized
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identity systems, providing a scalable, high-security model for managing digital

identities.

Significant implications for the future of decentralized identity management have
been identified. A foundation for building more secure and scalable national-level
identity systems has been provided, which could potentially accelerate the adoption
of decentralized identity solutions. The improved key management approach is
expected to enhance user privacy and control over personal data, aligning with the
principles of self-sovereign identity. By simplifying key recovery and management,
it is anticipated that barriers to entry for users could be reduced, promoting wider

adoption of decentralized identity technologies.

While a comprehensive approach to key management in decentralized identity
systems has been presented, several areas have been identified as warranting
further research. The development of a prototype implementation of the proposed
framework and the conduct of extensive performance testing in simulated large-scale
environments are recommended. The integration of this key management approach
with existing decentralized identity standards and protocols, such as Decentralized
Identifiers (DIDs) and Verifiable Credentials, should be explored. The integration
of post-quantum cryptographic algorithms is suggested to ensure long-term security
against emerging quantum computing threats. Comprehensive user experience studies
are proposed to optimize the balance between security and usability in the proposed
framework. An analysis of the regulatory implications of this key management
approach in various jurisdictions and the development of strategies for ensuring
compliance are advised. Finally, the potential for creating networks of distributed
HSMs to further enhance system resilience and scalability is identified as an area for

future exploration.

In conclusion, the key management framework proposed in this paper is considered
to represent a significant step forward in addressing the challenges of large-scale
decentralized identity management. By providing a secure, scalable, and user-friendly
approach to key management, a foundation has been laid for the next generation of

decentralized identity systems. As the field continues to evolve, it is anticipated that
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solutions like the one presented here will play a crucial role in shaping the future of

digital identity, privacy, and security in our increasingly interconnected world.
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APPENDIX A : Results

The key derivation and transaction signing performance results and comparisons of the
algorithms are shown graphically in this chapter.
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