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ABSTRACT

DEVELOPMENT OF VIRTUAL PRIVATE NETWORK SYSTEM
BASED ON PERFORMANCE COMPUTER NETWORK USING
VARIOUS TRAFFIC SOURCES

AL-KRAINI, Khidhab Ali Hammood

M.Sc., Electrical and Computer Engineering, Altinbas University,
Supervisor: Asst. Prof. Dr. Sefer KURNAZ
Date: 07 /2024

Pages: 74

This study investigates the effects of implementing a Virtual Private Network (VPN on
network performance, with a specific emphasis on throughput and time delay. The study
entails the manipulation of connection types within three separate protocols, namely HTTP,
FTP, and CBR, in order to examine the fluctuations in network performance metrics. The
findings suggest that the integration of VPN has a minimal impact on the throughput of the
Constant Bit Rate (CBR) protocol, whereas the File Transfer Protocol (FTP) and Hypertext
Transfer Protocol (HTTP) protocols exhibit a decrease in throughput. Furthermore, the
implementation of the VPN network results in a notable augmentation in the average time
delay experienced across all protocols. The aforementioned findings provide significant
contributions to the understanding of the intricate correlation between the implementation
of VPNs and the performance of computer networks. These insights illuminate the
complexities involved in ensuring security while simultaneously considering the potential

compromises in network dynamics.

Keywords: VPN, FTP, HTTP, CBR, Delay, Throughput, Manhattan Grid.
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OZET

CESITLI TRAFIK KAYNAKLARINI KULLANARAK PERFORMANS
BILGISAYAR AGINA DAYALI SANAL OZEL AG SISTEMININ
GELISTIRILMESI

AL-KRAINI, Khidhab Ali Hammood
Yiiksek Lisans, Elektrik ve Bilgisayar Miihendisligi, Altinbas Universitesi,
Damgman: Dr. Ogr. Uyesi Sefer KURNAZ
Tarih: 07/2024

Sayfa: 74

Bu ¢alisma, bir Sanal Ozel Ag (VPN) uygulamasinin ag performansi iizerindeki etkilerini,
Ozellikle verim ve zaman gecikmesine vurgu yaparak arastirmaktadir. Calisma, baglanti
tirlerinin, HTTP, FTP ve CBR olmak tiizere {i¢ ayr1 protokol dahilinde, sirayla
degistirilmesini igermektedir. ag performansi dl¢timlerindeki dalgalanmalari incelemek i¢in
bulgular, VPN entegrasyonunun Sabit Bit Hizit (CBR) protokoliiniin verimi {izerinde
minimum etkiye sahip oldugunu, oysa Dosya Aktarim Protokolii (FTP) ve Koprii Metni
Aktarim Protokolii (HTTP) protokollerinin oldugunu gostermektedir. Ayrica, VPN aginin
uygulanmasi, tiim protokollerde yasanan ortalama zaman gecikmesinde dikkate deger bir
artisa neden olmaktadir. Yukarida belirtilen bulgular, VPN'lerin uygulanmasi ile performans
arasindaki karmasik iliskinin anlasilmasina 6nemli katkilar saglamaktadir. Bu i¢gdriiler,
giivenligin  saglanmasiyla ilgili karmasikliklar1 aydinlatirken ayn1 zamanda ag

dinamiklerindeki olasi riskleri de g6z oniinde bulunduruyor.

Anahtar Kelimeler: VPN, FTP, HTTP, CBR, Gecikme, Verim, Manhattan Grid.
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1. INTRODUCTION

1.1 BACKGROUND

The growth and advancement of security systems have been propelled by the escalating
demand for safeguarding privacy and ensuring the security of confidential information. In
the contemporary era characterized by widespread digitalization, wherein communication
and the exchange of data are pervasive, the imperative for robust firewalls to safeguard
against theft or unauthorized intrusion has assumed paramount importance. In light of these
challenges, VPN have emerged as a resilient solution for ensuring security across data
networks. The noteworthy efficacy of VPN in mitigating privacy risks has garnered

considerable attention from technology vendors [1,2].

The exponential expansion of internet and mobile communication has effectively enabled
the transfer of extensive quantities of personal and commercial information across public
networks. The sensitivity of this data has elicited concerns regarding privacy and the
safeguarding of data. VPNs were initially developed with the purpose of establishing secure
channels, commonly known as "tunnels,” between designated nodes [3-4]. The quantity of
nodes within the VPN may exhibit variability and can be expanded in accordance with
networking necessities. The tunnels facilitate communication between predetermined nodes,
thereby establishing a VPN.

The term "virtual™ in the context of a VPN denotes the notion of hypothetical or conceptual
connections within the extensive array of connections existing in a tangible network. VPNs
are utilized in order to uphold privacy within computer networks [5]. These entities have the
capability to encapsulate and safeguard distinct connections, providing different levels of
confidentiality for diverse objectives. In contrast to conventional networks, VPNs operate
through software rather than relying on dedicated hardware. Therefore, it can be argued that
VPN protocols have a significant impact on the overall performance and efficacy of network

security measures.

In order to assess the effectiveness of security measures, a range of established standards

and metrics are utilized to measure the ability of VPNs to withstand network attacks [6,7].



The examination of the VPN's reaction to various network attacks allows for the observation
of the system's capacity to uphold privacy and defend against potential risks.

The demand for privacy and secure data transmission has been a driving force behind the
advancement of security systems, with VPNs emerging as a dependable solution. The
inherent virtual characteristics of VPNs enable the establishment of secure channels for
communication, eliminating the need for specialized hardware. This versatility and
effectiveness of VPNs make them valuable tools in the implementation of network security
measures. The ongoing advancement of technology necessitates the continued importance
of VPNs in preserving the security of confidential data and upholding privacy within

computer networks.
1.2 VIRTUAL PRIVATE NETWORK SYSTEM

A VPN system refers to a technological solution that facilitates the establishment of
secure and confidential communication channels across public or untrusted networks,
such as the internet [8]. A virtual encrypted tunnel is established between the user's device
and a remote server or network, facilitating a secure pathway for the transmission of data
and enabling access to resources.

The primary objective of a VPN system is to guarantee the preservation of data
confidentiality, integrity, and authentication. When a user establishes a connection to a
VPN, their data undergoes encryption prior to transmission across the internet [9]. The
encryption employed in this context obfuscates the data in a manner that exclusively
permits decryption and comprehension by the designated recipient, namely the VPN
server. This procedure effectively mitigates the risk of unauthorized entities, such as
hackers and individuals engaged in covert surveillance, from intercepting and decrypting

the data being transmitted.

The fundamental elements and principles of a Virtual Private Network (VPN) system
[10]:

a. Encryption: In VPN systems, data is encrypted at the sender's end and decrypted at
the receiver's end using cryptographic algorithms, ensuring that only authorized

parties can access the information.



b.

Tunneling: VPNs use the concept of tunneling, where data packets are encapsulated
within VPN-specific packets, enabling them to traverse public networks securely.
Protocols: VPNs utilize various protocols like OpenVPN, IPSec, L2TP, and PPTP to
establish, manage, and secure the communication tunnel.

Authentication: VPN systems require users to authenticate themselves before
gaining access, which can involve username and password authentication or the use
of digital certificates for enhanced security.

Remote Access: VPNs enable secure remote access to resources within a private
network, allowing remote users to access files, applications, and services as if they
were physically present on the network.

Geolocation Spoofing: VPNs can hide a user's real IP address and assign them an IP
address from a different location, enabling access to region-restricted content and
bypassing censorship.

Business Applications: VPNs are widely used in corporate settings to facilitate
secure communication between remote employees, branch offices, and the main

office network, enhancing collaboration and enabling secure remote work.

The advantages of implementing a Virtual Private Network (VPN) system are manifold,

as shows in the Figure 1.1.

Enhanced /P:n—t;; Wi-Fi
Security Security

7 VPN
Benefits

/ /l;;; ssing

Privacy Restrictions

Figure 1.1: The Advantages of VPN.
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Therefore, the utilization of a VPN system is an essential mechanism for guaranteeing the
confidentiality and integrity of communication conducted over public networks. VVPNs offer
a robust solution for safeguarding sensitive information and facilitating secure remote access
to resources through the implementation of data encryption, secure tunnel establishment, and

authentication mechanisms [11]. Figure 1.2 shows (VPN) structure.

Virtual Private Network
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=
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Figure 1.2 : VPN Structure.

1.3 PERFORMANCE OF NETWORKS

With the large amount of existing digital pornographic material, enabling the separation of
pedophilia content from another is currently an arduous and complex Even trained experts
need to carry out a thorough analysis of the seized material to obtain evidence against
criminals in this analysis process, it is necessary to check all digital files (images and videos),
demanding a lot of time and resources for this task. Because it is a repetitive process, the

human factor can fail because of mental exhaustion.

The evaluation of computer networks pertains to the network's efficacy in terms of speed,
efficiency, reliability, and overall effectiveness in facilitating data transmission and
facilitating communication among devices or nodes. The performance of network design and
management is a crucial factor that directly influences user experience, productivity, and the
network'’s capacity to support diverse applications and services [12].



Several crucial factors that have an impact on the performance of networks are [13]:

a. Bandwidth: Represents the network's capacity to transmit data, higher bandwidth
allows faster data transfer and reduced delays.

b. Latency: Refers to the time taken for data packets to travel from source to destination,
lower latency is important for real-time applications.

c. Throughput: Measures the network's efficiency in data transfer over a given time
period, influenced by bandwidth, latency, and congestion.

d. Reliability: Ensures consistent and error-free data delivery, minimizing packet loss and
data corruption.

e. Packet Loss: Occurs when data packets fail to reach their destination due to congestion
or errors, affecting data integrity and communication efficiency.

f.  Scalability: The network's ability to handle increasing demands and growth without

sacrificing performance.

Quality of Service (QoS): Prioritizes critical traffic to ensure better performance for time-

sensitive applications.
1.4 TYPES OF ROUTING

The process of routing plays a pivotal role in the field of computer networking as it entails
the determination of the most efficient path for data packets to traverse from their point of
origin to their intended destination within a network. Various routing protocols and
algorithms are employed in order to attain optimal and dependable data transmission [14].

Figure 1.3 shows three classifications of routing.

Routing Types

Static Routing Dynamic Routing Default Routing

Figure 1.3: Types of Routing.



a. Static Routing: The process of static routing entails the manual configuration of the
routing table on every network device. The network administrator establishes the routing
paths for data packets by utilizing a pre-established collection of routes. Static routes
remain unchanged unless they are explicitly modified by the administrator. Although the
configuration process for static routing is straightforward, it lacks scalability and may not
effectively accommodate dynamic network changes. Figure 1.4 explain this type of

routing.

/ Switch( ~N

g B

P P —
PCPT PCP
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Figure 1.4: Explain Static Type of Routing.

b. Dynamic routing: protocols facilitate the automation of routing table updates and
management. These protocols facilitate inter-router communication and the exchange of
information pertaining to network topology and reachability. The routers utilize the
dynamic information in order to ascertain the optimal route for data packets, taking into
account the prevailing network conditions. Dynamic routing is considered to be a more
adaptable and scalable approach compared to static routing, rendering it well-suited for
larger networks that undergo frequent modifications. Figure 1.5 explain this type of

routing.



Figure 1.5: Explain Dynamic Type of Routing.

c. Default Routing: Default routing is a distinct form of routing in which a router directs
packets to a default gateway in the event that it lacks an entry in its routing table for the
intended network destination. Default routes are employed in situations where a specific
route is not accessible, serving as a final option for directing traffic towards a default exit

point. Figure 1.6 explain this type of routing.
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Figure 1.6: Explain Default Type of Routing.



Different types of routing possess distinct advantages and are applicable in various scenarios,
depending on factors such as the scale, intricacy, and specific needs of the network. In order
to optimize their network environment, network administrators must carefully choose the

most suitable routing strategy.
1.5 PROBLEM STATEMENT AND SOLUTION

In today's interconnected world, the importance of secure and efficient communication over
computer networks in the contemporary interconnected global landscape cannot be
overemphasized. Virtual Private Network (VPN) systems have become a vital solution for
establishing secure as well as private transmission channels over public networks, like
internet. These networks have a crucial role in protecting sensitive data, guaranteeing data
privacy, and facilitating uninterrupted access to resources from distant locations. In order for
a VPN system to achieve optimal efficacy, it is imperative that it is constructed upon a

resilient and high-capacity computer network infrastructure.

The problem statement in the work is to assess the influence of VPN implementation on a
performance of computer networks under various traffic sources. The main challenge is to
determine how the VPN system influences performance of network, particularly in statuses
of throughput, latency, packet loss, as well as jitter when compared to the non-VPN

scenario.

The solution involves developing a network simulation using the network simulation tool
NS2 to create a representative network topology and generate traffic sources for the specified
protocols. By implementing both VPN and non-VPN scenarios and measuring performance
metrics, the study aims to provide insights into the efficiency of the VPN system in
enhancing performance of network. Therefore, this project aims to contribute valuable
insights into the design and implementation of Virtual Private Network systems for
enhancing the performance of computer networks in real-world scenarios by conducting the
simulation and analyzing the impact of VPN on network performance with different

protocols.



1.6 AIM OF STUDY

The objective of this project is to create and assess a Virtual Private Network System that
exhibits superior performance by utilizing diverse traffic sources. The primary focus will be
on evaluating its efficiency, security, and overall network performance. We will explain

these objective in the below:

a. Development of VPN: The objective of this research is to design and implement a VPN
system utilizing a computer network architecture with superior performance
capabilities. The system is designed to cater to the growing need for secure remote
access, data encryption, and uninterrupted connectivity among businesses,
organizations, and individual users.

b. Evaluation of VPN Performance: By simulating real-world traffic scenarios, this study
aims to assess how the VPN system performs under different workloads. The evaluation
will include measuring data transmission rates, latency, jitter, and overall system
throughput to ensure that the VPN system meets the required performance metrics.

c. Understanding the Capabilities and Limitations of VPN: The examination of the VPN
system's evolution and its assessment through diverse traffic sources will yield
significant insights regarding its functionalities and constraints. The primary aim of
work is to improve the protection of data privacy, facilitate remote access, and promote
uninterrupted connectivity in the era of digitalization, thereby making a valuable
contribution to the realm of secure and efficient communication.

d. Comparison of VPN and Non-VPN Configurations: this work is to conduct a
comparative analysis of network performance across various traffic sources, specifically
(CBR, FTP, HTTP). The study will encompass both VPN and non-VPN configurations.
The objective of this work is to analyze how the VPN system influences network
performance and potential trade-offs, considering various data loads and

communication patterns.



1.7 THESIS ORGANIZATION

a. Chapter Tow: The second chapter will explain the literature related to the work and
focus on the goals, solutions and problems encountered by the studies reviewed through
the literature survey.

b. Chapter Three: The third chapter will introduce the methodology that was used to
implement.

c. Chapter Four: The fourth chapter discusses the results obtained through the
implementation of the proposed method.

d. Chapter Five : In this chapter, we will discuss the results with other studies, analyze
them, and provide a comprehensive comparison between them and other studies

e. Chapter six : in this chapter, we will present the conclusions obtained from the
methodology and the results obtained, which were compared with other result; as well

as we present the future work.

Figure 1.7 shows the scheme through which this thesis is implemented.

; Literature
Introduction \ Reviews of

o related work 8

Methodology

Results and
Discussion

Figure 1.7 : The Scheme of Thesis Implementation.
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2. LITERATURE REVIEW

Internet communication has become an essential component of contemporary infrastructure,
facilitating the efficient operation of various applications and services [14, 15]. VPN systems
are widely acknowledged as highly effective solutions for providing shared services over
public network infrastructures. VPNs provide a cost-effective and efficient means of
utilizing bandwidth, while also offering scalable, flexible, and secure remote connections.
VPNs enable the secure transmission of network traffic by establishing a virtual secure line
connecting two network sites. The performance and functionality of VPN networks are
subject to the influence of multiple factors, such as the operating system, hardware devices,

interoperability, and applied algorithms [16-18].

At present, VPNs have gained significant popularity as a prevalent approach for remote
connectivity. In the present era, corporations are presented with the prospect of broadening
their business activities by establishing offices in diverse geographical locations, spanning
across multiple nations [19, 20]. VPNs offer a means of ensuring the secure transmission of
various forms of data, such as file sharing and video conferencing, across the Internet. This
enables individuals in both close proximity and distant locations from office branches and

business associates to connect to an expanded corporate network [21, 22].

One of the primary advantages of VPNs lies in their inherent scalability, which facilitates
seamless adjustment to accommodate diverse demands. This particular capability is
particularly advantageous when establishing connections between the main office and newly
established branch buildings, as it obviates the necessity of constructing new connections
from the beginning. In contrast, VPNs make use of the pre-existing infrastructure provided
by Internet Service Providers (ISPs), thereby conserving significant time and resources. The
flexibility provided by this feature also allows for the smooth incorporation or adjustment of
interconnected users, enabling companies to increase their capabilities without the need to

expand their infrastructure [23].
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Network-level VPNs are created using Layer 3 tunneling and encryption methods. One
common approach involves using the IPsec tunneling and encryption protocol. Additionally,
technologies like the Generic Routing Encapsulation (GRE) and Wire Guard protocols have

also been utilized for this purpose [24, 25].
2.1 VPN IN STATIC AND DYNAMIC NETWORKS

This section offers a comprehensive summary of the main contributions related to

applications and protocols within the scope of both dynamic and static networks.
2.1.1 Traditional Virtual Private Network (VPN) Solutions for Fixed Networks

There are several protocols available for the creation of secure Virtual Private Networks
(VPNs). It is imperative to acknowledge that the mere implementation of a Virtual Private
Network (VPN) does not provide any form of encryption or confidentiality to the data that

passes over it.

A widely used VPN solution is the Layer 2 Tunneling Protocol (L2TP)/IPsec [26], which is
known for its compatibility with modern operating systems and devices equipped for VPN
capabilities. The L2TP protocol makes use of User Datagram Protocol (UDP) port 1701,
along with Internet Protocol Security (IPsec) ports 500 and 4500, specifically for Network
Address Translation (NAT) functionality. In contrast to SSL, L2TP necessitates intricate
configuration, specifically port forwarding, when employing a firewall. SSL, on the other
hand, has the capability to imitate regular HTTPS traffic by utilizing TCP port 443. In
contrast, IPsec encryption is widely regarded as highly secure due to its utilization of robust
algorithms such as AES, which has been widely recognized as a "de facto" standard.
However, it is worth noting that IPsec employs a double encapsulation process, leading to a

marginally reduced performance when compared to SSL.

OpenVPN, an open-source technology, employs the Open Secure Sockets Layer (OpenSSL)
[27] and SSLv3/TLSv1 [28] library protocols (TLS for Transport Layer Security). This
technology is developed by the OpenVVPN company, headquartered in Pleasanton, CA, USA
[Address: 6200 Stoneridge Mall Road, Pleasanton, CA 94588]. The discussed technology
provides a robust and dependable VPN solution, known for its extensive customization

options and the ability to function on any port, notably TCP 443.
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By default, the OpenVPN protocol utilizes the User Datagram Protocol (UDP) on port 1194
for transportation. It's important to note that OpenVPN effectively evades attempts at
blocking due to its use of TCP port 443, which allows its traffic to mimic HTTPS, posing a
significant challenge for blocking measures. Additionally, OpenVPN utilizes the OpenSSL
library, which offers a variety of encryption algorithms such as AES, Blowfish, 3DES,
CAST-128, and others [29]. The speed of an OpenVVPN connection depends on the chosen
encryption level, though it generally demonstrates superior performance compared to IPsec

in terms of speed.

The SSTP was advanced by SP1 [30]. Despite its recent availability for Linux platforms, the
software continues to be predominantly associated with the Windows operating system. The
Secure Socket Tunneling Protocol (SSTP) utilizes the SSL v3 protocol and functions in a
manner comparable to OpenVPN. One notable benefit of SSTP is its ability to circumvent
NAT firewall complications by utilizing TCP port 443. The incorporation of this software
into the Windows operating system enhances its user-friendliness and dependability, thereby

contributing to its perceived level of ease of use and stability.

PPTP, an networking protocol developed by Microsoft, finds widespread use for establishing
VPN connections over dial-up networks. Historically, it has been the primary choice for
private corporate networks. The protocol offers a variety of authentication methods,
including Microsoft Challenge-Handshake Authentication Protocol (MS-CHAP) v2,
ensuring security. To enhance security, PPTP can also be configured with Protected
Extensible Authentication Protocol (PEAP). Nevertheless, for heightened security, it's
advisable to explore alternatives like L2TP/IPsec [31] or Secure Socket Tunneling Protocol
(SSTP) [30]. The Point-to-Point Tunneling Protocol (PPTP) provides a unified client
compatible with various operating systems, including smartphones, and demands minimal
computational resources. Its straightforward configuration allows for efficient data

management.
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2.1.2 Potential Strategies for Addressing Mobility in Virtual Private Networks
(VPNs)

Extensive research within the academic literature has been dedicated to the topic of mobility
within VPNSs. Sustaining tunneling during mobile sessions requires consistent provision of
session information via the VPN client. Proposed caching mechanisms [18)]aim to reduce
the need for frequent data exchanges between clients and servers. These mechanisms work
to mask disconnections and reconnections of VPN tunnels at the application layer, ensuring

a smooth user experience.

A specific approach detailed in the mentioned study [19] involves modifying the OpenVVPN
protocol to address the issue of frequent client disconnections. This method incorporates
packet caching to effectively minimize the risk of data loss, service degradation, and TCP
retransmission-related actions like slow start, which can negatively impact overall

throughput.

Figure 2.1 depicts a direct connection between the mobile application and the application
server, while the linkage to the VPN client remains exclusive. The VPN session between the
mobile client and the server is established through the utilization of the Wireless Transport
Layer Security (WTLS) protocol [32].

¢ N .
Application P 6' Application
: 7

client - VPN client < { e > VPN server VL

Mobile Device Server

Figure 2.1: Split VPN Connection (Solid Lines) And Transparent VPN Connection (Dotted Lines)

Shown as An Example.

The authors introduce a novel approach in their study [33] that facilitates the establishment
of mobile OpenVVPN sessions for users who are transitioning between WiFi cells. The
primary concept pertains to the automatic reconfiguration of the OpenVPN tunnel in a
prompt manner subsequent to handover events involving mobile users. The process involves
informing the VPN server regarding the modified VPN tunnel context subsequent to the

mobile user's acquisition of the new address. In contrast to caching techniques, this approach
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prioritizes the reduction of packet loss rather than complete elimination. There exists a direct
correlation between the quantity of lost packets and the duration of the handover operation

executed by mobile users.

In [34], the authors introduce an extension to Secure SHell (SSH) designed to enable
applications to maintain their sessions even during brief and temporary physical network
disconnections. The core concept revolves around the ability to reinstate a previously
established connection, albeit requiring the setup of new TCP connections upon
reconnection. To achieve this, a buffer is employed to store data received from the previous
socket. This data is then duplicated and retransmitted after establishing the new connection.
However, this specific approach introduces a notable additional computational load,

particularly during the process of renegotiating new session keys.

In [35], the authors build upon the work of the IETF Network Mobility working group [36]
to present their Secure Network Mobility (SeNEMO) scheme. Extending the Mobile VPN
described in reference [34], this scheme incorporates the Session Initiation Protocol (SIP)
and integrates a dedicated framework for real-time applications within the VPN context. The
effectiveness of the SeNEMO concept is established through rigorous analytical models and

simulations.

Table 2.1 provides a concise overview of the primary advantages offered by VPNs within
high-performance computer networks. VPNs offer a means of ensuring secure transmission
of data, optimizing network performance, and facilitating remote access, all while effectively
protecting sensitive information against potential cyber threats. They play a crucial role in
safeguarding the privacy of users and facilitating uninterrupted connectivity in a worldwide,

interconnected setting.
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Table 2.1 : Summarizes the Main Benefits of Vpns in High-Performance Computer Networks.

Points

Explanation

VPNs operate across different network
layers, offering versatile deployment.

VPNs function at various layers of the
network stack for adaptable implementation.

VPNs create secure subsets within
larger networks, enhancing security.

They establish isolated portions within big
networks, boosting security.

VPNs enable secure communication
between entities, ensuring encrypted
data transmission.

They provide a safe channel for encrypted data
exchange between separate parties.

VPNs establish encrypted virtual
tunnels for secure data transmission
over the Internet.

They create encrypted virtual pathways to
securely transmit data over the Internet.

VPNs use encryption for data
protection and provide IP address
anonymization.

Employing encryption, they safeguard data
and mask users' IP addresses.

VPNs improve efficiency and
collaboration in geographically
dispersed networks.

They enhance network efficiency and
collaboration across diverse locations.

VPNs are designed for unsecured
online environments to maintain data
security.

Specifically designed for unsecured online
spaces, they uphold data security.

VPNs ensure secure transmission of
sensitive data, maintaining
confidentiality.

They guarantee secure transmission of
sensitive data, preserving confidentiality.

VPNs enable secure communication
between partners, protecting data
transmission.

They facilitate secure partner communication,
safeguarding data in transit.

VPNs protect against unauthorized
access and cyber threats, ensuring
security.

They guard against unauthorized access
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2.2 VPN APPLICATIONS FOR HANDLING MOBILITY

Wire-Guard is a newly developed open-source software that has been specifically designed
for the purpose of creating highly efficient VPNs within the information technology (IT)
industry. The system provides a secure means of regulating access to network resources and
effectively segregates the flow of user data from external entities. WireGuard, a software
known as the "Next Generation Kernel Network Tunnel,”" has been seamlessly incorporated
into the Linux kernel, thereby enabling its utilization across various interconnected devices.
WireGuard distinguishes itself through its comparatively lightweight nature and minimal
hardware prerequisites. Its streamlined codebase contributes to heightened levels of security
and improved performance. The system utilizes Cryptokey Routing, a method in which IP
addresses are allocated in a one-to-one correspondence with peer public keys, thereby
guaranteeing the secure decryption of packets. The primary advantage of WireGuard is its
compact codebase, which ensures enhanced security and reduced energy consumption. The
security features of the software have undergone thorough analysis, encompassing aspects

such as confidentiality, authentication, and resilience against malicious attacks.

WireGuard demonstrates a wide range of applicability in the realm of mobile and Internet of
Things (10T) technologies, providing seamless connectivity while transitioning between Wi-
Fi and mobile networks. The efficacy of this technology has been substantiated through a
range of studies, including a study conducted at African universities, which effectively
highlighted its robust data security features in authentic VPN situations. Furthermore, the
importance of WireGuard in the context of 5G network slicing becomes apparent, as it offers
tangible benefits through the deployment of virtualized network functions. The extensive
utilization of the software is apparent, as it has been incorporated into a diverse range of
devices, encompassing unmanned aerial vehicles (UAVs), RaspberryPi, and sophisticated
Internet of Things (10T) sensor systems. Users have the opportunity to enhance the security
of their network by integrating firmware solutions like OpenWRT and employing MQTT as
a reliable intermediary for transmitting data securely. In the contemporary IT environment,
WireGuard has established itself as a highly effective and secure VPN solution, owing to its

strong capabilities and seamless integration.
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Figure 2.2 depicts a prevalent situation wherein a VPN, potentially implemented via
WireGuard, is employed to establish a connection between an Unmanned Aerial Vehicle
(UAV) equipped with either an LTE or 5G connection, as well as the corresponding GCS,

which may likewise possess an LTE or/and 5G connection.

IP1
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s
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-
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Figure 2.2: VPN Management for an LTE-UAV And GCS Device.

In this scenario, both the UAV and the GCS have IP addresses that were assigned by their
respective service providers. Consequently, direct communication between these entities is
rendered impossible. Figure 4 depicts the use of a VPN by organizations in order to establish
effective management and assure secure communication. The OpenVPN service is hosted
on a server with a fixed IP address (IP1), whereas the UAV (IP4) and GCS (IP5) obtain their
IP addresses from the LTE Wireless Network. On the (UAV and GCS) devices, OpenVPN
clients are executed, permitting them to obtain VPN addresses. IP2 is allocated to the UAV,
while IP3 is assigned to the GCS. The use of VPN addresses establishes a shared virtual
network for the (UAV and GCS), allowing for direct and seamless communication between
the two entities. The VPN is an efficient means of establishing a connection between the

UAYV and GCS, allowing for the transmission of data in a secure and uninterrupted manner.

As depicted in Figure 2.3, the authors of [37] present a secure interconnection framework
for Unmanned Aerial Vehicles (UAVs and GCS) using VPN technology. The study provides
18



evidence of the viability of implementing a 4G connection to establish a direct connection
between a drone and a data server, as indicated by the green dashed line. This connectivity
enables the storage of data of interest, such as audio, video, and telemetry, for subsequent
processing and analysis. In addition, a secondary VPN connection, denoted by the red long
dashed line, is established between the UAV and GCS to enable FPV operations in both Line
of Sight (LOS) and Beyond Line of Sight (BVLOS) scenarios.

The efficacy of the proposed VPN-based method in establishing a robust and efficient
connection over long distances with a substantial data transmission capacity is supported by
the findings of their empirical investigations, which involved the streaming of video and
audio content [38]. The architecture enables the secure transmission of data by establishing
a VPN tunnel between the public Internet as well as the GCS. This ensures a seamless and
protected UAV scenarios [39], this study emphasizes the importance of employing VPN
technology to improve the communication and data transfer between (UAVs and GCSS) in

a dependable and secure manner.

OpenVPN
Server
L e " "
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Eivi Ground Control i
ying Drone Internet Station Telemetry at
BVLOS conditions
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Data Server +and storage
operations

Figure 2.3: A Schematic of The VPN Setup Discussed In.[40]

2.3 VIRTUAL PRIVATE NETWORKS: SECURITY CONCERNS AND
SOLUTIONS

In today's network infrastructures, VPN functionalities have become widely embraced as
integral components across diverse network devices. The inclusion of a firewall stands out

as a pivotal factor in upholding network security within the framework of VPN safeguarding.
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To enhance the efficacy of VPN security measures, contemporary security solutions propose
the incorporation of firewalls alongside advanced Intrusion Detection Systems (IDSs) [41]
or Intrusion Prevention Systems (IPSs) [33,42]. These amalgamated systems offer
comprehensive capabilities for identifying and mitigating potential risks within the VPN
environment. In the forthcoming sections, a succinct overview of Intrusion Detection
Systems (IDSs) will be presented, followed by an exploration of their seamless integration

with VPNSs to bolster the overall security of computer networks.

2.3.1 IDSs, IPSs, and IDPSs are Varieties of Intrusion Detection and Prevention

Systems.

An Intrusion Detection System (IDS) encompasses both software components and hardware
devices equipped with specialized embedded software. Its primary purpose is to examine the
incoming and outgoing network traffic of a specific network. The primary function of an
IDS within a network, typically a Local Area Network (LAN), is to consistently monitor
network traffic for indications of potentially harmful or unauthorized activity targeting any
host, be it a client or server within the network. When the IDS detects potential threats or
anomalies, it has the capability to generate alerts and log files, which can offer valuable
insights to network administrators. In addition, IDS have the capability to retrieve and store
pertinent data from relational databases pertaining to network traffic that is deemed
noteworthy in terms of security. These capabilities enable network administrators to adopt a

vigilant and proactive stance in protecting the network against potential security breaches.

An Intrusion Prevention System (IPS) refers to a software or hardware component that is
seamlessly incorporated into a network infrastructure, aiming primarily to impede and
counteract any attempted attacks directed towards the network. The IPS implements a range
of proactive measures, such as the termination of packets or sessions, the initiation of session
resets, and the inclusion of the offending host in a blacklist. The IPS effectively enhances
the network'’s security and aids in the mitigation of potential risks and vulnerabilities by

promptly addressing potential threats.

In the domain of network security, (IDS and IPS) are two interconnected technologies that

can effectively work together to augment the overall level of protection. These entities

operate by utilizing predetermined algorithms established by the network, allowing them to
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activate notifications or implement precautionary actions upon identification of particular
patterns within the network's traffic. The establishment of a robust hybrid system, referred
to as (IDS and IDPS), is achieved by integrating the functionalities of both (IDS and IPS).
The provided solution offers a comprehensive and robust defense mechanism by efficiently
detecting potential threats through intrusion detection and promptly implementing
preventive measures to counteract any malicious activities. The incorporation of IDS and
IPS) within an IDPS facilitates a proactive strategy in protecting the network against diverse

security threats and potential unauthorized access attempts.
2.3.2 Combining VPNs with IDSs and IPSs

A considerable body of scholarly research has been dedicated to investigating the
augmentation of VPN security by incorporating (IDSs and IPSs). As an example, the
study conducted by [41] addressed the issue of TCP SYN-based Denial-of-Service
attacks targeting HTTP servers. The researchers proposed the implementation of IDS to
promptly identify such attacks, along with the utilization of ACL to effectively prevent
them. The incorporation of a VPN with an IPS facilitates the automated prevention of
such attacks. The primary objective of the study conducted in reference [33] was to
deploy an IPS within wireless networks by utilizing WBVPN. This implementation
aimed to establish a singular pathway for the analysis of network traffic and the
prevention of unauthorized activities. The efficacy of the proposed scheme was
demonstrated by the authors through the utilization of real-case scenarios. A different
study introduced a novel framework [42] that aims to optimize the synchronization of
security services and minimize the associated overhead traffic. This framework
specifically focuses on addressing security concerns within networks that rely on VPN
technology. These endeavors aid in strengthening VPNs against possible risks and

guaranteeing a more secure and resilient network environment.
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3. MATERIALS AND METHODS

3.1 INTRODUCTION

In this chapter centers on the exposition of methodology and model that we have developed.
This particular model functions in conjunction with three distinct protocols, specifically
(CBR, FTP, and HTTP). The aforementioned protocols serve a crucial function in
coordinating and overseeing the transmission of data within networks. In order to thoroughly
assess the effectiveness of our model, we have chosen to employ a network configuration
that exhibits a Manhattan topology. This decision enables the establishment of a systematic
and regulated setting for our assessments. The study presented in this paper encompasses

two separate scenarios, each of which provides unique and valuable insights.

The initial scenario has been formulated to incorporate the utilization of a VPN. The
inclusion of this integral component serves to augment the security and isolation measures
within our network, thereby bolstering data privacy and facilitating controlled access. On
the contrary, the second scenario depicts a network devoid of a VPN. The utilization of the
"non-VPN" configuration permits us to establish a direct juxtaposition with the VPN-
enabled situation, thereby elucidating the ramifications of VPN integration on network

efficacy.

The subsequent sections will provide a more comprehensive analysis of the intricate
composition of each phase within our proposed framework. Our objective is to present a
thorough and enlightening explanation of our methodology and its subsequent application in

these two separate scenarios, with the intention of providing a comprehensive understanding.
3.2 VIRTUAL PRIVATE NETWORK (VPN)

VPN is designed for enhancement of security over the networks using software only.
Deployment of VPN technology implies implementation of software based network between
two parties (or more) over the bigger physical network. VPN technology can be realized in
many applications such as internet (i.e. web applications), intranet (local/private network
made between particular candidates for preforming a specific task where this network is

separated from the public internet network).
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The development of internet and computer technologies have motivated the security
engineers to design virtual network that can be operated over any physical network and can
be used by any number of subscribers to protect the connection privacy [43]. As an example
of VPN are the banking applications. Since all the banking activates (at least those related to
the bank clients) are made over the internet and folded under the so-called internet banking.
The internet banking is susceptible for malicious activities since it is operating over a public
network like internet. Banks have tried many (methods) to protect the online transactions.
Those methods are categorized into several groups and can be generalized according to their
existence. Therefore, there are some that security and precautions implemented at the end

users handset to ensure [44].

That only the authorized person can access to the account, this implemented security features
on the banking applications such as face recognition, finger impression, eye recognition, etc.
As well as the network can be upgraded to accommodate a safe connection between the user
(client) and the bank server. The network upgrading is the most important step to ensure
safety of connection and prevent malicious activities. Banks are adopting a virtual network
that encapsulate the active transaction between the client and banks servers, this virtual
encapsulation is termed as VPN. The VPN creates a private and secure connection, known
as tunnels, through systems that use the data communication capability of an unsecured and
public network like the Internet. VPNs employ robust protocols to establish confidential
communication channels across the Internet. Virtual connections are established through the
utilization of the Internet, facilitating the linkage of private corporate networks with remote
business sites or employees working from home offices. When making a decision on a secure
communication method, organizations frequently weigh the merits of two commonly
employed protocols, namely IPsec and SSL, as illustrated in Figure 3.1. Every protocol
exhibits its own set of advantages and disadvantages, with the final decision depending on
various factors such as the infrastructure of the corporate network, specific security

requirements, cost considerations, and reliability demands.
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Figure 3.1: An Overview of the VPN Network's Foundational Architecture.

Many enterprises choose to implement IPsec VPNs over the internet as a cost-effective
alternative to private WAN connections, leased lines, and long-distance phone charges,
which can be prohibitively expensive. Businesses and enterprises can achieve significant
cost savings by opting for IPsec VPNs. Additionally, these VPNs contribute to increased
productivity through the facilitation of smooth business-to-business interactions, the
augmentation of sales efforts, and the optimization of customer service management
processes. IPsec provides an additional advantage by facilitating secure and convenient
access to an organization's network resources for remote employees, including those

operating from home offices or remote locations, via remote internet connections.
3.3 PROPOSED MODELS

A Virtual Private Network (VPN) is established with the purpose of establishing secure
tunnels for connections over public networks, thereby guaranteeing that only authorized
participants within the VPN are able to engage in these connections. The aforementioned
method of safeguarding has exhibited efficacy in maintaining connectivity within vast
networks, such as the internet. Networks consist of a wide range of activities, each of which

may have unique requirements in terms of bandwidth and routing.
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Various applications may necessitate different levels of throughput, whereas certain
applications function in real-time situations where minimizing packet transmission delay is
of utmost importance. The seamless incorporation of VPN technology necessitates
meticulous coordination with other network configurations, particularly those that prioritize
critical factors such as time delay and throughput. Network planners must prioritize both
network security and performance equally. Hence, it is imperative to conduct a thorough
investigation into the effects of VPN on various network performance metrics in order to
establish a robust network. In order to examine the impact of VPNs on network performance,

two models were constructed utilizing Network Simulator (Version 2).

In the second scenario, a network consisting of ten nodes is implemented and distributed in
the form of a Manhattan grid, as depicted in Figure 3.2. The Manhattan model employs a
grid road topology. It functions most effectively in areas where streets are arranged in an
organized manner. The model involves the distribution of mobile nodes in either a horizontal

or vertical direction on an urban map.

In each of the models mentioned below, network is examined by realizing performance
metrics throughput and time delay, ultimately results from both proposed models are

compared.

Figure 3.2: Nodes Connected in Manhattan Grid Topology Without VPN.
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3.3.1 Manhattan Topology Model

The Manhattan topology, also known as a grid or lattice topology, is a network architecture

that bears resemblance to the structured and perpendicular grid-like street layout commonly

observed in urban areas such as Manhattan. Within the domain of computer networks, the

Manhattan topology replicates the grid-like structure by organizing network nodes and

connections in a comparable manner.

In a Manhattan topology, the network nodes are arranged in a grid-like structure resembling

the layout of streets in Manhattan, with horizontal and vertical connections between adjacent

nodes. Several crucial guidelines must be followed when constructing this network.

a.

Node Placement: In the architecture of a network, the placement of network nodes,
which encompass computers, routers, and devices, is akin to the arrangement of
intersections formed by horizontal and vertical lines, resembling the grid-like structure
of streets within a city. Every individual node within the system is intricately linked to
its adjacent nodes, resulting in the formation of a highly organized and coherent pattern.
Connections: Network links or connections are established in a manner that mirrors the
layout of streets in a city grid, with horizontal and vertical lines serving as the primary
means of connectivity. This guarantees that every node is directly linked to its adjacent
nodes.

Predictable Paths: The predictability and determinability of data transmission paths are
notably high. The transmission of data occurs along predetermined pathways, typically
adhering to a linear trajectory along the grid lines.

Scalability: The process of incorporating additional nodes into the network is relatively
uncomplicated, as they can be seamlessly integrated into the preexisting grid structure.
Controlled Layout: The implementation of an organized layout offers several
advantages in the realm of network management, troubleshooting, and maintenance.
This is primarily due to the regular and systematic structure that it provides.

Limited Redundancy: Although the Manhattan topology presents a clear and regulated
design, it may exhibit restricted redundancy. The occurrence of a solitary link failure

has the potential to result in the isolation of a network segment.

The utilization of Manhattan topologies is prevalent in situations that prioritize predictability

and simplicity, such as sensor networks, wireless mesh networks, and specific variations of
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ad-hoc networks. These protocols offer a clearly defined framework for the transmission of
data and can prove to be highly advantageous in the realms of research and experimentation.
Additionally, they serve as valuable tools for examining network dynamics within controlled
environments. Within the framework of our research, the utilization of a Manhattan topology
facilitates the establishment of a regulated setting for the assessment of the efficacy ofa VPN

system across diverse traffic origins. As shown in Figure 3.2.
3.3.2 First Scenario without VPN

The wireless network is comprised of ten immobile nodes that are organized in a Manhattan
grid topology. This implies that the placement of these nodes occurs at the points where
horizontal and vertical lines intersect, thereby replicating the arrangement of streets in a city
grid. Every individual node possesses wireless communication capabilities, enabling the

seamless exchange of data without the necessity of physical connections.

At the outset, the network is established in the absence of any VPN configuration. This
scenario represents the fundamental state in which data is transferred directly between nodes

without any supplementary encryption or tunneling facilitated by a VPN.

The term "throughput" pertains to the velocity at which data is effectively conveyed between
interconnected nodes within a network. In the present investigation, the objective is to assess
and juxtapose the mean throughput throughout the entirety of the network, with regards to
various protocols namely (CBR, HTTP, and FTP). This task encompasses the transmission
of data packets utilizing specified protocols and the computation of the mean rate at which
these packets are successfully received at their designated endpoints. The metric of
throughput offers valuable insights into the network's ability to efficiently manage data

transmission across various protocols.

Time delay, also referred to as latency, denotes the temporal duration required for a data
packet to traverse from the originating node to the receiving node. The desirability of lower
latency stems from its correlation with faster data transmission. The objective of this study
is to assess and contrast the mean time delay associated with data transmission across the
network for three distinct protocols, namely (CBR, HTTP, and FTP). The task at hand entails
the computation of the mean latency for data packets that are transmitted utilizing each

respective protocol.
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The task at hand entails conducting a comparative analysis of three distinct protocols,
namely (CBR , HTTP ,and FTP), within the given scenario. Each of these protocols fulfills
a distinct purpose. The utilization of CBR is frequently observed in real-time applications
that necessitate a steady and uninterrupted flow of data. HTTP, on the other hand, is
predominantly employed for web browsing purposes, while FTP finds its primary

application in facilitating file transfers.

By conducting a comparative analysis of the average throughput and time delay of these
three protocols, valuable insights can be obtained regarding the performance of each protocol
within the wireless network. This comparative analysis facilitates comprehension of the
respective merits and demerits of each protocol with regard to the efficiency and speed of

data transmission.

The initial comparison is conducted in the absence of VPN, serving as a baseline for
assessing the effects of implementing a VPN in the subsequent phases of the second scenario.
A VPN enhances the level of security and privacy in the transmission of data, potentially

impacting variables such as throughput and latency.

Hence, the present scenario pertains to the assessment of the operational efficiency of a
wireless network comprising ten immobile nodes organized in a Manhattan grid
configuration. This study aims to analyze and compare the average throughput and time
delay of various data transmission protocols (CBR, HTTP, and FTP) within the given
network. This comparative analysis will provide a basis for conducting further research on
the implementation of VPN, wherein the impact of VPN on network performance metrics
will be investigated within the context of identical protocols. Figure 3.3 shows the flowchart

to explain the first scenario.
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Figure 3.3: Diagram to Illustrate the First Scenario.
3.3.3 Second Scenario With VPN

In the new scenario, an additional layer of VPN is introduced to the existing network
topology. The VPN is specifically deployed between two designated nodes, namely node 2
and node 3. Consequently, the transmission of data traffic between node 2 and node 3 will

be facilitated via the VPN tunnel. As show in the figure 3.4.
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Figure 3.4: Depict of Second Scenario That Demonstrates the VPN Connection.

The followings steps explain the phases of new scenario:

a.

With the same wireless network that consists of ten non-mobile nodes arranged in a
Manhattan grid. In this new model, we apply a VPN connection between node 2 and
node 3. This connection creates a secure and private tunnel between these two nodes,
ensuring that the data transmitted between them is encrypted and protected.

Then we proceed to test three different protocols - CBR, HTTP, and FTP - within the
network. These protocols represent different types of network traffic. The focus is on
evaluating the impact of the introduced VPN on network performance metrics,
specifically throughput and time delay.

The throughput, which refers to the amount of data that can be transmitted over the
network, is measured and compared for the protocols (CBR, HTTP, FTP) in the presence
of the VPN connection between node 2 and node 3. The time delay, also known as
latency, is measured and compared for the same protocols under the influence of the
VPN connection.

By comparing the throughput and time delay results of the protocols (CBR, HTTP, FTP)
with the VPN connection between node 2 and node 3, you can assess the impact of the
VPN on the specific connection.

The final step involves comparing the entire network's performance in two modes: one
with the introduced VPN (specifically affecting the connection between node 2 and node

3) and the other without any VPN.
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Overall, the goal of this new model is to analyze how the addition of a VPN connection
between two nodes (node 2 and node 3) within the network affects the network's performance
metrics, and subsequently, how it impacts the overall network performance when compared
to the scenario without any VPN. Figure 3.5. shows the flowchart to explain the second

scenario with apply VPN.
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HTTP, F'TP)
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Compare Results

Present Average Time Delay and
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.

Figure 3.5: Flowchart to Explain the Second Scenario with Apply VPN.
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3.4 GENERATORS OF TRAFFIC SOURCES
3.41 HTTP Traffic Source Generator

HTTP has the potential to function as a substantial generator of network traffic in both
simulated environments and real-world situations [45]. Simulation and analysis of network
behavior, performance, and efficiency are of utmost importance in the field. HTTP serves as
the fundamental framework for facilitating the exchange of data on the global network
known as the World Wide Web. When an individual interacts with a website, their web
browser initiates (http) requests to a server, soliciting a diverse range of resources including
HTML documents, images, videos, stylesheets, scripts, and additional elements [45,46].
Each of these resources is individually retrieved from the server. HTTP, as a means of traffic
generation, produces traffic through the emulation of web page loading. Every component
present on a webpage, including but not limited to images, videos, and scripts, necessitates
a distinct HTTP request in order to be retrieved from the server. The cumulative impact of
numerous requests and corresponding responses plays a significant role in the generation of

network traffic.

HTTP adheres to a client-server paradigm, wherein the client, typically a web browser,
initiates requests to the server, and the server reciprocates by providing the requested
resources in its response [47]. The reciprocal exchange of information between the client
and the server results in the generation of network traffic, thereby emulating interactions that

occur in real-world scenarios.

Web applications frequently depend on the HTTP as the primary means of facilitating data
exchange between the client and the server. This encompasses the transmission and reception
of data for the purpose of processing form submissions, verifying user identities, and
facilitating various other types of interactions. Every transaction encompasses HTTP
requests and responses, thereby contributing to network traffic. HTTP communication is
characterized by the exchange of discrete messages, namely requests and responses, as
opposed to a continuous flow of data. The inherent characteristic of HTTP being message-
based facilitates the generation of distinct packets of traffic, thereby enabling the possibility

of analysis and measurement.
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The utilization of HTTP traffic simulation in network models facilitates the assessment of
network performance, capacity, and latency. This enables the examination of the influence
of diverse variables, such as network congestion, on the dissemination of web-based
information. Various web pages and applications exhibit diverse traffic patterns. An instance
can be observed in which a webpage containing abundant media elements leads to an
increased number of HTTP requests and consequently contributes to heightened network

utilization.

In essence, HTTP functions as a multifaceted and practical generator of traffic sources in
both network simulations and real-life situations. The utilization of this technology in
retrieving online resources, emulating user actions, and enabling data transmission between
clients and servers is of utmost importance in the examination of network efficiency and the
enhancement of network architecture. Figure 3.7. shows the transfer of information from one

server to another using the HTTP protocol.

Client Server

Client REQ

Server RES

HTTP

Figure 3.6: The Transfer of Information from One Server to Another Using the HTTP Protocol.
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3.4.2 FTP Traffic Source Generator

FTP, also known as File Transfer Protocol, is a dedicated protocol that has been specifically
developed to facilitate the seamless transfer of files between a client and a server across a
network [48]. The utilization of this tool has the potential to function as a substantial
generator of traffic sources in both network simulations and real-world situations,
particularly when assessing the efficiency of data transfer and network performance. The
primary objective of the FTP is to facilitate the seamless transfer of files between a client
and a server [49]. In its capacity as a traffic source, this system emulates the motion of files
across a network by producing data packets that replicate the characteristics of genuine file

transfers observed in real-world scenarios.

FTP encompasses two primary operations, namely uploading, which entails the
transmission of files from a client to a server, and downloading, which involves the retrieval
of files from a server to a client. Both operations result in the transmission of network traffic
as data packets are exchanged between the client and server. FTP is capable of effectively
managing and transferring substantial files, rendering it a suitable choice for situations that
involve the transfer of substantial volumes of data. The transmission of sizable data files

results in continuous and significant network congestion.

FTP functions in a sequential manner, facilitating the transfer of files or file segments in a
consecutive fashion [50]. The exchange of sequential data plays a significant role in the
generation of structured traffic patterns that can be subjected to analysis and measurement.
Just like HTTP, FTP also adheres to a client-server architecture. The client is responsible for
establishing connections and transmitting requests to the server in order to facilitate the

transfer of files. The server provides the requested files, resulting in bidirectional traffic.

The (FTP) employs distinct connections for the transmission of data, which encompasses the
actual content of files, and for the management of control, which involves the exchange of
commands and responses. The inherent duality of this connection nature gives rise to
numerous concurrent streams of traffic, thereby contributing to the intricacy of network
interactions. The presence of diverse file formats and sizes can result in heterogeneous traffic
patterns. As an example, the act of transferring a video file of substantial size results in a

greater amount of network traffic in comparison to the transfer of a small text document.
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In the context of network simulations, FTP can be employed to replicate real-world
scenarios wherein users are required to transfer files to or from remote servers. This
facilitates the assessment of network performance, including metrics such as throughput and
latency. FTP is commonly employed for the objectives of data backup and synchronization.
The simulation of these activities results in the generation of traffic that accurately represents

the common backup and synchronization operations.

In essence, FTP functions as a multifaceted facilitator of traffic origins, particularly in the
context of evaluating data transmission and network efficiency. The tool possesses
significant value in the analysis of network behavior and the optimization of network design
due to its capabilities in file transfer, simulation of client-server interactions, and generation

of diverse traffic patterns. Figure 3.8 shows the model for sharing files via the FTTP protocol.

Client Server

FTP

Control connection

Data connection

Figure 3.7: Model for Sharing Files Via the FTTP Protocol.
3.4.3 CBR Traffic Source Generator

Constant Bit Rate (CBR) is a widely utilized form of traffic source in network simulations
and performance assessments [51]. The process produces a continuous and uniform flow of

data packets at a predetermined rate, rendering it advantageous for examining the
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performance of networks when subjected to consistent and foreseeable traffic loads. The
process of constant bit rate (CBR) involves the generation of a consistent stream of data
packets without interruption. This phenomenon establishes a uniform and foreseeable flow
of traffic, enabling researchers to conduct an analysis of network performance, capacity, and

potential points of congestion.

CBR traffic exhibits a constant and unvarying rate of data transmission, thereby emulating
applications or services that necessitate a predetermined and uniform allocation of network
bandwidth [52]. This encompasses the utilization of real-time multimedia streaming, voice
calls, or any situation in which a consistent bit rate is imperative. The utilization of CBR
(Constant Bit Rate) can effectively facilitate the regulation and management of data
transmission quantities within a network. Researchers have the ability to analyze the

network's reaction to a consistent data load by establishing a predetermined bit rate.

The utilization of CBR can facilitate the assessment of a network's ability to manage
congestion in the presence of a persistent data flow [53]. This enables the evaluation of
variables such as packet loss, latency, and throughput within a controlled environment. The
utilization of CBR proves to be an appropriate approach for the simulation of real-time
applications that necessitate a continuous and uninterrupted flow of data, such as video
conferencing or online gaming. This aids in the evaluation of the network's capacity to

support these applications without any disruptions.

The utilization of traffic generated by CBR plays a crucial role in the assessment of
significant performance indicators such as throughput, latency, and jitter. These metrics offer

valuable insights into the responsiveness and efficiency of the network [54].

The utilization of CBR is employed in the development of traffic models that aim to simulate
the precise behaviors exhibited by various applications. The bit rate can be manipulated by
researchers in order to replicate various scenarios and examine their effects on network
performance. The utilization of CBR facilitates the examination of network components and
infrastructure through load testing. This process aids in the identification of potential
vulnerabilities and challenges related to scalability. The utilization of CBR facilitates the
establishment of a consistent and controlled testing environment, thereby enhancing the

comparability of outcomes across diverse experiments and network configurations.
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The utilization of CBR-generated traffic facilitates the examination of the conduct exhibited
by diverse network protocols in circumstances characterized by stability. This analytical
approach empowers researchers to meticulously adjust protocol parameters for optimal
performance.In essence, it can be concluded that (CBR) plays a significant role as a valuable
catalyst for the generation of traffic sources in the context of network simulations and
performance evaluations. The consistent and predictable data stream it offers renders it a
valuable instrument for examining network behavior, evaluating real-time applications, and
quantifying crucial performance metrics within controlled settings. Figure 3.9 shows data

sent by CBR.

Data generation &
transmission

CBR source

Figure 3.8: Transmission Data by Using CBR.
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4. IMPLEMENTATION AND RESULTS

4.1 INTRODUCTION

This chapter focuses on the elucidation of the implementation of two scenarios and the
outcomes that have been devised, with three traffic protocols (CBR, FTP, and HTTP). The
first scenario implemented with non-VPN. The second scenario implemented with VPN.

Two primary performance metrics are utilized to assess the influence of VPN on the
network, specifically: latency and throughput. The initial metric, denoted as "time,"
quantifies the duration expressed in seconds, during which the packets transmitted by
multiple nodes are required to remain in a queue until the receiving node confirms their
successful delivery. Furthermore, the throughput can be defined as the quantity of packets
that are successfully delivered within a given transmission episode, which is measured in
terms of simulation time. The first scenario involves utilizing first baseline technology to
enable transmission without the need for a VPN. In contrast, the second scenario involves
performing the same transmission task while utilizing a VPN. The performance evaluation
entails the utilization of throughput and time delay measurements conducted on a set of ten

nodes, each employing distinct traffic generators (CBR, HTTP, and FTP).

The execution of the scenarios involves conducting simulations using NS2 for a
predetermined duration. The experiments encompass various configurations, including the
manipulation of VPN settings, network topologies, and traffic loads. Subsequently, an
assessment will be conducted to analyze the impact of these modifications on the
performance of the (VPN) as well as the broader network infrastructure. Table 4.1 presents

the simulated network models' configurations in NS2.
Throughput can be described in the Equation below (4.1):
Throughput = NoDT (bit/sec.) (4.1

Where NoD stands for number of delivered packets from the source to the destination. And

T is the time taken for performing the transmission operations.
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Table 4.1: Presents the Simulated Network Models' Configurations in Ns2.

Subjects Inside Information
Dimensions of Topology 300 X 300 meter square
Time of Simulation 30 S (seconds)
Nodes No. Ten Nodes (10)
Types of Traffic CBR & HTTP & FTP
Type of Topology Manhattan grid

4.2 RESULT OF (CBR, FTP, AND HTTP) WITH ABSENCE OF VPN
4.2.1 CBR with absence of VPN

Table 4.2 presents a comprehensive analysis of the delay and throughput attributes pertaining
to (CBR) traffic, considering various packet sizes. This analysis specifically focuses on
scenarios where a (VPN) is not present. The table has been structured with three distinct
columns, wherein each column corresponds to a particular packet size measured in bytes:
512, 1024, and 2048.

The second column, denoted as "CBR (milliseconds),”" presents the recorded latency
encountered by (CBR) traffic for each corresponding packet size. The data suggests that as
the size of the packet increases, there is a marginal rise in latency. As an example, when
considering a packet size of 512 bytes, the corresponding delay measures at 0.017
milliseconds. Similarly, for a packet size of 1024 bytes, the delay increases to 0.02
milliseconds. Finally, when dealing with a packet size of 2048 bytes, the delay further
extends to 0.023 milliseconds.

The third column, denoted as "Throughput (Mbit/second),” showcases the attained
throughput of the (CBR) traffic in relation to the packet sizes. As the size of the packet

increases, there is a corresponding increase in the throughput. In particular, the measured
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throughput for packet sizes of 512 bytes, 1024 bytes, and 2048 bytes are 0.006 Mbit/second,
0.014 Mbit/second, and 0.029 Mbit/second, respectively.

Table 4.2: Delay and Throughput of CBR With Different Packet Size Absence Of VVPN.

Packet size (bytes) Delay (milliseconds) Throughput (Mbit/second)
512 0.017 0.006
1024 0.02 0.014
2048 0.023 0.029

4.2.2 FTP with absence of VPN

The evaluation of delay and throughput pertaining to (FTP) traffic in a network configuration
without (VPN) is illustrated in Table 4.3. The table exhibits a structured arrangement
comprising of three essential parameters, namely “packet size (bytes),” "Delay
(milliseconds),” and "Throughput (Mbit/second).” The column labeled "packet size (bytes)"
provides an overview of the different packet sizes employed in the transmission of FTP data,
spanning from 512 to 2048 bytes. Within this particular context, the term "Delay" pertains
to the temporal duration, quantified in milliseconds, required for FTP packets of varying
sizes to traverse the network and successfully arrive at their designated endpoint.
Significantly, the delay exhibits a consistent value of 0.03 milliseconds regardless of the

packet sizes, suggesting a uniform transmission time for FTP packets.

The column labeled "Throughput™ denotes the rate at which data is transmitted by the FTP
traffic for each respective packet size. It is worth noting that the throughput values exhibit
variation depending on the size of the packets. As an illustration, when employing a packet
size of 512 bytes, the resulting throughput amounts to 0.45 megabits per second. In a similar
vein, it can be observed that increased packet sizes are positively correlated with enhanced
throughputs. Specifically, when employing a packet size of 1024 bytes, the resulting
throughput amounts to 3 Mbit/second. Conversely, utilizing a larger packet size of 2048
bytes yields the highest achievable throughput of 7.4 Mbit/second.
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Table 4.3: Delay and Throughput of FTP with Different Packet size Absence of VPN.

packet size (bytes) Delay (milliseconds) Throughput (Mbit/second)
512 0.03 0.45
1024 0.03 3
2048 0.03 7.4

423 HTTP with absence of VPN

Table 4.4 presents a comprehensive examination of the delay and throughput pertaining to
(HTTP) traffic. This analysis takes into account various connection rates within a network
configuration that does not incorporate (VPN). The table has been structured according to
three primary parameters, namely "Number of connection rate,” "Delay in milliseconds,"

and "Throughput in Mbit/second.”

The column labeled "No. of connection rate" represents the quantity of concurrent
connections established for HTTP traffic. In this instance, the table presents three distinct
connection rates, namely 5, 10, and 15. The connection rates mentioned here pertain to the
simultaneous interactions between clients, typically web browsers, and a web server. During
these interactions, multiple clients make requests to the server and receive resources from it

concurrently.

The column labeled "Delay" denotes the duration of time, quantified in milliseconds,
required for HTTP requests and responses to traverse the network at the given connection
rates. It is worth mentioning that the delay remains consistently at 0.03 milliseconds across
all connection rates, suggesting a uniform transmission time for HTTP traffic irrespective of

the quantity of concurrent connections.

The column labeled "Throughput™” demonstrates the rate at which data is transmitted by the
HTTP traffic for each connection rate. It is noteworthy that the throughput values exhibit
consistency across various connection rates, as evidenced by each scenario attaining a

throughput of 18 Mbit/second. This observation implies that the network configuration, in
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the absence of (VPN), is capable of effectively managing HTTP traffic with a consistent and

elevated data transmission rate, regardless of the quantity of concurrent connections.

Table 4.4: Delay and Throughput of HTTP With No. of Connection Rate Absence of VPN.

) " Throughput
No. of connection rate Delay (milliseconds) )
(Mbit/second)
5 0.03 18
10 0.03 18
15 0.03 18

In In brief, the provided table 4.2 presents significant findings regarding the correlation
between packet size, delay, and throughput for (CBR) traffic within the examined network
conditions. It highlights the notable influence of packet size on both delay and throughput
measurements within a network that does not employ (VPN). As well as the presented data
in Table 4.3 provides an illustration of the influence of different packet sizes on the delay
and throughput of (FTP) traffic in a network setup that does not employ (VPN). In spite of
persistent latency, the efficiency of (FTP) traffic exhibits a positive correlation with packet
size, thereby suggesting a direct association between the size of packets and the rate at which
data is transmitted. In addition, the findings presented in Table 4.4 illustrate that
manipulating the quantity of simultaneous connections in the absence of (VPN) does not
have a substantial impact on the latency or data transfer rate of (HTTP) traffic. The network's
ability to effectively handle HTTP requests and responses, irrespective of the quantity of

active connections, is demonstrated by its stable delay and consistent high throughput.
4.3 RESULT OF (CBR, FTP, AND HTTP) WITH VPN
43.1 CBRwith VPN

The delay and throughput characteristics of (CBR) traffic in (VPN) are analyzed in Table
4.4. The examination considers different packet sizes. The table exhibits a structured format
comprising of three essential parameters, namely "Packet size (bytes),” "Delay

(milliseconds)," and "Throughput (Mbit/second)."
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The column labeled "Packet size (bytes)" denotes the byte size of data packets involved in
the transmission of (CBR) traffic. The study examines three discrete packet sizes, namely
512 bytes, 1024 bytes, and 2048 bytes. The varying packet sizes observed in this context

serve as a reflection of the quantity of data encompassed within each individual transmission.

The column labeled "Delay” denotes the duration of time delay encountered during the
transmission of (CBR) traffic, quantified in milliseconds. Significantly, the latency
consistently maintains a minimal value of 0.01 milliseconds for all packet sizes. This finding
suggests that the configuration of the VPN has a negligible effect on the latency encountered

by (CBR) traffic, irrespective of the packet size.

The column labeled "Throughput” provides information on the achieved data transmission
rate of (CBR) traffic for each packet size, measured in megabits per second (Mbit/s). The
throughput values are indicative of the efficacy of data transmission. It is noteworthy that
the throughput values exhibit a consistent pattern regardless of the packet size. The network
demonstrates throughputs of 0.006, 0.014, and 0.029 Mbit/second for packet sizes of 512
bytes, 1024 bytes, and 2048 bytes, correspondingly.

Table 4.5: Delay and Throughput of CBR With Different Packet Size and VPN.

Packet size (bytes) Delay (milliseconds) Throughput (Mbit/second)
512 0.01 0.006
1024 0.01 0.014
2048 0.01 0.029

4.3.2 FTP with VPN

The analysis of delay and throughput related to (FTP) traffic, taking into account various
packet sizes, is presented in Table 4.5. This analysis is conducted within a network
configuration that incorporates (VPN). The table comprises three primary parameters,

namely "Packet size (bytes)," "Delay (milliseconds),” and "Throughput (Mbit/second).”
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The column labeled "Packet size (bytes)" denotes the size of the data packets employed in
the (FTP) communication, quantified in bytes. The study investigates three unique packet
sizes, namely 512 bytes, 1024 bytes, and 2048 bytes. Increasing the size of packets has the
potential to enhance the efficiency of data transfer by mitigating the overhead linked to

packet headers.

The column labeled "Delay" denotes the duration of time delay encountered by (FTP)
network traffic, quantified in milliseconds, for each packet size within (VPN) configuration.
Significantly, the delay exhibits a consistent and minimal value of 0.01 milliseconds for all
three packet sizes. This observation suggests that (VPN) possesses the capability to sustain
a rapid data transmission procedure, thereby leading to negligible latency for (FTP)

communication.

The column labeled "Throughput™ presents the achieved data transmission rate of FTP traffic
for each packet size, denoted in megabits per second (Mbit/s). As the size of the packet
increases, there is a corresponding increase in the throughput. In the context of packet
transmission, it is observed that the throughput varies depending on the size of the packets.
For instance, when the packet size is set at 512 bytes, the throughput is measured to be 1.5
Mbit/second. Similarly, when the packet size is increased to 1024 bytes, the throughput
significantly improves to 9.4 Mbit/second. Furthermore, when the packet size is further
increased to 2048 bytes, the throughput reaches its peak at 19.3 Mbit/second. This
observation suggests that the utilization of larger packet sizes positively impacts the rate of
data transmission, thereby facilitating the transfer of a greater volume of data within a given

time frame.

Table 4.6: Delay and Throughput of FTP with Different Packet Size and VPN.

Packet size (bytes) Delay (milliseconds) Throughput (Mbit/second)
512 0.01 1.5
1024 0.01 94
2048 0.01 19.3
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4.3.3 HTTP with VPN

The analysis of delay and throughput related to (HTTP) traffic, taking into account various
connection rates in the presence of (VPN), is presented in Table 4.6. The table has been
structured according to three primary variables: "Number of connection rate,” "Delay in

milliseconds,"” and "Throughput in Mbit/second."

The column labeled "Number of connection rate™ provides information regarding the
quantity of concurrent connections established specifically for HTTP traffic. Within the
present framework, the table takes into account three discrete connection rates, specifically
5, 10, and 15. The connection rates depicted herein pertain to the simultaneous interactions
between clients, typically in the form of web browsers, and a web server, while making use
of (VPN).

The column labeled "Delay" denotes the temporal interval, quantified in milliseconds, during
which HTTP requests and responses encounter latency while traversing the network under
the designated connection rates and in the presence of an active VPN. It is worth noting that
the delay consistently maintains a constant and minimal value of 0.01 milliseconds
regardless of the connection rates. This implies that the utilization of (VPN) has effectively
mitigated latency, resulting in enhanced transmission speed for HTTP data.

The column labeled "Throughput” presents the achieved data transmission rate of the HTTP
traffic for each connection rate, taking into account the presence of a VPN. The throughput
values exhibit minor fluctuations depending on the quantity of simultaneous connections. At
a connection rate of 5, the measured throughput is 49.9 Mbit/second. However, when the
connection rates increase to 10 and 15, the throughput experiences a slight reduction to 40
Mbit/second and 42 Mbit/second, respectively. This observation suggests that the network,
when utilizing the VPN, is capable of consistently sustaining a substantial data transmission

rate for HTTP traffic, even when faced with different levels of concurrent connections.
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Table 4.7: Delay and Throughput of HTTP with No. of connection rate and VVPN.

) . Throughput
No. of connection rate Delay (milliseconds) )
(Mbit/second)
5 0.01 49.9
10 0.01 40
15 0.01 42

In brief, the findings presented in Table 4.4 demonstrate that the implementation of (VPN)
does not have a substantial impact on the latency encountered by (CBR) traffic, irrespective
of the size of the packets. Moreover, the observed uniformity in throughput measurements
for different packet sizes indicates that (VPN) is capable of sustaining a consistent rate of
data transmission for (CBR) traffic. The aforementioned data highlights the efficacy of
(VPN) in maintaining the prompt and efficient transfer of (CBR) data across various packet
sizes. As well as the findings presented in Table 4.5 indicate that in the specific setting of a
network equipped with (VPN), the delay experienced by FTP traffic remains consistently
low while the throughput increases as the packet size is enlarged. This implies that the VPN
configuration demonstrates effective support for efficient and expedient FTP data transfer,
wherein larger packet sizes yield enhanced throughput performance. In addition the findings
presented in Table 4.6 illustrate that the inclusion of (VPN) does not significantly impact
network latency and ensures a consistently robust data transfer rate for HTTP traffic. The
observed low delay values indicate a high level of efficiency in transmitting data, while the
consistent throughput values highlight the network's capacity to effectively manage HTTP
requests and responses. This holds true even when employing (VPN) and across various

connection rates.

4.4 VISUALIZING NS2 SIMULATIONS AND VPN IMPACT ON NETWORK
PERFORMANCE

The preceding sections have provided the outcomes obtained by employing the Network
Simulator 2 (NS2), a widely used and robust tool for conducting network simulations. The

experimental configuration and simulation results are depicted using a sequence of graphical
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representations, facilitating a comprehensive comprehension of the observed network

dynamics.

The architecture of the Network Simulator 2 project is illustrated in Figure 4.1. The provided
figure offers a comprehensive depiction of the structural organization of the simulation
environment, highlighting the various components that are integral to the simulation process.
The provided information functions as a guide for comprehending the subsequent

illustrations and their contextual significance within the simulation framework.
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Figure 4.1 : Network Simulator 2 Project Overview.

The distribution of network nodes in a Manhattan grid topology is depicted in Figure 4.2.
The Manhattan grid is a spatial arrangement in which nodes are systematically positioned in
a structured grid pattern, thereby emulating a real-world scenario. The presented diagram
illustrates the configuration of nodes and their interconnections, which significantly impact

the behavior and efficiency of the network.
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Figure 4.2: Network Simulator 2 Nodes Distribution in Manhattan Grid Topology.

The results of the network incorporating VPN integration are depicted in Figure 4.3. The
presented diagram illustrates the precise performance metrics, including delay and
throughput, that are observed upon the deployment of VPN technology within the network.
Through the process of comparing these metrics in the presence and absence of a VPN,
significant knowledge can be obtained pertaining to the influence of VPN on network

performance across varying circumstances.
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Figure 4.3: The Outcomes of the VPN-Integrated Network.

In a similar vein, the outcomes of a network that does not employ a VPN are depicted in
Figure 4.4. This figure provides a direct comparison to the scenario with integrated VPN as
illustrated in Figure 4.4. By juxtaposing these results, it becomes feasible to evaluate the
benefits or potential compromises linked to the implementation of VPNs on network

performance, taking into account variables such as latency and data transfer rate.

In essence, the aforementioned sequence of visual depictions (Figure 4.1 to Figure 4.4) offers
a graphical portrayal of the experimental configuration, network simulation, and resultant
findings. The aforementioned data collectively contribute to a comprehensive
comprehension of the study's findings and illuminate the implications of integrating Virtual

Private Networks within the simulated network environment.
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Figure 4.4: Depicts the Outcomes of An Integrated Network That Does Not Utilize A VPN.
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5. RESULTS AND DISCUSSION

5.1 INTRODUCTION

This chapter provides an in-depth examination of traffic sources in relation to both VPNs
and non-VPN situations. The analysis commences with a thorough examination of the delay
characteristics shown by various traffic sources. In this study, we aim to examine the effects
of VPN and non-VPN configurations on the latency performance of (CBR), File Transfer

Protocol (FTP), and Hypertext Transfer Protocol (HTTP) traffic sources.

Following this, our attention is redirected onto the assessment of throughput, which is
another crucial element of network performance. This study employs a systematic
methodology to investigate the impact of VPN presence or absence on the throughput of
CBR, FTP, and HTTP traffic sources. The objective is to get insights into the efficiency and

effectiveness of these sources across different scenarios.

In order to enhance our comprehension, we utilize comparative analyses with other pertinent
research, so offering a more comprehensive framework for the results. Through an in-depth
exploration of these comparisons, we acquire significant insights on the distinctive
contributions of our research and its congruence with the current body of knowledge in the
respective subject. This study endeavors to offer a complete analysis in order to present a
holistic viewpoint on the intricate relationship between traffic sources, VPNs, and network

performance.
5.2 TRAFFIC SOURCE COMPARISON OF THE DELAY
5.2.1 Comparison of CBR Traffic Source with VPN and non-VPN

The figure 5.1presents a comparison of the delay experienced in scenarios involving both
VPN and non-VPN setups, specifically for the (CBR) traffic source. The delay values are
presented for several packet sizes, specifically 512, 1024, and 2048 bytes, under both
situations. When employing a VPN, the measured latencies for all sizes of data packets
consistently exhibit a lower value of 0.01 milliseconds, in contrast to the absence of a VPN
where latencies vary between 0.017 and 0.023 milliseconds. The results indicate that the
integration of a VPN has led to a decrease in latency for (CBR) traffic. This underscores the
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capability of VPNs to improve network performance by mitigating delays specifically for

this type of traffic.
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Figure 5.1: Comparing VPN vs. non-VPN Delays with CBR Traffic.
5.2.2 Comparison of FTP Traffic Source with VPN and non-VPN

Figure 5.2 shown analysis of the delay experienced by the FTP traffic source in two separate
network environments: one involving the utilization of a VPN, and the other without the
implementation of a VPN (non-VPN). The comparison is conducted using different packet
sizes, specifically 512, 1024, and 2048 bytes. In the context of a VPN, it is observed that the
latency for (FTP) traffic remains continuously low, with a constant value of 0.01
milliseconds, regardless of the size of the packets. On the other hand, the scenario without a
VPN demonstrates a latency of 0.03 milliseconds per packet size. The results of this study
suggest that the utilization of a VPN has led to a significant decrease in latency, thereby
highlighting its effectiveness in improving the efficiency of (FTP) data transmission. The

52



persistent low delay exhibited by the VPN underscores its capacity to enhance network
performance and provide seamless data transmission. The aforementioned comparison
highlights the notable benefits associated with the utilization of a VPN for (FTP) traffic,

emphasizing its capacity to reduce latency and enhance network performance as a whole.
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Figure 5.2: Comparing VPN vs. non-VPN Delays with FTP Traffic.
5.2.3 Comparison of HTTP Traffic Source with VPN and non-VPN

To compare the delay between scenarios including the use of a VPN and situations without
a VPN, specifically focusing on the "HTTP" traffic source. The objective was to evaluate
the effect of using a VPN on transmission latency. In the context of the VPN scenario, the
delay observed for the transmission of "HTTP" traffic consistently maintained a low value
throughout various intervals. Specifically, a delay of 0.01 milliseconds was reported. In
contrast, in the absence of a VPN, the transmission of "HTTP" traffic demonstrated a

marginal increase in delay, with a recorded average of 0.03 milliseconds each transmission
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interval. This discovery highlights the possible advantages of employing a VPN in mitigating
transmission latency for the "HTTP" traffic source. The results indicate that the utilization
of VPN technology enhances network efficiency and facilitates efficient data transfer,
especially in situations when minimizing latency is of utmost importance, as shown in figure
5.3.
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Figure 5.3: Comparing VPN vs. non-VPN Delays with HTTP Traffic.
5.3 TRAFFIC SOURCE COMPARISON OF THE THROUGHPUT
5.3.1 Comparison of CBR Traffic Source with VPN and non-VPN

To compare the throughput of data transmission between scenarios with VPN and situations
without VPN. The focus of the study was to examine the effects of implementing a VPN on
data transfer rates, specifically for the "CBR" traffic source. Consistent throughput numbers
were observed for "CBR™" traffic across various packet sizes in both the VPN and non-VPN

scenarios. The observed throughput for both circumstances was 0.006 Mbit/second, with a
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packet size of 512 bytes. In a comparable manner, it was observed that the throughput values
for packet sizes of 1024 and 2048 bytes remained constant at 0.014 and 0.029 Mbit/second,
correspondingly, irrespective of the existence of a VPN. The findings suggest that the
introduction of a Virtual Private Network had no substantial impact on the throughput of the
"CBR™ traffic source. The results indicate that the throughput of "CBR" traffic is resistant to
modifications in VPN configurations and maintains a generally stable performance across
various packet sizes. This underscores the consistency of data transfer rates in both VPN and

non-VPN situations. As shown in figure 5.4.
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Figure 5.4: CBR Performance Under VPN Versus non-VPN Conditions.
5.3.2 Comparison of FTP Traffic Source with VPN and non-VPN

The investigate the disparity in throughput between situations with VPN and those without
VPN, specifically for the "FTP" traffic source. The primary objective was to gain insights
into the influence of a Virtual Private Network on the rates of data transfer. In the given

context of "FTP" traffic, there were significant variations seen in the throughput figures
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between the two situations. In the context of the VPN scenario, the measurement of
throughput was conducted for packet sizes of 512, 1024, and 2048 bytes, resulting in
respective values of 1.5, 9.4, and 19.3 Mbit/second. On the other hand, the scenario without
a VPN exhibited varying throughput numbers, specifically 0.45, 3, and 7.4 Mbit/second for
the respective packet sizes. The findings suggest that the introduction of a VPN had a
noticeable effect on the data transfer rate of the "FTP" traffic origin. The results indicate that
the throughput of "FTP" traffic showed notable enhancements when employing a VPN,
particularly when dealing with higher packet sizes. This highlights the potential advantages
of utilizing a VPN to improve the efficiency of data transfer speeds for (FTP) traffic across

different packet sizes. As shown in figure 5.5.
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Figure 5.5: FTP Performance Under VPN Versus non-VPN Conditions.
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5.3.3 Comparison of HTTP Traffic Source with VPN and non-VPN

The examines the impact of a VPN on data transfer rates by comparing the throughput of
"HTTP" traffic in both VPN and non-VPN scenarios. The objective is to gain insights into
the influence of VPNs on the efficiency of data transmission. The throughput numbers
observed for "HTTP" traffic displayed notable variations between the two situations at
varying connection rates. In the context of the VPN scenario, it was seen that the throughput
exhibited a noticeable increase when connection rates of 5, 10, and 15 were employed,
resulting in measured values of 49.9, 40, and 42 Mbit/second, respectively. On the other
hand, the scenario without a VPN exhibited a consistent throughput of 18 Mbit/second for
all three connection rates. The results of this study indicate that the introduction of a VPN
has a notable influence on the throughput of "HTTP" traffic, leading to considerable
enhancements in data transfer speeds, especially when dealing with different connection
rates. This highlights the possible benefits of utilizing a VPN to optimize the speed of data
transmission for "HTTP" traffic in various connection settings. As shown in figure 5.6.
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6. CONCLUSION

The research investigated the effects of VPN on network performance, with specific
emphasis on throughput and latency. The investigation yielded several significant findings:

a. Theresearch thoroughly investigated the modifications in connection types among three
distinct protocols, namely HTTP, FTP, and CBR. The systematic methodology
employed facilitated the observation and measurement of both throughput and time
delay across diverse circumstances.

b. Prior to the implementation of a VPN, the throughput demonstrated a consistent
performance across various protocols. Subsequent to the implementation of the VPN
infrastructure, a noticeable reduction in data transfer rates was observed specifically for
the (FTP) and (HTTP) protocols. It is noteworthy that the performance of the (CBR)
protocol exhibited minimal impact from the VPN.

c. Significantly, the study revealed a remarkable pattern in the average duration of delay.
The implementation of the VPN network led to a noticeable rise in the average latency

experienced across the three protocols, namely (CBR), (HTTP), and (FTP).

The discoveries provide insight into the complex relationship between the deployment of
VPNs and the performance of networks, revealing the subtle differences in data transfer rate
and latency among various types of network traffic. The findings offer significant insights
into the inherent trade-offs and considerations associated with utilizing VPN technology to

bolster network security, while also impacting the dynamics of network performance.

In the future work, a multitude of captivating avenues arise from the findings of this study.
Improving VPN configurations to mitigate the decrease in data transfer rate, conducting
protocol-specific analyses to develop customized VPN strategies, and implementing hybrid
VPN approaches may present more sophisticated resolutions. Additional investigation into
network architecture, empirical evaluation, and the specific effects on applications may
reveal valuable practical knowledge. Promising avenues include the exploration of dynamic
VPN adaptation, comparative analyses involving various protocols, and the development of
energy-efficient VPN implementations. Evaluating the user experience and the wider
environmental implications of VPN deployment has the potential to offer a comprehensive
viewpoint. By thoroughly examining these instructions, a deeper understanding of the impact
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of VPN on network performance and security can be attained, facilitating the development

of stronger and more flexible network solutions
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