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FRAMEWORK MODELING FOR HEALTHCARE SYSTEM 
BASED ON MACHINE LEARNING AND BLOCKCHAIN 

 ABSTRACT 

Health is a basic need of people and everybody needs good and less costly health 

facilities. In the current era, there is a great advancement of technology, such system 

should be provided that ensures easy access and less costly health to everybody.   There 

are a large of research in the medical field, like cure of cancer and uncured diseases, 

but health cost is still an issue for everybody despite of the availability of much 

information. The proposed system is developing application can provide real-time 

information to doctors and health providers about patients, as well as considering the 

security aspect in the transmission and authentication of the information. This thesis 

contains two parts: The first part: Provides a better decision support to increase the 

quality of health and care (using Logistic Regression, Decision Tree, Random Forest, 

Support Vector Machine and hybrid between Artificial Neural Network and Deep 

Neural Network), different learning models are trained, without modifying the dataset 

properties, while their decisions were considered as input to the logical consensus 

paradigm.  The suggested approach abstracts the decision made by different learning 

models, passing those models behavior to a binary logical decision layer, which 

produced the results. The training samples, the decision abstraction layer and the final 

decision were used to update the overall logic of the proposed system. During the 

training phase, the update logical decision module will keep updating its parameters. 

After all, the proposed paradigm of combining different learning approaches with a 

simple binary circuitry achieved almost 100% accuracy.  The second part: The next 

generation blockchain technology can help in reducing the cost of transactions in 

various government schemes. Healthcare is an industry that requires real-time up 

gradation and updating in order to meet the intended need for the dispatch of quick and 

efficient healthcare. A key generator based on logistic map theory can be applied. The 

key generator is not meant to be regenerated, which means that it is not possible to 

regenerate the same key. Therefore, the authentication is strengthened.     

Keywords: Healthcare, machine learning, blockchain, authentication, logistic map       
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CHAPTER 1 

INTRODUCTION 

This chapter contains an overview of machine learning and blockchain technology, 

and describes some basic terminologies used in blockchain technology.  

The term breast cancer has been used to describe a category of malignant growths 

among the tumors that affect females [1]. Globally, at least 400,000 exclusive deaths 

of women have been reported as the result of breast cancer annually, comprising 14% 

of all cancer-related deaths. [2]. The key problem with cancer is the lack of the              

existence of an ultimate medical solution for its treatment, implying that the best life-

saving strategy against it is an early diagnosis. In addition to the above, it is known 

that medical laboratory tests usually lead to multiple cases, as doctors and laboratory 

specialists have to analyze and determine the possibility of the diagnosis being cancer 

or not. The Wisconsin Diagnostics Breast Cancer (WDBC) dataset is an example of a 

lab test that contains the characteristics of nine patients that require analysis. In this 

case, the instances of the above-mentioned dataset are not easily used directly due to 

the high variance of their values. Therefore, to demonstrate a mathematical model with 

decent accuracy, such data need to be adjusted. In this study, the characteristics within 

the WDBC dataset were used without an adjustment, i.e. as they came from the source. 

Then, six different models were presented, and the final decision used the output of 

those models as inputs into the proposed logical inference system. Online networking 

and big data analytics have made healthcare-related problems very light. At present, it 

has become easier to give patient data, while effective algorithms and tools are utilized 

for analyzing particular data and appropriate treatments are offered to patients, leading 

to reduced time and cost. Further online networks that make use of big data could also 

involve other professionals in the field of healthcare to inculcate new materials and 

firms, which could, in turn, also facilitate peer-to-peer (P2P) learning. It is important, 

however, that, when using these online networks and the big data of healthcare, 

privacy-related issues should be mitigated, due to the sensitivity of the healthcare 

information [2].
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Technological advances have strengthened the health-care sector, as in several life  

sectors. Essentially, advances in technology have participated considerably in 

improving security, user experience, and various aspects in the field of healthcare. 

These improvements have been supported by electronic health records (EHRs) and 

electronic medical records (EMRs). However, they face challenges as a result of 

certain problems relevant to data integrity, security of the medical records, and user 

ownership of the data. New technology, such as blockchains, can provide a solution to 

the aforementioned problems, since they possess the ability to provide a tamper-

resistant platform for storing, in a secured way, any information associated with the 

healthcare field and a record of the medical information of a patient [3].  

In the EHR system, each access to the record of a patient is recorded (who accesses 

the record, where that access occurred, the date and time of the access) for any reason 

with its history in a log file for post-check-in of the date of arrival. Those log files are 

then used to reconstruct previous cases of medical records; hence, they can act as legal 

documents. Therefore, secure protection must be provided to the logfile against any 

illegal access and should be changed as little as possible, taking into account and big 

data and online networking [4]. 

1.1. Machine Learning Techniques  

Machine learning is one of the most important topics of study due to the tremendous 

the influence of AlphaGo and other artificial intelligence (AI) applications. The 

subregion of AI and computer science is known as machine learning. It represents a 

region that uses certain unique algorithms to 'learn' computer systems with specific 

data without programming complexity. In particular, it is a mechanism that helps 

computer systems or computers to perceive, observe, understand, and predict the world 

as humans do. Machine learning is the ability for a computer to develop new 

information and capabilities and reorganize established experiences [5]. 

1.1.1. Logistic Regression 

Logistic regression (LR) is a kind of reverse action analysis, where the categorical 

results could be prognosticated depending on specific predictors [6]. Probabilities of 

the potential results are formed, using logistic methods, as a procedure of unattached 
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variables. LR could be either binomial or multinomial. LR utilizes a linking procedure 

that tra  

In linear regression patterns with single or repeated independent variables, X, the 

dependent variable, Y, is an uninterrupted accidental variable in nature. However, in 

some positions, the dependent variable is qualitative and verbalized by 2 or more 

classes; in other words, it admits 2 or more values. In this case, the method of least 

squares does not offer reasonable estimators. A suitable approximation can be attained 

using LR, which permits the usage of a regression model to estimate or forecast the 

possibility of a specific event [6,7]. 

1.1.2. Decision Tree 

In data science, the decision tree (DT) algorithm is a very important algorithm. There 

are many desirable decision techniques, such as classification and regression trees 

0 decision tree algorithm and iterative dichotomiser 3 

(ID3) [8]. A DT describes the process formation and flow, in which each essential 

node refers a test on an element, each transition represents one of the results from the 

test, and each of the leaves is associated with one of the classes [9,10]. Observations 

are split into parts to establish trees continuously. In many cases, tree classifiers apply 

the ranking process in 2 phases, comprising the tree growing phase and tree pruning 

phase. Tree growing consists of a top-down methodology, wherein division of the tree 

occurs in a recursive manner. This is determined to have been accomplished 1) at the 

point when a node has attained identical values to those of the goal variable, or 2) when 

the prognoses no longer gains value as a result of separation. On the other hand, with 

tree pruning, absolute evolution of the tree will occur, and this absolutely evolved tree 

will be cut back so as to prohibit the data from being overfitted. The process of tree 

pruning enhances the accuracy that the tree attains in a bottom-up manner. DTs are 

used quite extensively in a great number of fields as a result of their being sufficiently 

powerful for data deployment.  
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1.1.3.  Random Forest 

Random forest (RF) is a combination learning technique that is produced through 

planting numerous classification trees that contribute collectively to the latest 

judgment based on the general majority [11,12].  

RF consists of a set of classifiers, each of which has a tree structure. Assume that a 

specific RF has  trees of classifiers that are defined as  for , 

where  is a set of independent identically distributed (iid) random vectors and 

 is the input, and each tree votes for the most common class at input  [13]. 

The RF training goes through the following stages [14,15]: 

1. Supposing that the instance number in the training group is N, sample N 

random states using the original data (bootstrap).  

2. The number of characteristics is M. Then, a simple number of m (<<M) 

characteristics are selected at random, after which, for those characteristics, optimal 

division is employed to attain division of the nodes. The value of m stays fixed in the 

forest development.  

3. Each of the trees is fully evolved to attain its maximum potential, because no 

restrictions exist. Reviewing and establishing a DT a number of, k, times, we get k 

different DTs, resulting in a arbitrarily produced 'forest', as shown in Figure 1.1 below.  

As the RF training ends with  trees, which are unique classifier models, the test phase 

will use the popular majority vote among those distinct trees [16]:  

                     (1.1) 

where  represents a combined model of classification,  represents the variable 

of the output,  represents the function of indicator  represents a single model of 

DT. To a certain variable of an input, each tree possesses right for voting in order to 

choose the optimal result of the classification. 
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Figure 1.1 Random forest training algorithm 

The WDBC breast cancer data, obtained from the University of California Irvine (UCI) 

Machine Learning Repository, were classified as follows: 80% were placed into the 

training group and 20% were placed into the test group. Training of the data yielded a 

RF of 500 trees. The accuracy of the model after testing it was 98.91%.  

1.1.4.  Support Vector Machine 

Support vector machine (SVM) is what is known as a type of supervised machine 

learning that is broadly implemented in the domain of cancer identification and 

forecast. The SVM algorithm chooses significant samples from all of the categories, 

known as support vectors, and divided these categories by producing a linear method 

that splits them as widely as possible using these support vectors. Therefore, it could 

be considered that representation between an input vector to a high dimensionality 

space is produced with the use of SVM that leads to discovering the most appropriate 

hyperplane that splits the dataset into categories [17]. This linear classifier leads to an 

increase in the distances among the decision hyperplanes and the closest data point, 

widely known as the marginal distance, by discovering the best appropriate hyperplane 

[18]. 

1.1.5. Artificial Neural Network 

Artificial neural networks (ANNs) present a way to describe artificial neurons for 

solving complicated issues, similarly, as the human brain does. In past years, 
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particularly, since in 1950s, there has been increasing attention towards studying the   

mechanism and structure of the human brain.  

 This increasing attention to such research has led to the development of novel models 

of computations, communication systems, or ANNs, depending upon the biological 

background, to solve complicated issues, such as fast processing, and adapting of 

information and pattern recognition [19]. 

This network is typically composed of several layers, which are organized in 

sequential order, whereas every layer comprises 1 set of neurons that all have the same 

communication pattern as the neurons that are in the other layer. 

The first and last layers are then utilized as variables of the input and output, while the 

transitional layers are most often considered to be a hidden layer, which can be one or 

more, based on how complex the problem is. The neuron weights are then adjusted 

automatically as a result of training the network, in line with the rules of learning until 

it properly simulates the previous data or conducts the desired assignment. 

Mathematical functions, well known as functions of neuron transfer, are utilized for 

converting inputs to outputs, for each neuron [19], as can be seen in Figure 1.2 

 

Figure 1.2 Artificial neural network [20] 
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1.1.6. Deep Neural Network 

Recently, to provide patients with suitable medicine-related services, deep neural 

networks (DNNs) have gained a lot of attention, and many studies have been 

conducted with regard to the probability distribution and predictability of diseases 

from younger to older generations in accordance with the definition of precision 

medicine. Simultaneously, it is necessary that behavioral studies are conducted on the 

clinical data to obtain predictive results using several effective and AI techniques. 

Because the behavioral research that is currently taking place can have a deep impact 

on the outcomes, obtaining the features that are the most effective is imperative with 

respect to correlation when attempting to reflect the precision characteristics of both 

machine learning and a DNN [21]. 

A DNN is a bio-inspired algorithm, it is graphically introduced as a set of layers, where 

each layer is a vertical combination of nodes. Each node corresponds to a processing 

unit that applies a linear function, followed by a non-linear activation function when 

fed with raw input data. This application will transform the data representation at each 

layer, leading to the statistical model that helps to thereafter perform the 

classification/detection task. The output is a series of probabilistic nodes, where each 

one corresponds to the probability of classifying the input in a certain class. This 

number of processing layers to which the data was passed and transformed is what 

inspired the label 'deep'. The strength of neural networks lies in the fact that we could 

train them for approximating any function, given that there are adequate data and 

computing time. 

Initially, the network is naive, wherein it does not know the function of mapping the 

inputs to outputs. 

We can train the network by updating its parameters according to the loss that the 

network makes at each step. To find those parameters, it is necessary to know how 

badly the network predicts the true output. Therefore, the loss function can be 

computed, which is a forecast error measure. For instance, the mean square loss (MSL) 

is sometimes utilized in problems related to regression and binary classification.  
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Here,  represents the number of training examples,  represents the true labels, and 

represents the predicted labels [22]. 

1.2. Materials and Methods  

It is possible to use the blockchain as a direct database or level record. Customers who 

use the Bitcoin Center store their blockchain metadata in Google's Level DB database. 

These blocks are then 'back', meaning that each of them is attached directly to the 

previous block in the chain. There is a 

blockchain, which can be visualized as a vertical stack, in which the blocks are placed 

on top of one another, and the main block always functions as the stack core. 

Visualizing blocks piled on top of each other leads to use of terms like 'height' to 

indicate the distance from the first block, and the term 'top' to indicate to the block that 

was the most recently added [23].  

One of the unique features of the blockchain is that each of the blocks that is within 

the blockchain has a distinct hash that is obtained using the secure hash algorithm-256 

(SHA-256), which is a cryptographic algorithm, on the header of the block. 

Additionally, each of the blocks also refers to the previous block, which is called the 

'parent block', through a field in the header of the block that is known as the 'hash of 

the previous block'. This means that the parent hash of each block is comprised in the 

header of that block. Then, the hash clustering, which connects each of the blocks to 

its parent, forms a chain that then goes directly back to the primary, or what is 

commonly known as the 'starting' block, in any point [24]. 

Any of the blocks can possess a number of children after a while due to the presence 

of only a single parent. Each of the children indicates a block similar to its parent and 

encompasses the corresponding parent hash in the field of the 'previous block hash'. 

Many children come into being in the blockchain 'fork', which is an impermanent 

condition that occurs when dissimilar blocks are detected, at  almost the same time, by 

different miners.  

Ultimately, the fork is resolved once a single child block integrates into the blockchain. 

Despite this, a block might contain children (more than a child), and each one could 

have only 1 parent. This is attributed to a block possess that is known as the 'hash of 
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previous block field', which indicates its only origin (the parent). The major block 

within the blockchain, which was created in 2009, is commonly known as the 'starting 

block'. This block is the 'common ancestor' of a great number of the blocks that are in 

the blockchain, which means that when you start from any block and track a chain in 

the opposite direction over time, ultimately, you can reach the starting block [25]. 

1.3. Blockchain Technologies 

In broad terms, blockchains can be viewed and described by placing focus on their 

main driving principles, which include things like the decentralization of data, 

transparency, immutability, security, and privacy. 

1.3.1. Decentralization of Consensus  

The distributed nature that the network has means that the untrusted participants have 

to be able to reach a consensus. In a blockchain, this consensus may be based 1) on the 

'rules' that are used to determine, for example, which of the transactions are, or are not, 

allowed, the number of bitcoins that will be included in the block reward, and the 

mining difficulty, or 2) on the 'transaction' history, which allows the users to be able 

to determine who is the owner of what. The idea behind a decentralized agreement on 

the transactions, is that it controls the process of updating the ledger, through the 

transmission of these responsibilities to the local nodes, which, in turn, performs a 

verification of the transactions independently, and then, subsequently, adds the 

transactions to the computation throughput that is the most cumulative, such as the 

'longest chain' rule. Moreover, it is not necessary to have a central authority or 

integration point to be able to consent to the transactions or stipulated rules. Hence, 

there is no single point of trust or of failure [24]. 

1.3.2.  Immutability and Transparency 

The blockchains are immutable information that can only be added to previous data 

and once entered, it cannot be changed or lost, which provides an incorruptible past 

record that will become constant in the system. In addition, transparency is secured 

while all of the changes are indicated on the ledger and can be audited by any party 

that is participating in the network [26]. 
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1.3.3. Security  

Here, it is important to clarify that the blockchains are tamper-proof, shared, replicated 

ledgers, comprising irreversible records that cannot be changed as a result of their 1-

way cryptographic hash functions. Even though security here is a relative concept, it 

is important to mention that blockchains are secure to a certain extent. This is because 

the user is only able to transfer the data if they have possession of a private key. This 

private key is used to facilitate 1 signature for each of the blockchain transactions that 

the user must send out. This created signature is then used to determine and ensure that 

the transaction did in fact come from the user, in addition to preventing anyone else 

from altering the transaction once the signature has been issued [24]. 

1.3.4. Automation and smart contracts.  

A smart contract is a form of arbitration that is 1) mostly automatable by a computer; 

however, it may be required that a few select parts may are input and controlled by 

humans, and 2) enforceable, either through the legal enforcement of rights and 

responsibilities or through the execution of a tamper-proof computer code. The term 

'smart contract' is also a technical meaning, at a low-level, within some technology 

platforms for distributed ledgers, on which it has been used to describe a replicated 

code that is synchronously run on more than one node of the distributed ledger. When 

necessary for to make it clearer, the term 'technical smart contract' can be used to refer 

to this low-level code [27]. 

1.3.5. Storage  

One of the key features of storage is that storage space, such as that available on a 

blockchain network, can be used to storage and exchange random data structures. The 

storage of such data may have suffered some size limitations that have been set in place 

to avoid the problem of 'blockchain bloating'. As an example, metadata can be used to 

issue meta-coins, which are second-layer systems that use the portability of the 

underlying coin, which serves as a fuel. Any transactions that occur in the second layer 

also represent a transaction in the network that underlies it. On the other hand, storage 

of further data can be handled off-chain, through a private cloud on the infrastructure 

of the client or public storage (P2P or third-party). Some blockchains, such as 
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Ethereum, also allow for data to be stored as a variable of a smart contract or as the 

log event of a smart contract [24]. 

1.4. Blockchain Classification 

Based on the path, blockchains are mainly classified into 3 types, as public, 

consortium, and private blockchains, and then can be further can be classified into 

main and side chains, depending on the link of the chains. Moreover, many 

blockchains are able to form into a network, where the chains in this network are then 

also interconnected and generate an interchain. 

Public Blockchain: This is an 'agreement blockchain', which everyone is able to gain 

access to. The topology of the blockchain is able to send transactions and be validated. 

Every person is eligible to compete for the billing rights. Public blockchains are 

usually considered as completely decentralized, with typical use that is similar to that 

of the bitcoin blockchain, where the information is fully published. 

Private Blockchain: This blockchain is a courtesy to write residue in one community. 

The subscription to read it may be public or limited to a certain extent. Within a 

company, there are added options, such as database management, audit, etc. In most 

instances, public access is not required. 

Consortium Blockchain: This is between the public and private blockchains and refers 

to a blockchain with a consent process that is controlled by nodes that have been 

preselected. As an example, imagine a system of 20 financial institutions, and each 

manages 1 node, and 15 of them must approve each of the blocks to be recognized as 

correct and then added to the chain. The right to be able to read the blockchain may be 

open to the public or restricted by the participants, or even a hybrid. These chains are 

partially decentralized [28]. 

1.5.  Block Structure  

The block is a structure that contains data that construct the entire exchange for 

inclusion in an open record, or in the blockchain. Blocks are made up of headers, which 

comprise metadata, which are then followed by an insignificant list of exchanges that 

form the major portion of their volume. The block header is 80 bytes, and despite that, 
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regular exchanges occur in the 250-byte region, and a regular block can comprise over 

500 exchanges. Therefore, the total block, with all of the exchanges, is actually several 

times larger than the block head [29]. 

1.5.1. Block Header 

The header of block header consists of three block metadata arrangements: 

 Each block references a hash of previous block which connects a block with a 

previous block in the blockchain. 

 The second part forms difficulty target, timestamp, and nonce, relates to mining 

challenge. 

 The third part is the root of the Merkel tree, a structure of information, which are 

employed for effectively intensifying each exchange in the block. The difficulty 

target, timestamp and the nonce are used in the process of mining [29]. 

1.5.2.  Block Identifiers  Block Header Hash 

The primary identifier is its encryption hash. This is an impression of computerized 

distinct fingerprinting that is made twice by the blockhead hash via the SHA-256. The 

resulting 32-byte hash is called a block hash, or furthermore, it can also be called a 

block header hash, which is attributed for a reason, as only the block header is 

employed for computing it. Figure 1.3 illustrates the basic structure of the blockchain 

[30]. 
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Figure 1.3 Blockchain structure

1.5.3. Linking Blocks in the Blockchain

A local copy of the blockchain is stored in the bitcoin nodes, beginning from the 

starting block. The local copy of the blockchain, which is continuously being updated 

as new blocks, is detected and utilized for extending the chain. When a node receives 

blocks incoming from the network, it validates those blocks and then links them to the 

present blockchain. For creating a link, the node scans the header of the block that 

reaches and search for the hash of the previous block [31].

1.6. Research Objectives and Contributions

Healthcare is a very basic need of all people and every person should be able to access 

good quality and low-cost health facilities. In the current era, in which there has been 

great advances in technology, such a system should be provided that ensures easy 

access and low-cost healthcare for every person. The current age has been one of 

information and big data, which provides many efficient, not to mention the best, types 

of research and products, the cost of healthcare remains an issue for people, despite the 

availability of a great deal of information. This data needs to be used to provide 

reasonable and efficient information that reduces the cost of healthcare, in addition to 
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securing the privacy of the information of the patients. The work herein was based on 

the contributions listed below:  

A.  Due to the ability of blockchains in enabling the safe storage of health information 

while maintaining a single decentralized version of the truth, different medical 

organizations and individuals have embraced them for purposes such as analytics to 

make healthcare p

while efficient algorithms and tools analyze the given data and suitable therapies are 

given to the patients, resulting in time and cost reductions. Furthermore, online 

networking which makes use of big data can also be used to engage other healthcare 

professionals with new companies and materials. Thus, it will also encourage P2P 

learning. However, privacy issues need to be mitigated while using online networking 

and big data for healthcare purposes since healthcare information is sensitive [32]. 

Various methods of key generation and cryptography were proposed for use in 

blockchains. Cryptography is the study of techniques for secure communications. The 

various aspects of cryptography include confidentiality, data integrity, and 

authentication. The idea of using chaos in cryptography is highly appreciated and often 

researched because it is extremely sensitive to initial condition and control parameters 

and to pseudo-randomness, and, therefore, it perfectly suits and enhances the 

requirements of secure algorithms. Any small change in the initial conditions causes a 

drastic change in the output. The encryption scheme is unique, and the quantitative 

requirement is defined based on the application [33]. The blockchain receives requests 

from insurers, hospitals, doctors, and laboratories to access the records of a patient. In 

this case, each patient will control those who can access his/her data, while healthcare 

providers can enhance patient care based on more precise data. 

B.  An end-to-end case study of a blockchain-based healthcare app that we are 

presently developing by using logistic map equations to generate unique keys that 

cannot be duplicated is presented here. 

C. National Institute of Standards and Technology (NIST) statistical tests are used to 

build, manage, and track cryptographic keys through a wide range of blockchain 

network nodes. The NIST statistical tests were chosen to evaluate the features of 
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correlation and cross-correlation, whereby the key space is sufficient. For that reason, 

they are appropriate for applications dealing with issues of encryption [34].  

1.7.   Dissertation Organization  

Chapter One: As an introduction, Chapter 1 provides an overview of the main 

motivations for this work, in addition to the research problem statement, and research 

objectives and contributions. 

Chapter Two: Presents background and related work. It discusses the related 

algorithms and search algorithms that have focused on the examination of the 

different analytics techniques used as a key factor in supporting the process o f  

decision-making in the healthcare system, which used a blockchain for the secure 

application.   

Chapter Three: Presents a new approach that was developed, called a multi-model 

logical inference (MMLI) system. The developed system consisted of a decision 

abstraction layer (DAL) that was designed to form a logical map using the output of 

the different initial models. Feedback from the DAL and the final decision were used 

to update the relationship that led to the best estimation. Without having any 

adjustment or duplicating the WDBC dataset, almost 100% accuracy was achieved 

using the proposed logical inference rule and the definition properties of the logistic 

map. To be able to enlarge the chaotic region of the logistic map, so as to make 

it better able to generate the key, the mix multiparameter of the logistic map key 

generation was proposed. A novel key was thus created for every session. The 

main algorithm showed how a new key could be generated for the hash function 

of a new block. To generate the unique key, and key generation that is based on 

the logistic map theory is able to be treated. Key generation should never perform 

if it is not possible to generate the key same again. 

Chapter Four: This chapter on the experimental analysis includes a full description of 

the algorithms, machine learning, and present privacy issues for better results in the 

blockchain with the logistic map. 

Chapter Five: Presents the conclusion and future work. 
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CHAPTER 2  

LITERATURE REVIEW 

A review of the current literature on the analytics of healthcare using big data 

techniques was conducted and the application of these big data techniques in systems 

in the field of healthcare was explored.  Furthermore, focus was placed on examining 

the different analytical techniques used as a major factor in supporting the decision-

making process in the healthcare system, as well as on big data analytical techniques, 

types of analytics, data, data sources, and big data applications, all within the 

healthcare services field. Moreover, a review was then conducted with the aim of 

exploring the literature on this topic from various sources, with concentration being 

focused on the objectives, as listed below: 

 To identify the various viewpoints in relation to the definition and concepts of 

both big data and blockchain in the field of healthcare. 

 To conduct an examination of the sources of big health data. 

2. 1  Performance Tests 

The inherent purpose of designing a cryptosystem is to secure the ability to transmit 

medical images related to the medical field, in the environment of an Internet of 

Healthcare Things. The work herein examined a 2-dimensional triangular map that is 

designed using a set of familiar sine and cosine logistic maps, which characterized 

their dynamics. In internet healthcare scenarios, devices are connected to the internet 

to efficiently deliver the health data of patients, in addition to gaining access to distant 

health facilities, so as to be able to focus on fast recovery of the health condition 

suffered by the patient. As an aspect of medical data, medical images are of great 

significance and need to be transmitted safely. In view of the current situation of 

medical image security transmission, this paper focused on the prioritization of 

securing those images. Chaos-based encryption was used to effectively transfer 

medical images, as this system has the ability to easily block most of the attacks. A 

triangular map file was also designed, which has an effective system of encryption that 

can encrypt images of various kinds, particularly in the field of clinical examination. 
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The main metric for evaluating the performance of an algorithm is how quickly it 

works. The encryption algorithm should use up the minimum implementation time to 

be used effectively in encrypting images. 

The speed of the encryption algorithm must be ascertained for each image test, so as 

to determine the running speed that the proposed algorithm has dissimilar volumes of 

images, constructed in seconds, which would indicate the efficiency of the mechanism 

proposed. The results that are tested for scaled images will lead to a proposal for the 

color image mechanism. Some of the pixel information might be blocked out or lost 

an encrypted image is sent. The transmission channel could also mislead a file that is 

a part of the message being transmitted. It is imperative that the cryptographic system 

is powerful when up against block attacks. Moreover, relying upon the analysis 

conducted herein, the capability to create unique images from blocked code images 

was tested [35]. 

2. 2  Big Data in Healthcare 

Big data has actually changed the very way data, in any field, is now analyzed, 

managed, and used. One of the most interesting domains where big data can have an 

impact is on healthcare. In healthcare, Big data comprises large-scale and complex 

electronic health datasets. The difficulty and impossibility of processing that kind of 

data with traditional hardware or software can be attributed to their massive number, 

and in addition, they also cannot be easily processed using common or traditional tools 

and methods in the field of data management [36]  

Massive health data, known as big data, includes a large volume of biological, clinical, 

environmental, and lifestyle-related information taken from a target sample, ranging 

from an individual to large groups, on the subject of their wellness status and health, 

at one or several point points [37]. Big health care data are datasets that are 

characterized by being complex, and have some uniqueness in their characteristics, 

beyond their massive size, that both contribute to facilitating the process of knowledge 

extraction about a specific phenomenon. In addition, large data commonly require the 

process of data analyzing that automatically programs the analytical model building, 

which is called the application of automated learning, in order to provide analysis for 
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the datasets [38]. 

In the field of medicine, big data comprises miscellaneous, multispectral, 

uncompleted, and inaccurate observations (such as medical care, demographics, 

medical care, prevention of disease, diagnosis, morbidity, injury, and mental and 

physical disabilities), resulting from various sources through the use of non-identical 

samples [39].  

Terminologically, big data is used to give a description for datasets that contain 

massive amounts or complications that conventionality, in data processing, would not 

be appropriate to process [40]. 

Big data can be described as very complex, huge data. To manage and process such a 

huge volume of data, traditional data tools can be used [41]. 

Big data can be described as the rapid and sophisticated analysis of a massive volume 

of very dissimilar data [42]. 

Big data can generally be determined through the 4 essential V's, which are as follows: 

volume, velocity, veracity, and variety. Furthermore, an explanation of these 4 can be 

illustrated separately: 

 Volume refers to the quantity or scale of the data. 

 Velocity refers to the analysis of the real-time, near-real-time, and speed of the 

data. 

 Veracity refers to the quality assurance of the data.  

 Variety refers to the dissimilar forms of the data, often from disparate data sources, 

[43]. The term big data also refers to an ultra-massive amount of data that is not 

limited with regards to the scope or magnitude when comes to handling definite 

research questions or conditions related to disease that arise continuously and 

rapidly [44]. 

 7.  Moreover, it can 

describe the big data properties, such as a having high velocity and great variety [45]. 

2. 3  Health Data Sources  

Big health data sources can be classified into the following different types: 
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Traditional medical data:  These data can be acquired from the computerized physician 

order entry (CPOE) EMRs, EHRs, medical history of a patient, clinical decision 

support systems (CDSSs), and (notes written by a physician, and medical images, 

prescriptions, pharmacy, insurance, laboratory, and other administration-related data), 

which help to gain a clear view of disease outcomes and reduce the cost of healthcare 

services [46]. 

Omics data: These data include genomics, macrobiotics, proteomics, metabolomics, 

etc., which play a crucial role in understanding the diseases and optimizing the 

treatment of individuals [47]. 

Internet of Things (IoT): These data can be obtained from healthcare wearables and 

trackers, mobile applications, medical devices, and sensors, which can have a key role 

in providing information regarding the daily health routines and of the lifestyle of an 

individual. 

Social Media: Data are taken on social media sites and their respective applications, 

such as Facebook, Twitter, LinkedIn, etc., and generally used to analyze the 

spread\transmission of the disease [48]. These data can also be used to reveal and 

present evidence of the mood, mental state, health, etc., of an individual. 

Insurance claims: These data include pharmacy claims, and private payer and health 

insurance claims. In summary, healthcare big data originate from 2 major sources:  

a. Internal data sources, such as EMRs, CPOE, biomedical data, and imaging data.   

b. External data sources, such as research and development laboratories, official 

statistics, and social media [36,49]. Table 1.1 illustrates the diverse kinds of 

healthcare data sources. 

2. 4 Analytics Techniques in Healthcare 

There are 2 types of analytics that have been identified in the literature [50] show in 

table 2.1, as follows: 
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Table 2.1 Data sources in the healthcare system. 

Type Source Description Source

 

 

 

Internal 

EMRs/EHRs 

Administrative 

data 

Diagnostics 

Information-related patient, 

medical history medications, 

(physician prescriptions) 

admission, discharge, transfer 

and financial data diagnosis 

results (laboratory reports, 

imaging results) 

Hospitals and 

clinics 

 

Laboratories 

External 

Insurance 

claims 

Omics 

wearables and 

trackers Medical 

deceives Mobile 

Applications 

Social media 

Data of medical reimbursement 

(details of insurance policy, 

procedures, stay in hospital). 

Molecular data (metabolomic, 

transcriptomic  proteomic, 

genomic). 

Wellness and 

lifestyle data 

(smartphones, 

fitness 

monitors). 

Community 

discussions 

Data aggregators 

Diagnostic, 

payers,   and 

R&D 

corporations  

Device data 

systems 

Social media 

Websites, web 

health portals 

 

a. Descriptive analytics (to turn big data into actionable visions). 

b. Predictive analytics (i.e. to predict a future event relying on history-related data).   

c. Prescriptive analytics (i.e. to utilize data to participate in the process of decision 

support). 

Descriptive analytics was applied in the majority of the fields of application in 

healthcare, except for clinical decision support. However, in pharmacovigilance, 

which is among the areas of application studies, it has only been employed in 

descriptive analytics to determine the relationship between the adverse effects of drugs 
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with medication. Moreover, the application of clinical decision support has made wide 

use of predictive analyses, as this application incorporates an array of tools that serve 

as an enhancing element in the decision-making process in the clinical workflow. 

Although numerous studies have been conducted with regards to morbidity and 

predicting the danger of heart attack, pain of chest, and various other cases, the use of 

prescriptive analytics has not been widely used, which can be attributed to the fact that 

most of these studies have concentrated either on a number of people in a given area 

or on a particular disease situation. Nevertheless, particular evidence concerning 

prescriptive analytics have been used in the field of medicine, management, and 

psychological mental state, which is run by the government. These studies have 

participated considerably in forming a data repository or a platform for analytical 

purposes to ease the decision-making process for various conditions. 

In addition, big data technologies, such as MapReduce and Hadoop, can also be used 

in healthcare analytics [50]. Examples of these applications are: 

 MapReduce is able to improve the performance of a common signal detection 

algorithm for pharmacovigilance with nearly linear acceleration rates [51]. 

 Algorithms, which rely primarily on the Hadoop distributed platform, have the 

ability to improve alignment of protein structure more accurately than the current 

algorithms [52]. 

 MapReduce based algorithms are able to function in improving the performance 

of neural signal processing [53]. 

 Algorithms for image reconstruction speed up the process of reconstruction [54]. 

2. 5 Application of Big Data Analytics in Healthcare 

Many potential areas where health analytics can be utilized. The most common areas 

identified in the literature have been mental health, healthcare administration, CDSSs, 

pharmacovigilance, privacy and fraud detection, and public health.  

2.5.1 Clinical Decision Support 

In clinical practice, big data analytics can contribute to detecting the disease in its first 

stage, predict the course of the disease accurately, determine the deviation from the 
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health condition, and changed courses of the disease. Providing this information would 

help healthcare facilities to meet the requirement of predictions, targeted therapy and 

the desired outcome concerning cost-effective care, and reduce resource wasting, by 

providing a recommended response to individuals, encouraging them to maintain 

themselves in good health.  

Healthcare analytics can be applied in cardiovascular disease to investigate the factors 

related to coronary heart disease (CHD) [55], diagnosis of CHD [56], categorization 

of uncertain and high-dimensioned health disease data [57], and prediction of major 

adverse cardiovascular events [58].  

Big data techniques can be applied to predict the types of diabetes, provide early 

diagnosis of the risk level of a patient and associated complications, determine the 

essential elements for controlling diabetes, and examine the historical record of the 

patient to obtain information for appropriate treatment [59]. 

Another major application of healthcare analytics is cancer. Analytics can be employed 

to identify patients that have contracted breast cancer through the use of regression and 

correlation to choose the important features and apply particle swarm optimization to 

categorize the data within the WDBC dataset [60], classify the breast cancer using 

genomic data [61], and predict survival for prostate cancer patients using classification 

models (i.e. DT, ANN, SVM algorithm) [62]. 

Health analytics can be used in intensive care units (ICUs) to provide a better health 

plan by predicting the morality rate from the data of the first 24 h of admission [63] 

and 30 days of admission [64] in the ICU. 

2.5.2 Healthcare Administration 

Big data techniques can be used for healthcare administration, including data 

warehouse, reduction of cost, quality enhancement, patient management, and cloud 

computing, etc.  

Analytics can be applied to the data warehouse to improve health services by analyzing 

the causes of readmission [65]. Post et al. [66] developed a 3-stage framework that was 

built on cloud computing and big data, in order to combine the data that was gathered 

from various data sources.  In the first stage, heterogeneous data from different sources 
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were collected, preprocessed, and unified. Data processing and analytics were 

performed in the second stage. The analysis results and models for health specialists 

for developing analytical tools were provided in the third stage.  

Another key application of analytics in healthcare administration has been cost 

reduction. In the study of Zhang et al. [67], the classification and clustering algorithm 

was used to analyze the insurance claim data of 800,000 people over a period of 3 

years to predict the cost.  

Bertsimas et al. [68] applied the sentiment analysis of 6412 online patient views on a 

website that belonged to the English National Health Service, in 2010, about their 

healthcare experience. 

Analytics can also be used for the purpose of patient management, which encompasses 

services concerning the improvement of care and scheduling to the patient through 

his/her residence in places like a healthcare facility [69]. 

Analytics can also be applied for analyzing data on the behavior of healthcare 

professionals and to make an assessment of the practicability of measuring drug-safety 

alert response through resources of medical information taken from logs available on 

the Internet [70]. 

2.5.3 Privacy and Fraud Detection 

The privacy of patient data and fraud detection are seen as foremost concerns due to 

the rise in social media usage and the tendency that people have to keep their 

information on social media. A novel model was proposed by Callahan et al. [71], 

where the data of EHR from different health centers were stored online in cloud storage 

areas.   

The model provided a different level of security privileges to the patients, health 

providers, and practitioners, in order to access and retrieve these data. 

For revealing abuse and fraud (i.e., the potential suspicions on care activity, intended 

misleading of information, and unnecessarily repeated visits), a big data analytics 

framework was developed based on binary domain experts, that learn about dishonest 

cases manually from treatment plan data that doctors monitor regularly [72].   
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2.5.4 Mental Health 

Data analytics can be applied in the diagnosis, analysis, or treatment of patients 

suffering from mental health disorders. According to Yang et al. [73], diagnosing and 

classifying mental disorders and relevant cases, such as (depression, dementia, alcohol 

abuse, anxiety, and schizophrenia) can be achieved using classification and 

aggregation algorithms on large datasets created from facial images, video motion, and 

imaging data.  

To predict mental disorders (e.g., insomnia, dementia) from abnormal physical activity 

discovered by wearable sensors [74], a reference behavior model was developed based 

on the data recorded for 1 day or 1 month. The activities of the patient were compared 

for the reference model to detect abnormalities.  

2.5.5 Public Health   

For storing and integrating heterogeneous and multidimensional data (for example, 

nutrients, diabetes, and food) that are applicable to diabetes management, Carús 

Candás et al. [75] proposed a robust back-end application for internet consultation 

between the patient, physician, and electronic healthcare administration systems, all 

the while providing cost-cutting implications. 

According to Nimmagadda and Dreher [76], techniques related to data mining and 

statistics were first used for analyzing data that were gathered for the National Institute 

of Public Health of a specific region in Slovenia. Then, issues related to the 

organization aspects of the resources of public health were investigated with the aim 

of determining the accessibility and availability of public health services for 

individuals.  

Researchers took advantage of data analytics for designing systems of healthcare and 

systematic response to unexpected health-related occurrences, to determine the 

effective management of resources, satisfaction level of the patients, as well as 

improve the automation tool for users who had no specialized knowledge. This 

ultimately might help to improve patient service and the system of healthcare. 
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2.5.6 Pharmacovigilance 

Data analytics can be involved in pharmacovigilance by identifying and monitoring 

new additional adverse drug events from physicians or health professionals, where 

long-term effects are not overlooked and by detecting adverse drug reactions (ADRs) 

to ensure the safety of the patients [77].  

Harpaz et al. [78] applied data mining techniques for detecting adverse drug event 

signals from prescription event monitoring (PEM) databases, which contained reports 

from approximately 1 million events that were taken from 78 studies related to PEM. 

Basically, the researchers, who argued that muscular and renal adverse events resulted 

from rosuvastatin, atorvastatin, pravastatin, and simvastatin, thought to apply the 

techniques of data mining to the 2004 2009 database reports of the FDA Adverse 

Event Reporting System [79]. The standards that were used in order to determine 

significant associations were: empirical Bayes geometric mean, proportional reporting 

ratio, reporting odds ratio, and information component. Additionally, researchers have 

identified dose dependent ADRs, where they used models that were developed from 

structured and unstructured EHR data [80], and of those, 4 were found to be related to 

dose, among the top 5 drugs associated with ADRs. 

2. 6 Blockchain in Healthcare 

The technology of blockchain is a network that enables data sharing among 

transactional partners, including a sole copy of a distributed, decentralized, public, 

secure ledger. More specifically, each transactional entity possesses its ledger copy 

rather than having it held by a centralized party. The main feature of blockchain is that 

its technical infrastructure is involved in finding solutions to the settlement problem; 

that is to say, all ledger copies and consensus are synchronized with each other at all 

times, which removes the need to reconcile any copy of the ledger among transactional 

entities, and it removes any inefficiencies in the process. The ledger is distributed and 

secured, which means that it is broadcasted to all of the entities involved in the 

transaction and cannot be edited by any entity. The main concept in the blockchain is 

hashing. A hash function is a mathematical formula or algorithm that converts an 

arbitrary length of data (i.e. text, audio, video, etc.), as an input, into a unique fixed-
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size string, called a hash value. A simple process hashing is explained in figure 2.1.

Figure 2.1 Hashing.

Any slight change in the input data results in a different hash value. The hashing 

process is not reversible; in other words, the data cannot be derived from its generated 

hash value. The most common hashing algorithms are listed in Table 2.2.

Table 2.2 Common hashing algorithms.

Algorithm Length variety (bits)

Message Digest 128

SHA 224, 256, 384, 512

                            BLAKE 224, 256, 384, 512

RACE integrity primitives evaluation 

message digest
128, 160, 256, 320

Blockchain is a transformational technology for the healthcare services system. There 

are number of potential applications where the technology of blockchain can be a 

valuable improvement. The key application areas are briefly described below.

2.6.1 Medical Data Sharing

To bring about the improvement and development in the quality of healthcare services,

it is very important to store and share the medical information regularly among all of 

the entities involved in the healthcare system. A blockchain provides a trustworthy and 

secure method of data sharing and management among all of the individuals who are 

involved in the transactions [81, 82].

Arbitrary 
length input 
data (text, 
video, audio)

Hashing 
algorithms 
(SHA, MD5)

Fixed length 
output string 
(hash value)
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2.6.2 Research and Clinical Trials 

Another useful and fundamental method that is used in the healthcare sector is clinical 

trials, which require a suitable way to monitor every phase of the pathway. When it 

comes to design, a blockchain is seen as a decentralized structure (such as, a P2P, non-

intermediated). Basically, each organization has the possibility to have full control of 

its resources, resulting from the computational process, while providing collaboration 

with other institutions regarding data analysis or data sharing [83]. For example, a 

blockchain can provide a platform for collecting wanted data, data management of 

trails, trial mechanism, and monitoring, so that those trails are present for all 

researchers [84]. 

2.6.3 Medical Data Access Control 

Blockchain technology creates patient-centered healthcare, where the patient serves as 

the platform. Clearly, this technology both owns and controls getting an access to their 

data related to health issues. That process plays a key role in eliminating all difficulties 

for patients to acquire copies of their records related to their medical history or transfer 

those records to different healthcare facility. As in the case of EHRs and EMRs, several 

healthcare service facilities have a close association with what the patients need, and 

they are totally uninformed of the parties that deal with their case with regards getting 

access, storing, and sharing health-related data that belong to the patients. The 

technology of a blockchain is not exclusively restricted to enabling the patients to 

access their health-related information in an extremely secured way, but also ensures 

that only parties that have authorization can do so, whether they are individuals or 

institutions, they can have access and change the data [82]. The data are fully encrypted 

in the technology of the blockchain, and the patient is the only one who can decrypt it 

using his/her own private key. However, the most important thing about this 

technology is that if a malicious party was able to infiltrate the data, there would not 

be an effective way for them to read or reproduce a copy of the patient data [85]. 

2.6.4 Improved claim auditing and fraud detection 

Many individuals can take full advantage and benefit from facilitating audits and 

detect fraud in a better way based on the remarkable and immutable features that a 
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blockchain possesses. Those individuals can be private and government insurance 

payers, regular payers, and individual payers. 

2.6.5 Drug Supply Chain Management 

Managing medical drug supply can be commonly seen as a crucial factor in the 

industry of modern medicine, but this concept still faces many challenges, which can 

include losses and complexities because of pilfering and counterfeiters. 

Fundamentally, a blockchain can aid in medication verification and the authenticity of 

its chain of supply to the parties involved. A blockchain can be viewed as an essential 

part of monitoring the stages that are involved in the management of a pharmaceutical 

supply chain and providing access to the users [86]. 

2. 7 Security in Healthcare Data 

EHRs encompass a considerable volume of sensitive information, such as data records 

about present and past diagnoses, health-related treatments, results of tests, images of 

X-rays, and other medical information, that could compromise the privacy and security 

of the patients. These records are usually shared among healthcare providers for 

simplifying communication and coordination of care. However, the confidentiality of 

this information is likely to be misused by many, such as employers, companies 

working in the field of insurance, or any individual or organization who wants to 

exploit the data for particular gains. Therefore, it is vital to protect these records from 

unauthorized access and pernicious attacks, and the theft of these data for profit, to 

ensure the integrity, confidentiality, and availability of the EHRs [87]. The most 

common methods employed for providing the security of health-related data are 

authentication, encryption, data masking, and access control. 

2. 8 Challenges in Healthcare Analytics 

Big data technique application has become increasingly popular in the field of 

healthcare. However, there are challenges in data analytics in the field of healthcare, 

which include the computational time, noisy data, high dimensionality, heterogeneity 

of the data, and its dynamic nature. Future opportunities for research may include the 



29 

 

 

 

field of information loss, personal health care, pre-processing, and obtaining 

healthcare-related data, to conduct the study, multidisciplinary study and specialist 

knowledge of the field, automation for non-experts, integration into the healthcare 

system, and a prediction for the application of data mining. The application of 

blockchain paradigm in the healthcare sector raises various issues and challenges, such 

as confidentiality/transparency [88], scalability/speed [89], and 51% attack threat [90]. 
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CHAPTER 3 

METHODOLOGY  

This chapter presents an overview of the proposed model of the healthcare system. The 

model aimed to put into place a foundation of analysis for the healthcare data via 

machine learning and provide a unique privacy and security approach through a 

blockchain framework. First, the proposed model had to analyze the user data, based 

on the machine learning classification, and then analyze the data and provide therapies 

that were appropriate for the patients, while at the same time, reducing the time and 

cost.  

Online networks which use big data are also able to engage with other professionals in 

the field of healthcare to introduce new firms and materials. Therefore, it is also able 

to encourage P2P learning. However, while using online networks and the bid data of 

healthcare, it is necessary to mitigate privacy issues, due to the sensitivity of the 

healthcare information.   

The secure technique presented in this thesis was based on the blockchain framework 

with a newly proposed authentication and used logistic map features, where SHA-256 

calculated the hash value of the plain text, and the results were then applied to change 

the initial keys in the logistic map. Figure 3.1 illustrates the structure of the proposed 

model. 
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Figure 3.1 Genral block diagram for the proposed model

3.1 Dataset

This section focuses on the data analysis, machine learning, and data mining predictive 

modeling methods. The common steps used for building a predictive model in this 

work were as follows: 

3.1.1 Data analysis 

Analysis steps:

1- Load data and remove the mark and ID
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2- Replace the NA values with the most common value for each parameter (column), 

using the multiple imputation by chained equations (MICE) function from the 

MICE package in R language. 

3- Divide the dataset into sets for training and testing, with 80% training and 20% for 

a test from the whole set. To do this, the R package caTools was used. 

4- 

ggplot2 library in R. 

5- Depending on the boxplot, some of the parameters needed to be adjusted by 

grouping the observations of the same trend into a single group. The threshold that 

was used to decide which observations were similar was chosen by inspecting each 

parameter individually. 

6- Verify the selected threshold in step 5 by doing an F-test (this was a verification 

step). 

7- Modeling: there are many analytical methods available in the R programming 

environment. For instance, DTs, LR, RF regression/classification, and SVM. 

8- RF was chosen as it had the best evaluation accuracy among the other methods.  

9- Testing: the evaluation step uses a portion of training data, whereas that portion 

was already used to build the model in the first place. The test, however, was about 

entering a new input, which was not seen by the model in the training phase. The 

test accuracy was 98.57% with a confidence interval of 95%. Figure 3.2 shows the 

steps for the data analysis flowchart. 
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Figure 3.2 Data analysis flowchart.
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3.1.2 Dataset Properties 

The WDBC dataset obtained from UCI was originally collected from the University 

of Wisconsin Hospital, Madison, Wisconsin, USA.  The dataset reflects real clinical 

cases that are grouped in a chronological order. There are 699 instances with the 

following attributes show in table 3.1 [91]. : 

Table 3.1 Attributes of the UCI data [91] 

Attribute Domain 

1. Sample code number ID Number 

2. Clump Thickness 1  10 

3. Uniformity of Cell Size 1  10 

4. Uniformity of Cell Shape 1  10 

5. Marginal Adhesion 1  10 

6. Single Epithelial Cell Size 1  10 

7. Bare Nuclei 1  10 

8. Bland Chromatin 1  10 

9. Normal Nucleoli 1  10 

10. Mitoses 1  10 

11. Class 2 for benign, 4 for malignant 

 

The original dataset measured 9 cases, each possessing 1 of 2 possible categories: 

malignant or benign. The values in the domain were the medical lab measures that 

were scaled from 1 to 10, as provided by the UCI [92]. For instance, the clump 

thickness was measured by the degree of layer alignment of the cell. On the other hand, 

marginal adhesion was a scale of how the cells stuck together among each other. 

Normally, the cells were tightly stuck together, but they lost contact in the cancer cells. 

Benign tumor cells usually have a nuclei that is not bounded by cytoplasm. Therefore, 

bare nucleoli are associated with the degree of malignancy. Bland chromatin measures 

the degree of the chromatin pattern in the cell. Cancer cells have uneven chromatin 

distribution, while it is evenly distributed in normal cells. Finally, the mitoses factor 

measures the degree of cell-division, which is in an uncontrollable situation in cancer 
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cells [93]. There are many outliers that will certainly affect the statistical model that 

would be used later in the classification. The most critical instance is mitosis, as shown 

in the boxplots of Figure 3.3 below. 

 

Figure 3.3 Boxplots of the UCI breast cancer dataset. 

From the boxplot in Figure 3.3, it can be seen that some instances have plenty of 

extreme samples. It shows how each attribute is distributed around its average value.  

It can be seen that there are many flavors of probability density functions (PDFs).  

Moreover, the WDCB dataset has a relatively limited number of samples, specifically 

699 samples, which is not expected to be sufficient for training a highly accurate 

model. The diseases were limited to 2 classes, benign or malignant, and this class 

information was divided into 458 benign instances and 241 malignant instances. 

Therefore, adjusting the data or doubling it would be the first step suggested by any 

data scientist, so that a better model can be obtained. Adjusting the dataset, or 

artificially adding values to it, or even using valid statistical methods, like the nearest 

k-means average, may raise an ethical issue for such a life-threatening decision. Figure 

3.4 shows the dataset for the values determined as malignant or benign. 
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Figure 3.4 Datasets. 

From the deep investigation of mitoses in Figure 3.5, it can be seen that the benign and 

malignant samples have similar patterns. However, for mitoses of less than 2, the 

number of samples is higher. This type of data malfunction comes either from a data 

collection procedure or due to the nature of the disease. In order to reduce the outlier 

effect on the classification model, it is more appropriate to consider 2 categories of 

mitoses: below and above the 2 divisions. 

 

Figure 3.5 Divisions of cell mitoses vs. tumor degree. 
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By doing so, the correlation coefficient will be increased from 0.407 to 0.51, which 

will increase the classification model efficiently. Figure 3.6 shows how the 

classification will be facilitated after the suggested adjustment. 

 

Figure 3.6 Mitoses or cell division after adjusting the data. 

 For confirming the validity and usefulness of the suggested data adjustment, the 

following hypotheses were assumed: 

Null Hypothesis: for mitoses, for value 2, the possibility of a malignant tumor 

occurring is less than or equal to value 1.  

Alternate Hypothesis: for mitoses, for value 2, the possibility of a malignant tumor 

occurring is greater than value 1. 

By testing both hypotheses using a t-test, the outcome P-value for 95% was 2.2e-16, 

which had 2 implications: 

1. The mitoses data after the proposed adjustment had a relationship with the tumor 

being malignant, and it did not happen by chance. 

2. The small P-value suggested that the null hypothesis should be rejected, which 

meant that with a tumor that has a value of 2 or higher, the possibility of the 

occurrence of a malignant state of breast cancer would be great. So that: 
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 Null hypothesis: For the mitoses column, the possibility of the development of a 

malignant tumor for value 2 is less than or equal to value 1. 

 Alternative hypothesis: For the mitoses column, the possibility the development 

of a malignant tumor for value 1. The Welch 2-sample t-test of t = 17.144, degree 

of freedom = 165.3 and P < 2.2e-16. 

Based on these results, the alternative hypothesis is a real difference in means is 

greater than 0 with 95% confidence. 

For the epithelial cell size data, the proportion of being a malignant or benign tumor 

seemed to be close for sizes 1 and 2. For sizes above 4, the number of cases was very 

similar, as shown in Figure 3.7. 

 

Figure 3.7 Epithelial cell size vs. several cancer cases. 

 To make sure that the adjustment procedure was valid, analysis of variance (ANOVA) 

conducted on the modified data. Table 3.2 shows the test results for the ANOVA. 

Table 3.2 ANOVA test for epithelial cell size after adjustment 

 Df Sum Sq Mean Sq F-value Pr(>F) 

Epithelial cell size 2 80.65 40.32 490.4 <2e-16 

Residuals 556 45.72 0.08   
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The very small P-value that is shown in Table 3.2, as seen in the Pr(>F) field, indicates 

that certain differences must exist with regards to the possibility that a tumor is 

malignant, due to the different values given for the adjusted epithelial cell size data. 

This means that even after adjustment, the information is still included in the modified 

data. Figure 3.8 shows the modified epithelial cell size data. 

 

Figure 3.8 Epithelial cell size data after adjustment. 

The nucleoli part of the data could also be adjusted by grouping samples of the same 

behavior. By inspecting Table 3.3, it is clear that the sampled data have a similar trend 

after 4 normal nucleoli. Before 3 nucleoli, the behavior is also similar for the data. 

When the normal nucleoli number is 3, the number of patients has begun, and the 

malignant tumors are somehow unique. Therefore, 3 nucleoli samples will be kept as 

a specific group so that no important information will be lost. 

After grouping the nucleoli data into 3 groups, classification is now more feasible than 

before. Figures 3.9 and 3.10 show the number of normal nucleoli, vs. the number of 

cases of benign and malignant tumors, before and after data adjustment. 
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Table 3.3 Nucleoli dataset 

No. of normal 

nucleoli 

Benign Malignant 

1 324 33 

2 22 5 

3 9 25 

4 1 16 

5 1 16 

6 4 16 

7 1 13 

8 3 17 

9 1 13 

10 0 39 
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Figure 3.9 Number of nucleoli before adjustment. 

 

Figure 3.10 Number of normal nucleoli after data adjustment. 

3.1.3 Data Selection  

The numeric fields of the UCI breast cancer data comprise marginal adhesion, 

thickness of the clump, cell size and shape uniformity, bare nuclei, and bland 

chromatin. The autocorrelation of each parameter has to be higher than the cross-

correlation within each other. Figure 3.11 shows the inter-parameter correlation.  
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Figure 3.11 Inter-parameter correlation analysis 

3.2 Machine Learning Models 

There are 6 models that were trained using the WDCB dataset, as they were, without 

duplicating or modifications. This will increase the credibility of the decision that will 

be based on an unobserved sample in the future. The following sub-sections will 

briefly introduce each one of them. While ANNs and deep learning use the specific 

library in R, there are many analytical methods available in the R programming 

environment. For instance, SVM-LR, DT, RF, SVM, and a hybrid comprising an ANN 

and DNN. Herein, the new algorithm was a hybrid of the ANN and DNN. 

3.2.1 ANN and DNN  

The ANN is well-known for its superior efficiency in performing pattern recognition. 

An ANN consists of a set of perceptron states that are arranged in 3 different layers, 

comprising first an input layer,  a hidden layer, and an output layer. Each state is trained 

collaboratively with other states on each layer, so that their parameters are adaptively 

altered for each trial. The state-of-the-art approach for using the ANN in speech 

recognition is the DNN, which is a multilayer perceptron structure with many hidden 

layers [94]. In order to build an ANN model, the (nnet) library is required in the R 

environment. The following pseudo-code was used to train the ANN model: 
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initialize network weights = 0.5 

set hidden layer node = 5 

enable soft max // normalize output layer PDFs 

  do 

     for each sample of training called  sa 

        prediction = neural-net-output (network, sa) // forward pass 

        actual = actual-output(sa) 

        calculate error (prediction - actual) at unit output  

        ng from  the layer of  input to hidden 

layer // backward pass continued 

        update network weights  

  return the network 

 

While deep learning required the (Deepnet) library, the deep ANN training was similar 

to the conventional ANN. However, the ANN had a single layer (with 5 nodes in the 

current case). While the deep ANN had more than 1 layer, in this research, 3 layers 

were used.  

3.3 Performance  

The statistical concepts, which are a set of concepts that were used as tools in designing 

and implementing the proposed system, will be reviewed in the section titled Statistical 

Analysis of the Data. The statistical metrics that were used herein to differentiate 

between the modeling approaches are presented in Table 3.4. 
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Table 3.4 Statistical metrics used to assess the models 

NO. Metric Formula 

1 Accuracy 
 

2 Sensitivity 
 

3 Specificity  
 

4 Prevalence 

 
 

5 Positive prevalence value 

(PPV) 
 

6 Negative prevalence value 

(NPV) 
 

7 Detection rate 
 

8 Detection of prevalence 
 

9 Balanced accuracy 
 

3.4 Secure HealthCare Framework (blockchain) 

The basic idea of the proposed system was to maintain the level of privacy in the 

authentication in the blockchain network through the following points:  

3.4.1 Structure of Security System 

 First, the system proposed herein acted on the application of the blockchain technique 

to provide more security for the healthcare system. The blockchain verified any 

activity that deviated from the normal standard in the activities of the system. 

Primarily, the blockchain was designed for the digital currency of Bitcoin, but, at this 

time, the tech community has reached several various utilizations of technology like 

that. Thus far, the total value of Bitcoin is approaching $150 billion. However, just as 
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with the internet, it is necessary to have knowledge regarding how a blockchain works 

to be able to use it. The traditional blockchain technologies have not been able to 

independently support the original users of the different input data; hence, new forms 

of attacks are now included. The main challenges faced when using blockchains are as 

given below:  

 Computing power: to generate, add, receive, or transmit a block, and integrate 

necessary security features, which all increase the complexity involved in its 

computing power. 

 Storage Memory: As a result of storing all of the received or generated blocks 

from the other nodes, each of the nodes has requirements with regards to high 

memory for storage of the data. As it is not possible to conduct authentication using 

proof of work (POW), a new hash function had to be created that depended on the 

logistics map and then a new key had to be created. Figure 3.12 presents a depiction 

of the overall description of the proposed system for application of the blockchain 

technology in healthcare systems. 

 

Figure 3.12 Secure healthcare system 

A system for the management of access and identity was proposed by leveraging the 

blockchain technology, so as to support the authentication and authorization of 

users/institutions in a digital system. A preliminary version can be used for illustrating 

the process of implementing a blockchain for purposes relevant to management of 

identity and access. A blockchain that has an preliminary size of roughly 2 parameters 
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will be able to fulfill the basic processes of authentication and authorization in 2 to 3 

seconds. 

The proposed identity and access management architecture was composed of 2 servers, 

where the first sever was used as an authorization server (Auth-server), while the 

second sever was used as an application server (APP-server), in addition to a client 

APP as well as a database. The process of transaction validation that occurred in the 

blockchain network resulted in the system authenticating and authorizing the users. 

For clarifying that, it can be said that the application formed connections with the 

application server, and the application server conducted authentication of the users via 

the credentials that were previously stored within the database. Next, after successful 

user authentication, it performed essential processes, which were, for instance, 

represented by the update or retrieve data within the database. 

At present, blockchains are able to provide secure and real-time data, although in the 

past, blockchains were only used to store bitcoins and currency information. To put 

it another way, the blockchain network is now able to be used in healthcare systems, 

which promises the authentication of information. 

At the same time, the ledger contains blocks of information, that are interconnected in 

chronological order, in order to form the blockchain, which represents the current set 

of transactions at any given time. 

Ledger integrity is supported by a single source of truth via the use of cryptography. 

Other users/institutions that wish to perform transactions can do so using a digital 

signature or a hash, which is a challenging mathematical problem, in which a miner 

must solve the problem to be able to find a block. The transaction is therefore 

authenticated, which allows the network to be able to recognize the transaction as 

valid. However, no other party will have the ability of using it without the 

cryptographic information. 

3.4.2 Blockchain Process 

In fact, there are various difficulties that should be overcome in order to provide more 

security to the healthcare system, especially with regards to malware code sparsity, 

network modeling, and hacking policies. To handle those difficulties, the framework 
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herein was proposed based on a blockchain, which comprises the key processes that 

lead to creation of the blockchain and thus, improvement of the healthcare system. A 

user login process was planned via the blockchain that can occur through a smart 

contract, which the blockchain creates. Because the idea of a blockchain is widely 

distributed, any computer or virtual machine can invoke a smart contract based on this 

algorithm 1: 

Algorithm 1: Algorithm to initialize blockchain framework for healthcare 
services  
Input: User Request Login Process  
Result: Valid or Invalid 
// Access blockchain  

While Not Null do  

            if Create new block for patient, then 

                     if previous block null, then  

                              Create genesis block calculate HashFunction, 

                              Create Smart Contract for valid user, 

                       else  

                               Generate block, 

                               Get last block as a previous, 

                               Create new time stamp, 

                               Create Smart Contract for valid user,  

                               Calculate HashFunction base on algorithm 2,  

                        end   

              else 

                        return 

              end  

end                      

 

The initialized blockchain advantages can be listed as follows:   

 Detection entirely about the attacker (intruder) access.  

 Preventing the attacker from transmitting bogus data. 
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 Capturing (DoS), man in the middle, Internet protocol spoofing, and types of 

threat injection attacks. 

This process comprises a pool of function calls, as below:  

Process = {PO1, PO2, . . ., POn} The main features of the processes can be listed as 

follows: 

 PO1: The user makes a request to gain access to the healthcare system. 

 PO2: A block is generated for each new request. 

 PO3: Broadcast blocks in the domain. 

 PO4:  Validation is performed for requests using the authentication key. 

 PO5: A new key is made for the validation for each session. 

 PO6: The mathematical formula is used, which is based on algorithm 2. 

The initialization process for the blockchain is presented in algorithm 1. Moreover, the 

development a hidden key can be seen as one of the most significant stages that occurs 

in this process. The assumption that all of the users are in possession of a health 

account in the blockchain is based on the platform approach used herein. The scenario 

stages for that are given in the first step of the algorithm was followed in order to build 

the concept of the blockchain. Algorithm 2 provides the process that is used in the 

creation of a new key for the most recent of the hash functions. 
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Algorithm 2: Algorithm to generate secret key.  
Input: Rate, Most recent numbers of blocks and latest blocks number in 
blockchain    
Result: Generate Hash function  
// calculation   

While Not Null do  

            if user login then 

                     if Create new block for patient then  

                              Rate= LatestBlock/lastBlock, 

                               Alpha from node get the second from datetime, 

                                n=LatesBlock-lastBlock, 

                                 n) *(1-Xn)  ]] 

                                 

                                

                     end   

             else 

                      return 

             end  

end                      

 

3.5  Chaotic Maps 

Chaotic maps are the most common patterns used to enrich the power of image 

encryption schemes. The dynamic systems' chaotic properties, such as ergodicity, high 

sensitivity to initial conditions and topological transcendence affect the appearance of 

different schemes of encryption, which are dependent on chaotic maps. It is widely 

known that an algorithm of high-quality encryption should have a greater sensitivity 

to the secret key and should also have a large key space, resisting brute force attacks 

and make them unworkable [95]. 

3.5.1 Chaos-based Cryptography Techniques 

This term refers to asymmetric and symmetric key algorithms. Symmetric algorithms 

consist of the stream cipher and block cipher approaches, while asymmetric algorithms 
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consist of public-key cryptography and cryptographic hash functions. An overview of 

the techniques that are related to chaos-based cryptography will be presented in this 

study. 

3.5.2 Benefits and Disadvantages of Chaos Theory Used with Cryptography 

It is possible to define the algorithms of classical cryptography via integer number 

fields, whereas it is possible to define chaos-based cryptography via continuous 

number fields. Hence, it refers to the continuous wavelength encryption of the signal 

with no sampling or quantization, which is its benefit. The drawbacks in relation to the 

classical processes of cryptography include short-cycle lengths and excess data. In 

spite of the flaws of chaos-based cryptography, tremendous effort has been made to 

overcoming these challenges. Cryptography with many algorithms and with 

deterministic chaos has been described. Thus, the main advantage that the chaos 

provides is the ability to produce multialgorithm solutions, owing to the potential 

development of the unlimited numbers of an algorithm. The approach of the 

multialgorithm results from the use of dissimilar algorithms for the encryption 

processes of the different blocks of the data, which also participate considerably in 

solving the problem of a short-cycle length, which is related to chaotic iterations [96]. 

3.5.3 Logistic Map 

A logistic map is a 1-dimensional map, which can be used to model simplistic 

nonlinear discrete systems. It is possible to explain the logistic map through the 

recursive function, as shown below: 

Xn+1 n) Xn Xn)          (3.1) 

r represents the parameter and Xn [0, 1].  

Looking at the logistics map, L: [0 1] based on equation (3.1), the 

parameter r is located in the interval (0, 4]. 

Figure 3.13 presents a diagram of logistic map bifurcation, while Figure 3.14 presents 

a diagram of a Lyapunov exponent that can be presented by equation (3.2): 

LE=                               (3.2) 
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Accordingly, it is now possible to confirm the dynamic behavior of the various values 

of parameter r that are mentioned above [97].

Figure 3.13 Logistic map bifurcation [97]

Figure 3.14 Lyapunov exponent of the logistic map [97]

A description of the behavior of chaotic systems is presented in the deterministic 

nonlinear settings, in addition to the underlining complexity. Applying chaotic maps 

in the development of an encryption system can have its own basis in the essential 

point, which are distinguished by these features:

   Encryption rate is high, which is attributed to the simple implementation of the 

software and hardware.

  The orbital evolution cannot be predicted. 
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  Parameters of control and initial condition with high sensitivity [98]. 

 a. Logistic Maps with One and Multiple Parameters 

Recently, many techniques that are related to information encryption have used chaotic 

maps with 1 dimension due to it being highly efficient and simple. However, they 

contain various shortcomings, including small key spaces and poor security. 

Therefore, logistics maps with one or many parameters have been employed to 

overcome those shortcomings. The map presented here was based on parameter r, from 

3.57 = 4, and the chaotic behavior is displayed through the map, as presented in Figures 

3.15 and 3.16. 

 

Figure 3.15 One-parameter logistic map.  

Here, a = (0.4] and 0 < Xn < 1. 

Following extraction of the values from the model, as can be seen in the formula in 

Figure 5, where 0 < X < 1, all of these values will be transferred, which are then 

extracted, to a binary system, as follows: 

if        Xn+1< 0.5        0 

  if        X  0.5        1 

b.  Two-parameter logistic map  

Figure 3.16, below, represents a logistic map with 2 parameters.  

Figure 3.16 Two-parameters logistic map  
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Here, a  = (0.4],  0.5, and 0 < Yn < (0.5)2.                         

As in the first formula, an extraction process will be conducted to the values from the 

second formula and it will transfer all of those values, which are then extracted to a 

binary system, as follows: 

if        Yn+1 < 0.5       0 

                                 1 

c.  Logistic Map with Hybrid Parameters 

Here, formulas 1 and 2 had to be merged, resulting in the creation of a hybrid logistic 

function. The values of X and Y were then added to this hybrid function, and these 

values, which were extracted from the hybrid formula, were then converted to a binary 

system, as is shown in Figure 3.17. By making comparison to the results from both 

formulas 1 and 2, as well as from the hybrid, it can be seen that the results indicated 

that the most valuable formula was the hybrid, which contained a number of random 

properties. 

 

Figure 3.17 Logistic map with hybrid parameters 

The conditions of the logistic map with hybrid parameters are as follows:  

 

Plotting successive iterations can allow the representation of dissimilar dynamic 

behaviors, which can be seen in the system of the logistic map, where in the static 

system, a = 3.57 and a = 4 were successful and can be utilized to generate keys due to 

the number of values from a = 0.1, 0.2, 0.3........., 3.57 generate keys is nearly 0. 
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3.5.4 Create Blocks Stage 

Each block in the blockchain network comprises block header and a block body.  

a) The block header contains: 

 Hash Merkle Tree (HMT): This comprises a hash value that was formed of all of 

the transactions in the block, which were calculated and presented in the previous 

section. 

 Timestamp: This represents the time and date for the transaction registration in 

the block. 

 Previous-hash: This represents the cryptography SHA-256 for the previous block. 

More specifically, the first block in the blockchain and the previous hash, so the 

value of this is equal to zero. 

 Current hash: This represents the hash value for the current block header.  

b)  Block body includes: 

 The body section of the block can be constructed of a set of transactions.  

 The block header hash (80 bytes) of the N block, resulting in 32-bytes (256 bits 

using SHA- which is part of 

the block header for the N + 1 block. 

In the creating blocks stage, 2 values are calculated, which are: 

1- Compute the value of current-hash by copying the content of the block header 

(timestamp value, previous-hash value, HMT value), then, apply the SHA-256 on the 

block header contents to generate 1 hash value, as shown in Figure 3.18. 

2- Compute the timestamp value that represents the time to create the current block. 

The block timestamp is different than the time stamp it is located inside of in the block. 
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Figure 3.18 Example of the create block stage 

 

 

 

 



56 

 

 

 

 CHAPTER 4 

EXPERIMENTAL RESULTS 

This chapter presents the results that were obtained using the proposed system. The 

method to the suggested approach abstracted the decisions made by the different 

learning models, passing the behavior of these models on to a binary logical decision 

layer, which produced the results. The training samples, the decision abstraction layer, 

and the final decision were all then used to perform an update of the overall logic of 

the newly proposed system. The experiments and results were divided into 2 sections: 

Section 1: The use of machine learning to obtain a high-accuracy model can be 

accomplished by duplicating the training dataset or changing the training test 

segmentation of the data. This model used the output of the symptoms model in order 

to pick the disease. The lab test results information will be used as an input into the 

different models, where each model is related to some disease. Only the authorized 

doctor will be able to access the analysis results of a certain patient. He/she will also 

be allowed to review the original symptoms and lab test results using the cloud service.  

Section 2: Blockchain cryptography: to secure the data and information flow between 

the agents and the users. Such as credential security, as remote authentication is 

required by all of the agents and users of the proposed system. 

4.1 Section one: System Architecture  

The general block diagram of the proposed system for the medical system software 

blueprint. Figure 4.1 shows the architecture 
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Figure 4.1 Medical assistant software design

There are 2 important categories of inputs:

A. Symptoms: The patient, or any authorized person who is allowed to access the 

patient medical information, is able to access the cloud service. This privilege is given 

to them so that they can update the record of the patient with their symptoms. 

B. Lab information: Any authorized staff from the lab can enter the lab test results of 

the patient. Both of those entry categories will be stored in the cloud database and then 
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analyzed by matching them to some trained models. The matching process will 

indicate whether the symptoms and lab tests confirm the suspected disease or not.  

Two separate models will be used, one is for the symptoms and the other is for the lab 

test results. The first symptom model can also be used to direct the lab staff and the 

doctor to the most suitable test. The symptom models are based on textual information 

and they are built using language models and syntax inference models. For example, 

when patient tells the system that she/he feels tired and loses weight, the symptom 

model will suggest a diabetes test as the first step. 

A. For data acquisition: 

1. Text mining: This is required to extract information from the symptoms and lab 

inputs. 

2. Optical character recognition: This might be necessary if the input is an image of 

a prescription or lab test. 

B. For decision models: The results of the datasets and configuration of the algorithms 

are used as input for the classification algorithms in machine learning and 

implemented. 

4.1.1 Individual Model Results 

Confusion matrix is a useful tool for evaluating the prediction accuracy of classifiers. 

In order to separate the 2 classes, the specificity, NPV, PPV, and sensitivity are all first 

computed by the sue of the confusion matrix. The detection rate is the rate of true 

classifications and the prevalence of detection is the occurrence of expected accidents. 

Assume a table of 2 × 2, with reference notation for an anticipated event, No event. As 

is shown in Table 4.1 

Table 4.1 Confusion matrix or error matrix 

 References 

Anticipated Event No event 

Event A B 

No event C D 
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Here, B is the number of times the model accepted false samples, C is the false rejected 

ones, while A and D  are  the number of correctly accepted and rejected iterations, 

respectively. The WDBC dataset obtained from the UCI [97] were randomly divided 

into 80% 20% for the training and testing procedure.  

4.1.2 SVM Detection of Benign and Malignant 

The classification results of the training set by SVM are given in Table 4.2. The SVM 

classifier had a nearly perfect accuracy value of 96.4% with the original features, 

without selecting the best feature or reducing the number of features the performance 

parameters of the SVM were accuracy: 0.964, specificity: 0.967, sensitivity: 0.958, 

PPV: 0.939, NPV: 0.978, prevalence: 0.343, rate of detection: 0.329, prevalence of 

detection: 0.350, and balanced accuracy (BA): 0.963. As is shown in Figure 4.2. 

Table 4.2 Classification results for the benign and malignant values 

 

Model 

 

Prediction 

Reference 

Benign Malignant 

SVM 
Benign 89 2 

Malignant 3 46 

  

Figure 4.2 Testing accuracy using SVM. 
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4.1.3 Logistic Regression Detection of Benign and Malignant 

After training LR for the breast cancer data, the results of the classification were 

displayed, which shows a detailed classification of the test samples are given in Table 

4.3. The benign and reference columns represent the true situation, while the row 

values are the predicted ones. For a 100% accurate model, the LR classifier had a 

nearly perfect accuracy value of 96.4% with the original features, without selecting the 

best feature or reducing the number of features. The performance parameters of LR 

were accuracy: 0.964, specificity: 0.978, sensitivity: 0.938, PPV: 0.957, NPV: 0.968, 

prevalence: 0.343, rate of detection: 0.321, prevalence of detection: 0.336, and BA: 

0.958. As shown in Figure 4.3.  

Table 4.3 Classification results for the benign and malignant values models 

 

Model 

 

Prediction 

Reference 

Benign Malignant 

LR 
Benign 90 3 

Malignant 2 45 

 

Figure 4.3 Testing accuracy using LR. 
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4.1.4 Decision Tree Detection of Benign and Malignant

In the experiment, 2 classes were used, and thus a 2 × 2 confusion matrix was applied, 

which achieved 95.7% accuracy as is shown in Table 4.4. The experiments were 

conducted on the model. The dataset was well trained for every classifier and from 

that, a model we obtain and then validation was performed using the test data, and 

outcomes were attained. After that, the obtained outcomes were computed and 

assessed, especially with regards to measurements such as accuracy. When the original 

features were used, without selecting the best feature or reducing the number of 

features, the performance parameters of DT were accuracy: 0.957, specificity: 0.957, 

sensitivity: 0.958, PPV: 0.920, NPV: 0.978, prevalence: 0.343, rate of detection: 0.329, 

prevalence of detection: 0.357, and BA: 0.957. As shown in Figure 4.4.

Table 4.4 Classification results for the benign and malignant values models                         

Model Prediction

Reference

Benign Malignant

DT
Benign 88 2

Malignant 4 46

Figure 4.4: Testing accuracy using DT.
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4.1.5 Random Forest Detection of Benign and Malignant

The results of the training classification set by the RF are given in Table 4.5. The

identification of the most significant features within the dataset, conducting an analysis 

of the significance that these features had for many of the selected features, and testing

the different sizes of the RFs, a final model was obtained with an accuracy of 97.9%.

However, when building a base model for comparison before performing any analysis 

on the dataset, it is generally best to select a basic classification model, which can then 

be used as a point of reference to determine if a machine learning model was effective. 

When the original features were used, without selecting the best feature or reducing 

the amount of features, the performance parameters of the RF were accuracy: 0.979, 

specificity: 0.978, sensitivity: 0.979, PPV: 0.959, NPV: 0.989, prevalence: 0.343, rate 

of detection: 0.336, prevalence of detection: 0.350, and BA: 0.979. As show in Figure 

4.5.  

Table 4.5 Classification results for the benign and malignant values models 

Model Prediction
Reference

Benign Malignant

RF
Benign 90 1

Malignant 2 47

Figure 4.5 Testing accuracy using RF.
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4.1.6 ANN Detection of Benign and Malignant

The classification results of the training set using an ANN are given in the Table 4.6. 

Due to features concerning the mechanism of information processing, the ANN was a 

significant and effective application. Moreover, ANNs can be successfully applied to 

a vast range of applications that use a large amount of data. ANNs have been used in 

many different fields as a result of their ability solve very complex problems such as 

classification, detection, prediction classification, and prediction, and has been 

described as highly accurate, reaching 95%. The classification results of the training 

set using an ANN are given in Table 4.5. When the original features were used, without 

selecting the best feature or reducing the number of features, the performance 

parameters of the ANN were accuracy: 0.95, specificity: 0.958, sensitivity: 0.946, 

PPV: 0.977, NPV: 0.902, prevalence: 0.657, rate of detection: 0.621, prevalence of 

detection: 0.636, and BA: 0.952, as show in Figure 4.6.

Table 4.6 Classification results for the benign and malignant values models

Model Prediction

Reference

Benign Malignant

ANN
Benign 87 2

Malignant 5 46

Figure 4.6 Testing accuracy using an ANN.
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4.1.7 DNN Detection of Benign and Malignant

The classification results of the training set using a DNN are given in Table 4.7. The 

model was trained by feeding the inputs first and creating an output (predict) to be 

compared with the input label. When the original features were used, without selecting 

the best feature or reducing the number of features, the performance parameters of the 

DNN were accuracy: 0.97, specificity: 0.958, sensitivity: 0.978, PPV: 0.978, NPV: 

0.958, prevalence: 0.657, rate of detection: 0.643, prevalence of detection: 0.657, and 

BA: 0.968, as show in Figure 4.7.

Table 4.7 Classification results for the benign and malignant values models

Model Prediction

Reference

Benign Malignant

DNN
Benign 90 2

Malignant 2 46

Figure 4.7 Testing accuracy using a DNN.
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4.2 Logical Inference Systems 

In this study, different models were used to give their decision in the first stage, and 

then, a logical inference layer was introduced. Figure 4.8 depicts the proposed logical 

inference system. The training set was used to train 6 different models, from A to F.  

The decision abstraction layer converted the output of the models into 2 logical states: 

1 for malignant and 0 for benign. Currently, the decision abstraction uses hard 

decision. The logical inference uses the training feeds to determine the final decision 

logical expression.  

The sum-of-product (SOP) is a logical expression that is used to define the relationship 

between the inputs and the output when they have binary form. For instance, let the 

following truth in Table 4.8 show a function of 2 binary inputs, A and B. 

Table 4.8 Function of 2 binary inputs 

A B Output 

0 0 0 

0 1 1 

1 0 1 

1 1 0 

 

Then, the SOP canonical expression is: 

, (4.1) 

which is the sum of the product of A and B, and 

 

According to the used WDBC dataset, the outputs of the 6 models ended up with the 

following SOP logical expression (after reduction using Boolean algebra using an 

online Karnaugh map solution): 

 (4.2) 
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Figure 4.8 Multimodal logical inference system. 

Here, A F are the hard decision outputs of the models, where the multiplication among 

them is a logical AND, F is the hard 

decision of the prediction of the following models: 

A: RF, B: LR, C: DT, D: SVM, E: ANN, and F: DNN. Figure 4.9 below depicts the 

final decision using logic gates. 
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Figure 4.9 Logic gate representation of the final decision 

Moreover, the obtained results of the machine learning techniques were compared, as 

displayed in Table 4.9. 

Table 4.9 Matrix of confusion for all 6 of the models individually 

Statistic SVM Logistic 
Regress

ion 

Decision 
Tree 

Random 
Forest 

ANN DNN 

Accuracy 0.964 0.964 0.957 0.979 0.950 0.971 
Sensitivity 0.958 0.938 0.958 0.979 0.946 0.978 
Specificity 0.967 0.978 0.957 0.978 0.958 0.958 

Positive Prediction 
Value 

0.939 0.957 0.920 0.959 0.977 0.978 

Negative Prediction 
Value 

0.978 0.968 0.978 0.989 0.902 0.958 

Prevalence 0.343 0.343 0.343 0.343 0.657 0.657 
Detection Rate 0.329 0.321 0.329 0.336 0.621 0.643 

Detection 
Prevalence 

0.350 0.336 0.357 0.350 0.636 0.657 

Balanced Accuracy 0.963 0.958 0.957 0.979 0.952 0.968 

 

These equations provide the accuracy ratio to the classified instances as illustrated in 
Figure 4.10 for the dataset. 
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Figure 4.10 Confusion matrix chart for all 6 of the models.  

In order to maintain 100% accuracy, any unobserved annotated sample could help to 

update the system. If a new observation for a known case state is available, the final 

decision is compared against its reference class, and then all of the logic decisions are 

updated. The proposed system in Figure 4.8 maintained 100% accuracy for the test 

part of the WBDC dataset. Without extracting any features or processes in the breast 

cancer data before training, the proposed inference system maximized the true 

acceptance and rejection ratio.  

In addition to improving accuracy, the proposed logical decision can be easily updated 

if annotated samples exist. As it was based on a SOP canonical expression, updating 

the final decision rule can be as easy as adding another AND expression to the 

representation in Figure 4.9. The update procedure happens only if the proposed 

system misclassifies the annotated new sample. 

4.3  Section Two: Blockchain cryptography 

This thesis introduced a notion in term of providing protection for data used in the 

healthcare field, particularly, in an open-system environment (OSE) using a 

blockchain. Additionally, this work implemented proof of principle (proof-of-concept 

prototypes) to allow a user to have access to the healthcare system. 
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4.3.1 Key Generation  

Below are the results of generating public keys using the logistic map for a 1-

parameter function, when the input values for x1 = 0.1, a = (0.4], as shown in Figure 

4.11, which were declared for the whole system. 

 

Figure 4.11 Logistic map with one parameter 

These results for 2 of the parameters, and according to equation (3.16), were 

observed as in the table shown in Figure 4.12. 

 

 



70 

 

 

 

 

Figure 4.12 Logistic map with two parameters 

Now, when making a hybrid between the 2 equations, i.e., equation (3.15) and (3.16), 

the results are as shown in Figure 4.13. 
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Figure 4.13 Logistic map with hybrid parameters. 

4.3.2 Testing and Experimentation 

This thesis introduced a notion in terms of providing protection for data used in the 

healthcare field, particularly, in an OSE using a blockchain. Additionally, this work 

implemented proof of principle (proof-of-concept prototypes) to allow a user to have 

access to the healthcare system. At the beginning, communicating must begin with the 

healthcare system. Here, the tool of OMNeT ++ was utilized for simulating that 

connection. The Figures 4.14 to 4.15 below illustrate the method used. Each node in 

the network is a peer, and as a result, each user within the blockchain can be regarded 

as a node and each user can be capable of performing the operation required for the 

transaction. 
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Figure 4.14 Blockchain peer- to -peer network. 

Figure 4.14 illustrates the (P2P) blockchain network, which displays in what way 

communication is flowing among the nodes and thus how communication with a 

system occurs in a P2P manner in blockchain. Here, suppose that a PC client is a health 

center, and the other nodes are a lab, drugstore, office management, or hospital 

financial officer. Figure 4.15 illustrates the process of a transaction within a 

blockchain, and the red square indicates the transaction occurring between this node 

and another, just like the transaction occurring between a physician and a lab. 

 

Figure 4.15 Transaction in a blockchain network. 

When a user attempts to enter the healthcare system using a blockchain, he/she logs in 

using a password and username, and the blockchain will then conduct a validation of 
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this process to confirm that that particular user possesses valid access to the system. If 

the   blockchain grants a user access to the network, the system can be used. If not, the 

k chain to verify the access to the 

system. Figure 4.16 illustrates a transacting process between a drugstore and a lab. 

 

Figure 4.16 Pharmacy and laboratory transaction. 

4.3.3 Healthcare Services Case Study 

When a client report needs to be viewed by a physician, it is imperative that he/she is 

the granted access to the system through authentication. For authentication, the 

methodology of the hash function should be used for granting access to the user, rather 

than using POW consensus. The solution that was propose herein to create the hash 

function was used for verification, and this was due to its speed, where it was 

characterized by being quicker for the system than using POW consensus, since it 

might require 10 to 60 min. Under these circumstances, the methodology herein of a 

logistic map was used for the generation of a unique key, which relied on the 

assumption given below:  

Initial  

n) *(1-Xn)  ]+ 

initial.condition 

n) *(1-Xn)  ]+ 

initial.condition  = 
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As illustrated in Table 4.10, MATLAB code was written for generating a random 

number. Furthermore, a detailed explanation of the steps required for generating a 

random number were given. To determine the algorithm for the key generation, the 

sensitivity of the key was analyzed, since any changes to the key values, of any kind, 

leading to the creation of a new encryption, must be highly sensitive to the original 

key that was used in the algorithm. The modification of a single bit in the key will 

result in the keys being completely dissimilar. This proposed methodology was tested 

by utilizing a kit for statistical research from the National Institute of Technology and 

Standards (NITS).  

The NITS has 15 tests to verify the randomness of the series and P-values were 

identified for each test.  

Table 4.10 Random number generator. 

 

N 

 

Xi, Yi 

 

Generation 

 

SHA256 

 

Key 

 

 

 

1 

 

X1, Y1 

 

1) 
*(1-X1) 

9200e36f3c0494da7fd0cd
629f7b3dbd03b2f050c8e6
e2835d188ca7439d8564 

0.21202418382945
665 

 

*(  

2fbfa8c3fc6192aa41ae26c
b0bb06c5856fdc9986ac1f

9485c1b4a3797fdf151 

0.03292494192480
34 

 

 

2 

 

X2, Y2 

 

2) 
*(1-X2) 

57116edc290d051e4f7fd0
3abcd76e8baa7d369118a2

f5a16764fda95cf64cff 

0.03827843716565
0991 

 

*(  

fef2857b352d73232a7923
c9cbc087ff92b544612003
b2e234043551a6830dac 

1.46577682166859
15E-07 
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3 

 

X3, Y3 

 

3) 
*(1-X3) 

2ae368c1c8462f47f63e05
6b6a3cf27424dbb35ff218
11d014f77f63c903a09c 

0.01840659920690
315 

 

*(  

74da64115599e83548855
56d8cd291cfdfdef5715cd
da66a8a319d5feecdca90 

1.07425084547041
57E-14 

. . .             .                 
. 

. . 

. . .             .                 
. 

. . 

 X n, Yn n) 
*(1-Xn) 

.  

*(  
  

 

In the proposed technique, 2 adjusted logistic maps were used, each with dissimilar 

initial criteria and conditions, and 1 logistic map with respect to the key space show in 

the Figure 4.17. Thus, double precision of the floating-point data model was achieved 

dissimilar criteria with dissimilar tests show in Figure 4.18. 
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Figure 4.17  
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Figure 4.18 Statistical test two tests
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 CHAPTER 5 

CONCLUSIONS AND FUTURE WORK 

5.1 Conclusions 

The proposed system was summarized, and the following conclusions were taken from 

the collection of the test results. Some of these conclusions are listed in the following:  

 A successfully built system and algorithm can reduce the cost of healthcare by 

providing secure and adaptive information. The algorithm can process the patient 

data in a reasonable way and produce effective decision-making criteria for doctors 

and other healthcare providers in real-time and should be secured, so that no one 

can temper with it, and every individual would be responsible for his/her own duty 

and initialization.  

 

health-related data will be used to extract useful results and decisions that help 

doctors with treatment and easily visualize the results of reports using the 

centralized and secure source, a blockchain. The system would provide real-time 

information to health providers and can result in real-time monitoring. 

 The accuracy is expected to increase. In the current case, all of the models could 

be seen as if they had a 2-

s digital inputs into 

a digital system. The training data were fed into the 6 models and their outputs 

were labeled using a binary code. Then, the best way to derive the final logical 

vote was to simplify the logical relationship using the SOP realization. In the test 

phase, the WDBC dataset attributes flowed through each model as usual. The 

individual decisions out of each model were labeled using the binary code: logic 

into the logical SOP realization to estimate the final decision. Adding a logical 

inference layer, that combined the results of the different machine learning models, 

improved the accuracy.  
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 Different algorithms were run in the first stage, and a logical voting scheme was 

applied to reduce the false rejection and acceptance ratios. The logical decision 

module had the ability of dynamic adaptation if a new annotated observation was 

fed into the system at any operating point.  

The secure case, herein, a newly proposed framework that would protect healthcare 

systems, using a blockchain and P2P networks, was proposed. This work comprised 

both the design and the implementation of a secure healthcare system, making use of 

a novel blockchain method. The current work reduced the cost effectively.  

An approach was developed that generated a unique key via implementation of the 

logistic map method. The key was then encrypted twice using SHA-256. Hence, the 

proof of the algorithm was also given. 

5.2 Future work  

During this work, the possible future work for machine learning and blockchain took 

several directions, as follows: 

 A soft decision can be tested and compared to the current hard decision. Moreover, 

the effect of reducing the number of machines learning models in the first stage 

can be studied and compared. 

 New approaches for the health services framework (e.g., Cloud, online apps, and 

Mashups) and new problems in decreasing costs at this stage will be implemented. 

In investigating the existence of threats in said networks, semantic and latent 

semantic spaces play an important role. 

 Using various machine learning techniques (2 or more) for the proposed system to 

obtain a better accuracy rate. 

 Developing a new different method for key generation in logistic map using 

blockchain security. A hybrid of 3 or 4 key generation equations can be created, 

which would generate a very unique key using the logistic map method. 

 This work is based on a blockchain framework, developing a payment service 

within the full blockchain platform, including all payment transactions bitcoins. 
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